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* * * Start of Change * * * *
[bookmark: _Toc162968970]6.2.14.2.2.4	Discoveree UE procedure for 5G ProSe direct discovery initiation
The UE is authorised to perform the discoveree UE procedure for 5G ProSe direct discovery if:
a)	the UE is not served by NG-RAN, is authorised to perform 5G ProSe direct discovery discoveree operation when the UE is not served by NG-RAN and is configured with the radio parameters to be used for 5G ProSe direct discovery when not served by NG-RAN;
b)	the UE is served by NG-RAN and is authorised to perform 5G ProSe direct discovery discoveree operation in the PLMN indicated by the serving cell; or
c)	the UE is:
1)	in 5GMM-IDLE mode, in limited service state as specified in 3GPP TS 23.122 [14] and the reason for the UE being in limited service state is one of the following:
i)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];
ii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11]; or
iii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; and
2)	authorised to perform 5G ProSe direct discovery discoveree operation when the UE is not served by NG-RAN; and:
i)	configured with the radio parameters to be used for 5G ProSe direct discovery use when not served by NG-RAN; or
ii)	the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure.
NOTE 1:	When the lower layers indicate that the UE does not need to request resources for 5G ProSe direct discovery procedure, the serving cell broadcasts a common radio resources pool for ProSe discovery transmission and the UE can use this common radio resources pool while in limited service state.
otherwise, the UE is not authorised to perform the discoveree UE procedure for 5G ProSe direct discovery.
Figure 6.2.14.2.2.4.1 illustrates the interaction of the UEs in the discoveree UE procedure for 5G ProSe direct discovery.


[bookmark: _CRFigure6_2_14_2_2_4_1]Figure 6.2.14.2.2.4.1: Discoveree UE procedure for 5G ProSe direct discovery
When the UE is triggered by an upper layer application to perform discoveree operation for the RPAUID associated with an authorized ProSe identifier; and if:
a)	the UE is authorised to perform the discoveree UE procedure for 5G ProSe direct discovery;
b)	the UE has obtained the ProSe response code and discovery query filter(s) and the respective validity timer T5068 for the corresponding discovery entry has not expired; and
c)	the difference between UTC-based counter associated with that discovery slot and UE's ProSe clock is not greater than the max offset of the monitoring UE's ProSe clock,
then the UE:
a)	if the UE is served by NG-RAN and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure or registration procedure as specified in 3GPP TS 24.501 [11]; and
b)	shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13].
The UE may apply the discovery query filter(s) received from the 5G DDNMF to its monitoring operation. Using the discovery query filter(s) may result in a match event. There is match event when, for any of the masks in a discovery query filter, the output of a bitwise AND operation between the ProSe query code contained in the received PROSE PC5 DISCOVERY message and the mask, matches the output of a bitwise AND operation between the mask and the code contained in the discovery query filter.
Upon reception of a PROSE PC5 DISCOVERY message for direct discovery solicitation for the destination layer-2 ID which the UE is configured to respond for, with applying a discovery query filter to a received PROSE PC5 DISCOVERY message for the above-mentioned bitwise AND operation, the UE shall use the associated DUSK, if received from the 5G DDNMF and the UTC-based counter obtained during the monitoring operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.503 [34]. Then, if a DUCK is received from the 5G DDNMF, the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality protected portion, as described in 3GPP TS 33.503 [34]. Finally, if a DUIK is received from the 5G DDNMF, the UE shall use the DUIK and UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for direct discovery solicitation.
NOTE 2:	The UE can look for a match on the unencrypted bits first before applying DUCK, to minimise the amount of processing performed before finding a match.
NOTE 3:	The UE needs to verify the MIC field because the match report procedure is not used for checking the MIC of a PROSE PC5 DISCOVERY message containing a ProSe query code by the 5G DDNMF.
NOTE 4:	The UE can determine the received PROSE PC5 DISCOVERY message for direct discovery solicitation is for 5G ProSe direct discovery based on an indication from the lower layer.
If the discoveree user info is included in the PROSE PC5 DISCOVERY message, the discoveree user info shall match the application layer IDuser info ID of the UE. Once the match of the discovery query filter(s) occurs, the UE process this match event and requests the lower layers to announce the corresponding ProSe response code in the PC5 interface as a response, as specified in 3GPP TS 38.331 [13]. If the UE in 5GMM-IDLE mode has to request resources for 5G ProSe direct discovery announcing as specified in 3GPP TS 38.331 [13], the UE shall perform a service request procedure or registration procedure as specified in 3GPP TS 24.501 [11]. The UE shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time. If the resulting UTC-based counter is within max offset of the time shown by the clock used for ProSe by the UE, the UE shall use the ProSe response code received in the DISCOVERY_RESPONSE message from the 5G DDNMF. The UE shall generate a PROSE PC5 DISCOVERY message for 5G ProSe direct discovery response. In the PROSE PC5 DISCOVERY message for 5G ProSe direct discovery response, the UE:
a)	shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.4;
b)	shall include ProSe response code;
c)	shall include the MIC field computed as described in 3GPP TS 33.503 [34] by using the UTC-based counter and the DUIK contained in the <restricted-discoveree-response> element of the DISCOVERY_RESPONSE message;
d)	may include the Metadata IE to provide the application layer metadata information; and
e)	shall set the UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter.
After generating the PROSE PC5 DISCOVERY message for 5G ProSe direct discovery response, the UE:
a)	shall set the destination layer-2 ID to the source layer-2 ID of the received message and self-assign a source layer-2 ID for sending the direct discovery response message;
NOTE 5:	The UE implementation ensures that the value of the self-assigned source layer-2 ID is different from any other self-assigned source layer-2 ID(s) in use for 5G ProSe direct communication as specified in clause 7.2 and is different from any other provisioned destination layer-2 ID(s) as specified in clause 5.2.
b)	shall apply the DUIK, DUSK, or DUCK with the associated encrypted bitmask, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more above parameters, as specified in 3GPP TS 33.503 [34]; and
c)	shall pass the resulting PROSE PC5 DISCOVERY message along with the source layer-2 ID and destination layer-2 ID for 5G ProSe direct discovery response, the PLMN ID of the intended announcing PLMN and an indication that the message is for 5G ProSe direct discovery to the lower layers for transmission over the PC5 interface.
NOTE 6:	If the UE is processing a PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the same source layer-2 ID of the received PROSE PC5 DISCOVERY message for direct discovery solicitation, it depends on UE implementation to avoid the conflict of destination layer-2 ID (e.g. send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected", or ignore the PROSE DIRECT DISCOVERY message for direct discovery solicitation).
For each match event with the discovery query filter(s), the UE shall at least pass PROSE PC5 DISCOVERY message once to the lower layers for transmission. The UE shall ensure that it keeps on passing PROSE PC5 DISCOVERY messages to the lower layers for transmission as response(s) to the match event(s) of the corresponding discovery query filter(s) until the validity timer T5068 expires. How this is achieved is left up to UE implementation.

* * * Next Change * * * *
[bookmark: _Toc162969000]7.2.1	Overview
This clause describes the PC5 signalling protocol procedures between two UEs for one-to-one (i.e., unicast) mode of 5G ProSe direct communication. The following PC5 signalling protocol procedures are defined:
a)	5G ProSe direct link establishment;
b)	5G ProSe direct link modification;
c)	5G ProSe direct link release;
d)	5G ProSe direct link identifier update;
e)	5G ProSe direct link keep-alive;
f)	5G ProSe direct link security mode control;
g)	5G ProSe direct link re-keying;
h)	5G ProSe direct link authentication;
i)	5G ProSe direct link UE-to-UE relay update; and
j)	5G ProSe direct link identification.
Each 5G ProSe direct link is associated with a 5G ProSe direct link context. For 5G ProSe UE-to-network relay, the 5G ProSe direct link context includes:
a)	user info ID and layer-2 ID of 5G ProSe remote UE;
b)	user info ID and layer-2 ID of 5G ProSe UE-to-network relay UE;
c)	relay service code; and
d)	in the case of 5G ProSe Layer-3 UE-to-network relay, the network layer protocol and the information about PC5 QoS flow(s).
For 5G ProSe UE-to-UE relay, the 5G ProSe direct link context includes:
a)	user info (i.e. application layer ID) and layer-2 ID of source 5G ProSe end UE;
b)	user info (i.e. application layer ID) and layer-2 ID of target 5G ProSe end UE;
b)	user info ID (see clause 5.2.7) and layer-2 ID of 5G ProSe UE-to-UE relay UE;
c)	relay service code; and
d)	in the case of 5G ProSe layer-3 UE-to-UE relay, the network layer protocol and the information about PC5 QoS flow(s), also the IP address(es) of the 5G ProSe end UE(s) at the 5G ProSe layer-3 UE-to-UE relay UE.
The 5G ProSe direct link context shall be created during a 5G ProSe direct link establishment procedure, be updated accordingly after a 5G ProSe direct link modification procedure or 5G ProSe direct link identifier update procedure and be deleted during the 5G ProSe direct link release procedure or during a local release of 5G ProSe direct link as specified in clause 7.2.

* * * Next Change * * * *
[bookmark: _Toc162969003]7.2.2.2	5G ProSe direct link establishment procedure initiation by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure:
a)	the UE receives
1)	a request from upper layers to transmit the packet for ProSe application over PC5;
2)	a request from lower layers to trigger 5G ProSe direct link establishment;
3)	a PROSE DIRECT LINK ESTABLISHMENT REQUEST message in case of 5G ProSe UE-to-UE relay, to trigger 5G ProSe direct link establishment; or
4)	a PROSE DIRECT LINK MODIFICATION REQUEST message in case of 5G ProSe UE-to-UE relay, to trigger 5G ProSe direct link establishment;
b)	the communication mode is unicast mode (e.g., pre-configured as specified in clause 5.2.4 or indicated by upper layers);
c)	the link layer identifier for the initiating UE (i.e., layer-2 ID used for unicast communication) is available (e.g., pre-configured or self-assigned) and is not being used by other existing 5G ProSe direct links within the initiating UE;
d)	the link layer identifier for the destination UE (i.e., the unicast layer-2 ID of the target UE or the broadcast layer-2 ID) is available to the initiating UE (e.g., pre-configured, obtained as specified in clause 5.2, known via prior ProSe direct communication or indicated by lower layers);
NOTE 1:	In the case where different ProSe applications are mapped to distinct default destination layer-2 IDs, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe identifiers, the UE can select any of the default destination layer-2 ID for unicast initial signalling.
e)	the initiating UE is either authorised for 5G ProSe direct communication over PC5 in NR-PC5 in the serving PLMN, has a valid authorization for 5G ProSe direct communication over PC5 in NR-PC5 when not served by NG-RAN, is authorized to use a 5G ProSe UE-to-network relay UE, is authorized to use a 5G ProSe UE-to-UE relay UE or is authorized to act as a 5G ProSe UE-to-UE relay UE. The UE considers that it is not served by NG-RAN if the following conditions are met:
1)	not served by NG-RAN for ProSe direct communication over PC5;
2)	in limited service state as specified in 3GPP TS 23.122 [14], if the reason for the UE being in limited service state is one of the following;
i)	the UE is unable to find a suitable cell in the selected PLMN as specified in 3GPP TS 38.304 [15];
ii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [11];
iii)	the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [11]; or
iv)	the UE does not have a valid USIM, the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, and the RSC is specific for emergency services; or
3)	in limited service state as specified in 3GPP TS 23.122 [14] for reasons other than i), ii), iii) or iv) above and located in a geographical area for which the UE is provisioned with "non-operator managed" radio parameters as specified in clause 5.2;
f)	there is no existing 5G ProSe direct link for the pair of peer application layer IDs, or there is an existing 5G ProSe direct link for the pair of peer application layer IDs and:
1)	the network layer protocol of the existing 5G ProSe direct link is not identical to the network layer protocol required by the upper layer in the initiating UE for this ProSe application;
2)	the security policy (either signalling security policy or user plane security policy) corresponding to the ProSe identifier is not compatible with the security policy of the existing 5G ProSe direct link; or
3)	in case of the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe layer-3 remote UE and the 5G ProSe layer-3 UE-to-network relay UE, the existing 5G ProSe direct link for the peer UE is established with a different RSC or established not for direct communication between the 5G ProSe layer-3 remote UE and the 5G ProSe layer-3 UE-to-network relay UE;
4)	in case of the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe layer-2 remote UE and the 5G ProSe layer-2 UE-to-network relay UE, the existing 5G ProSe direct link for the peer UE is established not for direct communication between the 5G ProSe layer-2 remote UE and the 5G ProSe layer-2 UE-to-network relay UE;
5)	in case of the 5G ProSe direct link establishment procedure is for direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, the initiating UE acts as the source 5G ProSe end UE, the existing 5G ProSe direct link for the peer UE is established with a different RSC or established not for direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE;
6)	in case of the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE without integrated discovery, the initiating UE acts as the 5G ProSe UE-to-UE relay UE, the 5G ProSe direct link security mode control procedure between the source 5G ProSe end UE and the initiating UE has been successfully completed, and there is no 5G ProSe direct link established between the initiating UE and the target 5G ProSe end UE with the RSC received in PROSE DIRECT LINK ESTABLISHMENT REQUEST message for 5G ProSe UE-to-UE relay;
7)	in case of the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE, the initiating UE acting as the 5G ProSe layer-3 UE-to-UE relay UE receives a PROSE DIRECT LINK ESTABLISHMENT REQUEST message including the relay indication, and there is no 5G ProSe direct link established between the initiating UE and the target 5G ProSe end UE with the RSC received in PROSE DIRECT LINK ESTABLISHMENT REQUEST message for 5G ProSe UE-to-UE relay; or
8)	in case of the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE, the initiating UE acting as the 5G ProSe layer-3 UE-to-UE relay UE receives a PROSE DIRECT LINK MODIFICATION REQUEST message to establish 5G ProSe UE-to-UE relay communication with an additional 5G ProSe layer-3 end UE as specified in clause 7.2.3.2, and there is no 5G ProSe direct link established between the initiating UE and the additional target 5G ProSe end UE with the RSC received in PROSE DIRECT LINK MODIFICATION REQUEST message for 5G ProSe UE-to-UE relay;
g)	the number of established 5G ProSe direct links is less than the implementation-specific maximum number of established 5G ProSe direct links allowed in the UE at a time; and
h)	timer T5088 is not associated with the link layer identifier for the destination UE or timer T5088 associated with the link layer identifier for the destination UE has already expired or stopped.
After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 7.2.7.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, then the UE shall apply the DUCK or DUSK used for UE-to-network relay discovery along with the UTC-based counter for encrypting:
a)	the relay service code; and
b)	the UP-PRUK ID or CP-PRUK ID, if available,
as specified in clause 6.3.5.2 of 3GPP TS 33.503 [34], and the UE shall use the security protected relay service code and the security protected UP-PRUK ID or security protected CP-PRUK ID for creating a PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 2:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, then the UE shall apply the DUCK or DUSK associated with the relay service code along with the UTC-based counter for encrypting:
a)	the relay service code; and
b)	the UP-PRUK ID or CP-PRUK ID, if available and the UE does not act as a 5G ProSe UE-to-UE relay UE,
as specified in clause 6.3.5.2 of 3GPP TS 33.503 [34], and the UE shall use the security protected relay service code and, if available and the UE does not act as a 5G ProSe UE-to-UE relay UE, the security protected UP-PRUK ID or security protected CP-PRUK ID for creating a PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 2A:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the 5G ProSe direct link establishment procedure is for ProSe identifier of ranging and sidelink positioning, then the UE shall apply the DUCK or DUSK used for ranging and sidelink positioning UE discovery along with the UTC-based counter for encrypting:
a)	the ProSe identifier of ranging and sidelink positioning; and
b)	the SLPK ID, if available,
as specified in 3GPP TS 33.533 [55], and the UE shall use the security protected ProSe identifier of ranging and sidelink positioning and the security protected SLPK ID for creating a PROSE DIRECT LINK ESTABLISHMENT REQUEST message.
NOTE 2B:	If the UE is neither configured with DUCK nor DUSK, the ProSe identifier of ranging and sidelink positioning and the SLPK ID are not encrypted.
In order to initiate the 5G ProSe direct link establishment procedure, the initiating UE shall create a PROSE DIRECT LINK ESTABLISHMENT REQUEST message. The initiating UE:
a)	shall include the source user info set to the initiating UE's application layer ID received from upper layers, or set to the application layer IDuser info of the source 5G ProSe end UE if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
b)	shall include the ProSe identifier(s) received from upper layer if the 5G ProSe direct link establishment procedure is not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE;
c)	shall include the target user info set to the target UE's application layer ID if received from upper layers or if known based on the unicast layer-2 ID of target UE (i.e. destination layer-2 ID) as described in clause 5.8.2.4 of 3GPP TS 23.304 [3], to the user info ID of the 5G ProSe UE-to-network relay UE obtained during the 5G ProSe UE-to-network relay discovery procedure if the initiating UE is acting as a 5G ProSe remote UE, or to the application layer IDuser info of the target 5G ProSe end UE if:
1)	the initiating UE is acting as the source 5G ProSe end UE and the application layer IDuser info of the target 5G ProSe end UE is obtained during the 5G ProSe UE-to-UE relay discovery procedure or received from upper layers in case of 5G ProSe direct link establishment covery; or
2)	the initiating UE is acting as the 5G ProSe UE-to-UE relay UE and the application layer IDuser info of the target 5G ProSe end UE is obtained received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK MODIFICATION REQUEST message from the source 5G ProSe end UE;
[bookmark: _Hlk128574451]ca)	shall include the UE-to-UE relay UE user info set to the user info ID of the 5G ProSe UE-to-UE relay UE:
[bookmark: OLE_LINK3]1)	if obtained during the 5G ProSe UE-to-UE relay discovery procedure and the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE; or
2)	if the initiating UE is acting as the 5G ProSe UE-to-UE relay UE and user info ID is configured at configuration parameters for 5G ProSe UE-to-UE relay as specified in clause 5.2.7;
[bookmark: _Hlk128595720]cb)	shall include the target end UE layer-2 ID set to the layer-2 ID of the target 5G ProSe end UE, if the initiating UE is acting as the source 5G ProSe end UE and the layer-2 ID of the target 5G ProSe end UE is available in the source 5G ProSe end UE via the previous direct communication;
d)	if the 5G ProSe direct link is neither for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor for direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance:
1)	shall include the key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "Signalling integrity protection required" or "Signalling integrity protection preferred" and may include the key establishment information container if the UE PC5 unicast signalling integrity protection policy is set to "Signalling integrity protection not needed";
NOTE 3:	The key establishment information container is provided by upper layers.
e)	shall include:
1)	a Nonce_1, if the direct communication is neither between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE nor between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE and the direct communication is not for ProSe identifier of ranging and sidelink positioning, or if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE and the security procedure over control plane is used as specified in 3GPP TS 33.503 [34];
2)	a KNRP freshness parameter 1, if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE and the security procedure over user plane is used as specified in 3GPP TS 33.503 [34]; or
3)	a KSLP freshness parameter 1, if the direct communication is for ProSe identifier of ranging and sidelink positioning as specified in 3GPP TS 33.533 [55];
	set to the 128-bit nonce value generated by the initiating UE for the purpose of session key establishment over this 5G ProSe direct link if the UE PC5 unicast signalling integrity protection policy is set to "Signalling integrity protection required" or "Signalling integrity protection preferred";
NOTE 4:	The Nonce_1 IE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is used to hold the value of Nonce_1 or KNRP freshness parameter 1.
f)	shall include its UE security capabilities indicating the list of algorithms that the initiating UE supports for the security establishment of this 5G ProSe direct link;
g)	shall include the MSB of KNRP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.503 [34] if:
1)	the direct communication is not for ProSe identifier of ranging and sidelink positioning;
2)	the direct communication is not between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance; and
3)	the UE PC5 unicast signalling integrity protection policy is set to "Signalling integrity protection required" or "Signalling integrity protection preferred";
NOTE 5:	If the direct communication is neither between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, the KNRP-sess ID holds the ID that corresponds to KNRP-sess. If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, the KNRP-sess ID holds the ID that corresponds to KNRP-sess (if security procedure over user plane is used) or Krelay-sess (if security procedure over control plane is used).
g1)	shall include the MSB of KSLP-sess ID chosen by the initiating UE as specified in 3GPP TS 33.533 [55] if:
1)	the direct communication is for ProSe identifier of ranging and sidelink positioning;
2)	the direct communication is not between the target 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance; and
3)	the UE PC5 unicast signalling integrity protection policy is set to "Signalling integrity protection required" or "Signalling integrity protection preferred";
h)	may include a KNRP ID if the initiating UE has an existing KNRP for the target UE and the direct communication is neither between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE nor between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance;
i)	shall include its UE PC5 unicast signalling security policy. In the case where the different ProSe applications are mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a single unicast link that can be used for more than one ProSe application, each of the signalling security polices of those ProSe applications shall be compatible, e.g., "Signalling integrity protection not needed" and "Signalling integrity protection required" are not compatible. In case the 5G ProSe direct link establishment procedure is for direct communication between 5G ProSe remote UE and 5G ProSe UE-to-network relay UE, and the RSC is not specific for emergency services, the Signalling integrity protection policy shall be set to "Signalling integrity protection required". In case the 5G ProSe direct link establishment procedure is for direct communication between 5G ProSe remote UE and 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, and the initiating UE has a valid USIM, the Signalling integrity protection policy shall be set to "Signalling integrity protection preferred". In case the 5G ProSe direct link establishment procedure is for direct communication between 5G ProSe remote UE and 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, and the initiating UE does not have a valid USIM, the Signalling integrity protection policy shall be set to "Signalling integrity protection not needed";
j)	shall include the Relay service code IE set to:
1)	the relay service code of the target relay UE if the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE; or 
2)	the relay service code indicating the connectivity service requested by the source 5G ProSe end UE if the 5G ProSe direct link establishment procedure is for direct communication between the (source or target) 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
k)	shall include the UTC-based counter LSB set to the four least significant bits of the UTC-based counter if the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
l)	shall include the UE identity IE set to the SUCI of the initiating UE if:
1)	the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
2)	the RSC is not specific for emergency services or the initiating UE has a valid USIM; and
3)	the security for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay uses the security procedure over control plane and the initiating UE does not have a valid CP-PRUK as specified in 3GPP TS 33.503 [34], or, the security for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay uses the security procedure over user plane and the initiating UE does not have a valid UP-PRUK as specified in 3GPP TS 33.503 [34];
la)	shall include the UE identity IE set to the PEI of the initiating UE if:
1)	the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE;
2)	the RSC is specific for emergency services; and
3)	the initiating UE does not have a valid USIM;
m)	shall include the User security key ID IE set to:
1)	UP-PRUK ID of the initiating UE if:
i)	the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
ii)	the initiating UE has a valid UP-PRUK; and
iii)	the security for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay uses the security procedure over user plane as specified in 3GPP TS 33.503 [34];
2)	CP-PRUK ID of the initiating UE that is associated with the relay service code of the target UE if:
i)	the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
ii)	the initiating UE has a valid CP-PRUK is associated with the relay service code of the target UE; and
iii)	the security for 5G ProSe UE-to-network relay or 5G ProSe UE-to-UE relay uses the security procedure over control plane as specified in 3GPP TS 33.503 [34]; or
3)	SLPK ID of the initiating UE that is associated with the ProSe identifier of ranging and sidelink positioning if:
i)	the 5G ProSe direct link establishment procedure is for direct communication for ProSe identifier of ranging and sidelink positioning; and
ii)	the initiating UE has a valid SLPK is associated with the ProSe identifier of ranging and sidelink positioning;
n)	shall include the HPLMN ID of the initiating UE, if the UP-PRUK ID of the initiating UE is included and is not in NAI format (see 3GPP TS 33.503 [34]); 
o)	shall include the MIC IE set to the calculated MIC value as specified in clause 6.3.5.3 of 3GPP TS 33.503 [34] if the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE and the UE has the DUIK;
o1)	shall include the MIC IE set to the calculated MIC value as specified in 3GPP TS 33.533 [55] if the 5G ProSe direct link establishment procedure is for ProSe identifier of ranging and sidelink positioning and the UE has the DUIK; and
p)	shall include the relay indication which indicates that the PROSE DIRECT LINK ESTABLISHMENT REQUEST message can be forwarded by a 5G ProSe UE-to-UE relay UE, if the 5G ProSe direct link establishment procedure is for direct communication between the source 5G ProSe end UE and 5G ProSe UE-to-UE relay UE with integrated discovery;
After the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the source layer-2 ID and destination layer-2 ID as follows:
a)	if the 5G ProSe direct communication is in a consequence of 5G ProSe direct discovery as defined in clause 6.2.14, clause 6.2.15, clause 8.2.1, clause 8a.2.1, or clause 6.2 in 3GPP TS 24.514 [56]:
	self-assign a source layer-2 ID, and 
1)	the destination layer-2 ID set to the target end UE layer-2 ID if received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message or PROSE DIRECT LINK MODIFICATION REQUEST message from the source 5G ProSe end UE and if the initiating UE is acting as the 5G ProSe UE-to-UE relay UE; or
2)	otherwise, the destination layer-2 ID set to the source layer-2 ID in the received PROSE PC5 DISCOVERY message for discovery announcement or discovery response; 
b)	if the initiating UE is acting as the source 5G ProSe end UE and the 5G ProSe direct link establishment procedure is for direct communication between the source 5G ProSe end UE and 5G ProSe UE-to-UE relay UE with integrated discovery:
	self-assign a source layer-2 ID, and set the destination layer-2 ID to the broadcast destination layer-2 ID configured as specified in clause 5.2.4;
c)	if the initiating UE is acting as the 5G ProSe UE-to-UE relay UE and the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE with integrated discovery:
	self-assign a source layer-2 ID, and set the destination layer-2 ID to:
1)	the target end UE layer-2 ID, if received in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the source 5G ProSe end UE; otherwise
2)	the broadcast destination layer-2 ID configured as specified in clause 5.2.4; or
d)	otherwise:
	self-assign a source layer-2 ID, and the destination layer-2 ID set to the destination layer-2 ID used for unicast initial signalling as specified in clause 5.2.4,
NOTE 6:	The UE implementation ensures that any value of the self-assigned source layer-2 ID in a), b), c) and d) is different from any other self-assigned source layer-2 ID(s) in use for 5G ProSe direct discovery as specified in clause 6.2.14, clause 6.2.15, clause 8.2.1 and clause 8a.2.1, and is different from any other provisioned destination layer-2 ID(s) as specified in clause 5.2.
NOTE 6A:	The UE implementation ensures that any value of the self-assigned source layer-2 ID in a), b) and c) is different from any self-assigned source layer-2 ID(s) in use for 5G ProSe direct communication of a data unit type different from the data unit type of the 5G ProSe direct link being established, if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE.
NOTE 6B:	The UE implementation ensures that any value of the self-assigned source layer-2 ID in a), b) and c) is different from any other self-assigned source layer-2 ID(s) in use for 5G ProSe direct communication for Unstructured traffic and a different pair of the user info of the source 5G ProSe end UE and the user info of the target 5G ProSe end UE, if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE and for Unstructured traffic.
NOTE 7:	It is possible for the initiating UE to reuse the initiating UE's layer-2 ID used in previous 5G ProSe direct link with the same peer UE, except when the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE for Unstructured traffic and a different pair of the user info of the source 5G ProSe end UE and the user info of the target 5G ProSe end UE, and except when the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE for a data unit type different than the data unit type of the previous 5G ProSe direct link.
and start timer T5080.
NOTE 8:	A default PC5 DRX configuration is used for transmitting the PROSE DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 38.300 [21].
The UE shall not send a new PROSE DIRECT LINK ESTABLISHMENT REQUEST message to the same target UE identified by the same application layer ID while timer T5080 is running. If the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message (i.e., ProSe application oriented 5G ProSe direct link establishment procedure), the initiating UE shall handle multiple PROSE DIRECT LINK ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple 5G ProSe direct links before the expiry of timer T5080.
NOTE 9:	In order to ensure successful 5G ProSe direct link establishment, T5080 should be set to a value larger than the sum of T5089 and T5092.


[bookmark: _CRFigure7_2_2_2_1]Figure 7.2.2.2.1: UE oriented 5G ProSe direct link establishment procedure
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Upon receipt of a PROSE DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the target UE shall uniquely assign a PC5 link identifier, create a 5G ProSe direct link context.
NOTE 1:	A default PC5 DRX configuration is used for receiving the PROSE DIRECT LINK ESTABLISHMENT REQUEST message as specified in 3GPP TS 38.300 [21].
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK or DUSK used for 5G ProSe UE-to-network relay discovery (see clause 6.3.5.2 of 3GPP TS 33.503 [34]), and verifies if the relay service code matches with the one that the target UE has sent during 5G ProSe UE-to-network relay discovery procedure. To retrieve the DUIK for integrity verification and retrieve the DUCK or DUSK for decryption, the target UE shall use the Destination of the received PROSE DIRECT LINK ESTABLISHMENT REQUEST message. The target UE shall match the destination layer-2 ID with the source layer-2 ID stored in the maintained association for the UE-to-network relay discovery procedure as described in clause 8.2.1.2.2.2 and clause 8.2.1.3.2.2. For the matched source layer-2 ID, the target UE shall use the associated relay service code to identify the provisioned DUIK, DUCK or DUSK.
NOTE 2:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	relay service code; and
b)	UP-PRUK ID or CP-PRUK ID, if received,
using the DUCK or DUSK used for 5G ProSe UE-to-UE relay discovery (see clause 6.3.5.2 of 3GPP TS 33.503 [34]), and verifies if the relay service code matches with the one that the target UE has sent during 5G ProSe UE-to-UE relay discovery procedure.
NOTE 2A:	If the UE is neither configured with DUCK nor DUSK, the relay service code and the UP-PRUK ID or CP-PRUK ID are not encrypted.
If the PROSE DIRECT LINK ESTABLISHMENT REQUEST message is for ProSe identifier of ranging and sidelink positioning, the target UE shall verify the MIC field in the received PROSE DIRECT LINK ESTABLISHMENT REQUEST with the DUIK, if any, and decrypts the encrypted:
a)	the ProSe identifier of ranging and sidelink positioning; and
b)	the SLPK ID, if available,
using the DUCK or DUSK used for ranging and sidelink positioning UE discovery, and verifies if the ProSe identifier of ranging and sidelink positioning matches with the one that the target UE has sent during ranging and sidelink positioning UE discovery.
NOTE 2B:	If the UE is neither configured with DUCK nor DUSK, the ProSe identifier of ranging and sidelink positioning and the SLPK ID are not encrypted.
[bookmark: _Hlk132720886]If the target UE is acting as the target 5G ProSe end UE and the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and target 5G ProSe end UE with integrated discovery, the target UE upon reception of the PROSE DIRECT LINK ESTABLISHMENT REQUEST messages which contain the same source user info, ProSe identifier(s) and relay service code as received from multiple 5G ProSe UE-to-UE relay UEs, selects one of the 5G ProSe UE-to-UE relay UEs via which to communicate with the source 5G ProSe end UE as specified in TS 23.304, clause 6.7.3.2.
If the 5G ProSe direct link establishment procedure is neither for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor for direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, and the 5G ProSe direct link establishment procedure is not for direct communication for ProSe identifier of ranging and sidelink positioning, the target UE may initiate 5G ProSe direct link authentication procedure as specified in clause 7.2.12 and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, or for direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance, upon reception of the PROSE DIRECT LINK ESTABLISHMENT REQUEST messages, and the initiating UE is identified by a SUCI, a CP-PRUK ID or a UP-PRUK ID, the target UE shall proceed with either:
a)	the authentication and key agreement procedure as specified in clause 5.5.4 of 3GPP TS 24.501 [11] if the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used; or
b)	the key request procedure as specified in clause 8.2.10.2.4 if the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used;
and if:
a)	the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] is completed successfully; or
b)	the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fails, the RSC is specific for emergency services, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration;
shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
NOTE 3:	The target UE's configuration that indicates whether providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required or not is set based on the regulation and the operator policy. It is up to implementation how this information is known in the target UE.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE using the security procedure with network assistance, upon receiption of the PROSE DIRECT LINK ESTABLISHMENT REQUEST messages, the target UE shall proceed with 5G ProSe direct link security request procedure as specified in clause 8a.2.10.
If the 5G ProSe direct link establishment procedure is for direct communication for ProSe identifier of ranging and sidelink positioning, the target UE shall proceed with the SLP key request procedure as specified in clause 8.3.1.1.2 in 3GPP TS 24.514 [56], and shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
If the 5G ProSe direct link establishment procedure is for direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the initiating UE is identified by a PEI, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, the target UE shall initiate 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
The target UE shall set the source layer-2 ID and the destination layer-2 ID as specified in clause 7.2.12 and clause 7.2.10, and store the corresponding source layer-2 ID for unicast communication and the destination layer-2 ID for unicast communication in the 5G ProSe direct link context.
If:
a)	the target user info IE is included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and this IE includes the target UE's application layer ID; or
b)	the target user info IE is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message and the target UE is interested in the ProSe application(s) identified by the ProSe identifier IE in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message;
then the target UE shall:
a)	if the direct communication is neither between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, nor for direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE using the security procedure with network assistance. The 5G ProSe direct link establishment procedure is not for direct communication for ProSe identifier of ranging and sidelink positioning:
1)	identify an existing KNRP based on the KNRP ID included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message; or
2)	if KNRP ID is not included in the PROSE DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does not have an existing KNRP for the KNRP ID included in PROSE DIRECT LINK ESTABLISHMENT REQUEST message or the target UE wishes to derive a new KNRP, derive a new KNRP. This may require performing one or more 5G ProSe direct link authentication procedures as specified in clause 7.2.12;
b)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the initiating UE is identified by a SUCI or a CP-PRUK ID, and the security procedure over control plane as specified in 3GPP TS 33.503 [34] is used, request a new KNR_ProSe according to the security procedure over user plane as specified in 3GPP TS 33.503 [34];
c)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE or between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, the initiating UE is identified by a SUCI or a UP-PRUK ID, and the security procedure over user plane as specified in 3GPP TS 33.503 [34] is used, request a new KNRP according to the security procedure over user plane; and
NOTE 4:	How many times the 5G ProSe direct link authentication procedure needs to be performed to derive a new KNRP depends on the authentication method used.
d)	if the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the initiating UE is identified by a PEI, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, generate a new KNRP in an implementation defined way.
e)	if the 5G ProSe direct link establishment procedure is for direct communication for ProSe identifier of ranging and sidelink positioning, request a new KSLP according to the security procedure as specified in 3GPP TS 33.533 [55].
If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fails, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, the target UE shall generate a new KNR_ProSe or KNRP in an implementation defined way.
After an existing KNRP or KSLP was identified or a new KNRP or KSLP was derived, or after a new KNRP or KNR_ProSe or KSLP is received or a new KNR_ProSe or KNRP were generated, the target UE shall initiate a 5G ProSe direct link security mode control procedure as specified in clause 7.2.10.
Upon successful completion of the 5G ProSe direct link security mode control procedure, in order to determine whether the PROSE DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of IP communication, the target UE checks whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE.
If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fail, and providing 5G ProSe direct link for emergency services without 5G ProSe direct link security is required by the target UE's configuration, before sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message to the 5G ProSe remote UE, the target UE shall perform the 5G ProSe direct link remote identity procedure to fetch PEI.
Before sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message to the 5G ProSe remote UE, the target UE acting as a 5G ProSe layer-3 UE-to-network relay UE initiates the UE requested PDU session establishment procedure as specified in 3GPP TS 24.501 [11] if:
1)	the PDU session for relaying the service associated with the RSC has not been established yet; or
2)	the PDU session for relaying the service associated with the RSC has been established but the PDU session type is Unstructured.
If the target UE accepts the 5G ProSe direct link establishment procedure, the target UE shall create a PROSE DIRECT LINK ESTABLISHMENT ACCEPT message. The target UE:
a)	shall include the source user info set to the target UE's application layer ID received from upper layers, or set to the application layer IDuser info of the target 5G ProSe end UE if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
aa)	shall include the UE-to-UE relay UE user info set to the user info ID of the 5G ProSe UE-to-UE relay UE if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE;
b)	shall include PQFI(s), the corresponding PC5 QoS parameters and optionally the ProSe identifier(s) that the target UE accepts, if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE and the 5G ProSe direct link establishment procedure is not with integrated discovery;
c)	may include the PC5 QoS rule(s) if the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE and the 5G ProSe direct link establishment procedure is not with integrated discovery;
d)	shall include an IP address configuration IE set to one of the following values if IP communication is used and the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE, 5G ProSe layer-2 UE-to-UE relay UE or 5G ProSe layer-3 UE-to-UE relay UE using the security procedure with network assistance:
1)	"DHCPv4 server" if only IPv4 address allocation mechanism is supported by the target UE, i.e., acting as a DHCPv4 server;
2)	"IPv6 router" if only IPv6 address allocation mechanism is supported by the target UE, i.e., acting as an IPv6 router;
3)	"DHCPv4 server & IPv6 Router" if both IPv4 and IPv6 address allocation mechanism are supported by the target UE; or
4)	"address allocation not supported" if neither IPv4 nor IPv6 address allocation mechanism is supported by the target UE and the target UE is not acting as a 5G ProSe layer-3 UE-to-network relay UE;
NOTE 5:	The UE doesn't include an IP address configuration IE nor a link local IPv6 address IE if Ethernet or Unstructured data unit type is used for communication.
e)	shall include a link local IPv6 address IE formed locally based on IETF RFC 4862 [25] if IP address configuration IE is set to "address allocation not supported", the received PROSE DIRECT LINK SECURITY MODE COMPLETE message included a link local IPv6 address IE and the target UE is not acting as a 5G ProSe layer-2 UE-to-network relay UE, 5G ProSe layer-3 UE-to-network relay UE, or 5G ProSe layer-2 UE-to-UE relay UE or 5G ProSe layer-3 UE-to-UE relay UE using the security procedure with network assistance; 
f)	shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane security policy, as specified in 3GPP TS 33.503 [34]. If the direct communication is between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE, the RSC is specific for emergency services, and:
1)	the security procedure over control plane or the security procedure over user plane as specified in 3GPP TS 33.503 [34] fails; or
2)	the initiating UE is identified by a PEI;
	the target UE shall include the user plane integrity protection configuration set to "off" and the user plane ciphering configuration set to "off";
g)	if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source or target 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and for Ethernet traffic, shall include the MAC address of the target 5G ProSe layer-3 end UE; and
h)	may include a target 5G ProSe layer-3 end UE IP address IE set to the IP address of the target 5G ProSe layer-3 end UE, if the 5G ProSe direct link establishment procedure is for 5G ProSe direct communication between the source 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, and the data unit type for the communication is IP.
After the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to the lower layers for transmission along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for unicast communication and shall start timer T5090 if: 
a)	at least one of ProSe identifiers for the 5G ProSe direct links satisfies the privacy requirements as specified in clause 5.2.4; or
b)	T5090 is configured as specified in clause 5.2.5.
NOTE 6:	Two UEs negotiate the PC5 DRX configuration in the AS layer, and the PC5 DRX parameter values are configured per pair of source and destination Layer-2 IDs in the AS layer, as specified in 3GPP TS 38.300 [21].
After sending the PROSE DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:
a)	the PC5 link identifier self-assigned for this 5G ProSe direct link;
b)	PQFI(s) and its corresponding PC5 QoS parameters, if available;
c)	an indication of activation of the PC5 unicast user plane security protection for the 5G ProSe direct link, if applicable; and
d)	an indication of emergency services for the 5G ProSe direct link if the 5G ProSe direct link is established with the RSC specific for emergency services between the 5G ProSe layer-2 remote UE and the 5G ProSe layer-2 UE-to-network relay UE.
If the target UE accepts the 5G ProSe direct link establishment request and the 5G ProSe direct link is established not for 5G ProSe direct communication between the 5G ProSe remote UE and the 5G ProSe UE-to-network relay UE and not for 5G ProSe direct communication between the 5G ProSe end UE and the 5G ProSe UE-to-UE relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 7.2.7. If the 5G ProSe direct link is established for 5G ProSe direct communication between the 5G ProSe layer-3 remote UE and the 5G ProSe layer-3 UE-to-network relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8.2.6. If the 5G ProSe direct link is established for 5G ProSe direct communication between the 5G ProSe layer-3 end UE and the 5G ProSe layer-3 UE-to-UE relay UE, then the target UE may perform the PC5 QoS flow establishment over 5G ProSe direct link as specified in clause 8a.2.7.

* * * Next Change * * * *
[bookmark: _Toc162969442]10.3.6.3	Source end UE info
The UE shall include this IE to indicate the user info ID(i.e. application layer ID) of the source 5G ProSe end UE if:
a)	the UE acts as a 5G ProSe layer-3 UE-to-UE relay UE or 5G ProSe layer-2 UE-to-UE relay UE;
b)	the 5G ProSe direct link is between the 5G ProSe layer-3 UE-to-UE relay UE and the target 5G ProSe layer-3 end UE or between the 5G ProSe layer-2 UE-to-UE relay UE and the target 5G ProSe layer-2 end UE; and
c)	one of the following conditions is met:
1)	multiple source 5G ProSe layer-3 end UEs have established direct communication with the target 5G ProSe layer-3 end UE via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link; 
2)	an additional source 5G ProSe end UE requests to establish direct communication with the target 5G ProSe layer-3 end UE via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link;
3)	one of the source 5G ProSe layer-3 end UEs requests to release the direct communication with the target 5G ProSe layer-3 end UE via the 5G ProSe layer-3 UE-to-UE relay UE using the same 5G ProSe direct link; or
4) 	an additional source 5G ProSe end UE requests to establish direct communication with the target 5G ProSe layer-2 end UE via the 5G ProSe layer-2 UE-to-UE relay UE using the same 5G ProSe direct link.
The UE may include this IE to indicate the user info ID(i.e. application layer ID) of the source 5G ProSe end UE if:
a)	the UE acts as a 5G ProSe UE-to-UE relay UE;
b)	the 5G ProSe direct link is between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE; and
c)	only one source 5G ProSe end UE has established direct communication with the target 5G ProSe end UE via the 5G ProSe UE-to-UE relay UE using the 5G ProSe direct link.

* * * End of Changes * * * *
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