3GPP TSG-CT WG1 Meeting #148	C1-242460
Changsha, China, 15 – 19 April 2024

Source:	Samsung
[bookmark: OLE_LINK87][bookmark: OLE_LINK88][bookmark: OLE_LINK89]Title:	Discussion on ECS Authentication Methods
Agenda item:	18.1.2
Work Item / Release:	EDGE_Ph2 / Rel-18
Document for:	Discussion

Abstract
This discussion paper aims to discuss the encoding of ECS authentication methods in NAS protocol and provide Samsung's view of the comments received in previous CT1 meetings.
1. Introduction
2.1. General
[bookmark: OLE_LINK20][bookmark: OLE_LINK21][bookmark: OLE_LINK42][bookmark: OLE_LINK43]Samsung proposed CRs C1-241269 and C1-241270 on "Update to add security parameter to ECS address IE" in the CT1 #147 (Athens) and CT1 #146 (Online) and following comments were received:
Comment #1: The CR may involve changes to CT3/CT4 specifications too; it is not clear how the information is provided to SMF.
Comment #2: The stage-2 requirements are not related to the ECS address itself but to V-EASDF security information.
Comment #3: ECS address is coming from a part of the NW entities whereas ECS authentication methods are from some other NW entity. Is that not so and if so, why have it in same PCO container.
Comment #4: TS 23.558 also defines additional information elements for supported PLMNs and supported ECSPs as part of Table 8.3.2.1-1.
[bookmark: OLE_LINK65][bookmark: OLE_LINK66]2.2. Stage-2 Requirements

3GPP TS 33.558 clause 6.2 specifies:

	...UE may receive the supported authentication method of the ECS optionally as part of the ECS configuration information. Details of the ECS configuration information are specified in TS 23.558 [5]. If the UE has the information about the authentication method supported by the ECS, then the EEC/UE may use this information for the authentication method negotiation.



TS 23.558 clause 8.3.2.1 specifies:

	…. ECS configuration information can be
…
-	provisioned by MNO through 5GC procedure if the UE has the capability to deliver the ECS configuration information to the EEC on the UE (see 3GPP TS 23.548 [20], clause 6.5.2); 




Table 8.3.2.1-1 describes the information elements of ECS configuration information for an ECS.
	Information element
	Status
	Description

	ECS address 
	M
	Endpoint information of ECS (e.g. URI, FQDN, IP address)

	ECSP Identifier (NOTE 1)
	O
	The identifier of the ECSP (e.g., the MNO or a 3rd party service provider) that provides the ECS. 

	Spatial Validity Conditions
	O
	Spatial validity condition, as described in 3GPP TS 23.548 [20]

	Security Parameters
	O
	The security parameters (as specified in 3GPP TS 33.558 [23], clause 6.2) are used by EEC to communicate with the ECS.

	List of supported PLMN(s)
	O
	The List of PLMNs and associated ECSPs for which EDN configuration information can be provided by the ECS.

	> PLMN ID
	O
	The identifier of a PLMN for which EDN configuration information can be provided by the ECS.

	> List of supported ECSP(s) (NOTE 2)
	O
	The identifier of the ECSP(s) associated with the PLMN and whose information is available at the ECS 

	>> ECSP ID
	M
	Identifier of an ECSP

	NOTE 1:	This IE shall be included when the ECS configuration information is provisioned by the MNO through the 5GC procedure.
NOTE 2:	This IE may not be included if the ECSP does not want to expose its EES deployment information or business relationship-related information.



Lastly, 3GPP TS 23.548 Clause 6.5.2.1 specifies:

	[bookmark: _Toc73524708][bookmark: _Toc73527612][bookmark: _Toc73950288][bookmark: _Toc81492221][bookmark: _Toc81492785][bookmark: _Toc81816546][bookmark: _Toc162425607]6.5.2.1	ECS Address Configuration Information
The ECS Address Configuration Information consists of one or more ECS Configuration Information as defined in clause 8.3.2.1 of TS 23.558 [5]. The ECS Configuration Information may contain Spatial Validity Conditions, which includes one of the following alternatives:
-	a Geographical Service Area (see TS 23.558 [5]);
-	a list of TA(s); or
-	a list of countries (list of MCC);
-	a list of PLMN IDs (see Table 4.15.6.3d-1 of TS 23.502 [3]).
A UE may receive multiple instances of ECS Address Configuration Information e.g., corresponding to different ECSPs (e.g., the MNO or a 3rd party service provider).
The ECS Address Configuration Information is sent to the UE on a per PDU Session basis. The same PDU session can be used by multiple ECS providers.
The SMF does not need to be aware of the internal structure of the ECS Address Configuration Information.
[bookmark: _Toc73524709][bookmark: _Toc73527613][bookmark: _Toc73950289][bookmark: _Toc81492222][bookmark: _Toc81492786][bookmark: _Toc81816547][bookmark: _Toc162425608]6.5.2.2	ECS Address Configuration Information Provisioning to the UE
If the UE hosts an EEC and supports transferring the ECS address received from the 5GC to the EEC, the UE indicates in the PCO at PDU Session establishment that it supports the ability to receive ECS address(es) via NAS and to transfer the ECS Address(es) to the EEC(s) (see TS 23.502 [3]). As described in TS 23.502 [3], if the UE supports the ability to receive ECS Address Configuration Information via NAS and to transfer the ECS address(es) to the EEC(s), the UE may receive ECS Address Configuration Information from the SMF via PCO during PDU Session Establishment and/or during PDU Session Modification procedures. If Spatial Validity Condition of ECS is provided, the UE uses the appropriate ECS as defined in TS 23.558 [5].



Summary: Thus, whereas TS 23.548 defines the conditions in which 5GC should provide the ECS configuration information to the UE, the actual content is defined in TS 23.558.

2.3. Response to Comments
Comment #1: The CR may involve changes to CT3/CT4 specifications too; it is not clear how the information is provided to SMF.
[Samsung] The SMF receives this information from UDM as part of SM subscription data. Further, UDM is configured with the required information via NEF. CT3/CT4 already define APIs to provide ECS information to NEF/UDM/SMF. 
These APIs need to be extended to include ECS authentication method(s) as well. Corresponding CT3/CT4  CRs are presented in the ongoing meeting(s).
Comment #2: The stage-2 requirements are not related to the ECS address itself but to V-EASDF security information.
[Samsung] V-EASDF is a different entity than ECS. The communication of V-EASDF security information to UE is done via separate procedure (e.g. DNS information in the ePCO). SA3 requirements addressed in Samsung's CR are about security method to be used for communication between EEC and ECS. 
Comment #3: ECS address is coming from a part of the NW entities whereas ECS authentication methods are from some other NW entity. Is that not so and if so, why have it in same PCO container.
[Samsung] We believe this is not so. The information comes from same source (UDM) to SMF. 
[bookmark: _GoBack]If the information is encoded in a separate PCO container, we are essentially providing common authentication method for a number or ECS addresses, thus limiting the flexibility of deployment whereby different ECS can employ different authentication methods.
Comment #4: TS 23.558 also defines additional information elements for supported PLMNs and supported ECSPs as part of Table 8.3.2.1-1.
[Samsung] This requirement is independent of the authentication methods requirement, which comes from SA3. We have however proposed the CT1/CT3/CT4 CRs to address this issue too in the ongoing meeting(s).
[bookmark: _Hlk134632446]3. Proposal
Based on the discussion given in the section 2, it is proposed to agree to Samsung CRs C1-242462, C1-242467, C1-242485 and C1-242491.
