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[bookmark: _Hlk163065807][bookmark: _Hlk163065888]1. Introduction
Based on discussion on RAN2 LS C1-239085 in CT#1 145- Chicago meeting, how location reporting for an NB-IoT UE in NTN can be supported in case LPP mechanism is not supported. Due to privacy and security reason, AS-based solution cannot be considered in NB-IoT case. Therefore, RAN2 asks SA2 and CT1 to study and specify a NAS layer-based solution for an NB-IoT UE in NTN to report its location to the network.
In order to address this requirement, two options could be considered:
a) The first option is SMC based, using NAS Security Mode Command procedure (SMC) to transfer the coarse location information. In this way, UE is allowed to report coarse location information in NAS SMC to MME and from MME to E-SMLC. This way introduces the support for location verification using the EPC-NI-LR LCS procedure based on coarse location information. 
b) [bookmark: _Hlk163392388]The second option is GENERIC NAS TRANSPORT based solution, using GENERIC NAS TRANSPORT  message to carry UE to report Coarse Location Information.  
This discussion paper analyses which way is better and potential risks of SMC based solution.
[bookmark: _Hlk163065873]2. Discussion
2.1. Security control 
The 3GPP TS 36.331 has standardized NB-IoT as a dedicated radio technology for IoT devices. For the security architecture of NB-IoT, the NB-IoT does not implement security control at the AS layer. Instead, it relies on NAS security mechanisms. Therefore, the NAS layer-based solution is needed to address this requirement.
[bookmark: _Hlk163321253][bookmark: _Hlk163311606]The NAS security mechanism includes authentication and Mode Command (SMC) procedure. EPS security context will be established after authentication procedure. Secure exchange of NAS messages via a NAS signalling connection is usually established by the MME during the attach procedure by initiating a security mode control procedure. The SMC procedure also negotiates and activates selected encryption and integrity algorithms.
According to TS 23.401, the MME uses the NAS Security Mode Command (SMC) procedure to establish a NAS security association between the UE and MME, in order to protect the further NAS signalling messages. The NAS SMC procedure consists of a roundtrip of messages between MME and UE. The MME sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message. 
As stated in TS 24.301, after successful completion of the security mode control procedure, all NAS messages exchanged between the UE and the MME are sent integrity protected using the current EPS security algorithms, and except for the messages specified in clause 4.4.5, all NAS messages exchanged between the UE and the MME are sent ciphered using the current EPS security algorithms.
Observation 1:
For the case an NB-IoT UE in NTN to report its location to the network, the NAS layer-based solution ought to be carried by a NAS message during the attach procedure subsequent to the completion of the security mode control procedure.

2.2. UE Location verification solution 
Potential risks of Option 1: SMC based solution
The SMC procedure is used to establish secure exchange of NAS messages. In details, the SMC procedure involves the following steps: 
a) After authentication, the network initiates the procedure by sending a Security Command to SECURITY MODE COMMAND to the UE, specifying the encryption and integrity protection algorithms.
b) The UE assesses the proposed algorithms and responds with a Security Mode Command message if it supports them, or a Security Mode Reject message if it does not. 
c) Upon receiving the Security Mode Command message, the network and the UE apply the agreed-upon security settings, enabling encrypted and integrity-protected communications. 


Figure 1: SMC procedure
Observation 2:
The SMC procedure is used to establish NAS security association between the UE and MME, in order to protect the further NAS signalling messages, which is irrelevant with location.
SMC based solution, as captured by CR TS 23.401 CR 3762, TS 23.271 CR 0438, introducing the ability that UE and the MME may support reporting of Coarse Location Information from the UE to MME in the NAS Security Mode Command procedure.
CR TS 23.401:
For satellite access over NB-IoT, it the UE indicated support for reporting its Coarse Location Information, the MME may request the UE to send its Coarse Location Information by setting the Coarse Location Information Request in the Security Mode Command message and the UE then reports its Coarse Location Information in the Security Mode Complete message to the MME.
Observation 3:
Incorporation location information into a security control procedure could detrimentally impact the structural integrity of the TS framework.
Observation 4:
Introducing extraneous information into one message at the outset may set a precedent that justifies the inclusion of numerous unrelated information in the future, potentially undermine the foundational principles of the TS.
TS 23.401 CR 3762:
For satellite access over NB-IoT, it the UE indicated support for reporting its Coarse Location Information, the MME may request the UE to send its Coarse Location Information by setting the Coarse Location Information Request in the Security Mode Command message and the UE then reports its Coarse Location Information in the Security Mode Complete message to the MME. To perform UE location verification as described in clause 4.13.4, the MME provides the reported Coarse Location Information to the E-SMLC as described in clause 9.1.17 of TS 23.271 [57].
As stated in the TS 23.401 CR 3762, the Coarse Location Information is provided by the UE to MME and then send to the E-SMLC. Since this information is incorporated in the Security Mode Complete message, the MME need to parse the message and send it to the E-SMLC.
Observation 5:
Modifications to the 'Security Mode Complete' message will have implications on the corresponding parameter, thereby necessitating the involvement of the SA3 group.

Option 2: GENERIC NAS TRANSPORT based solution
The NAS Security Mode Command procedure is typically executed as part of the Attach procedure in advance of, or in combination with and in the TAU procedure. Therefore, one NAS message could be used to carry Coarse Location Information as long as the security mode control procedure is completed.
The GENERIC NAS TRANSPORT based solution introduces using GENERIC NAS TRANSPORT message to request UE to report Coarse Location Information. This way has no impact on the frame of SMC procedure. 
In the Attach procedure, GENERIC NAS TRANSPORT message could be added after the completion of SMC to carry the Coarse Location Information.
[bookmark: _Hlk163490954][bookmark: _Hlk163491677][bookmark: _Hlk163491711][bookmark: _Hlk163494212]After the completion of SMC, the UE may receive a DOWNLINK GENERIC NAS TRANSPORT message together with a Coarse Location Information Request IE with the value of “coarse location information require” contained in the generic message container from MME, the UE shall send UPLINK GENERIC NAS TRANSPORT message together with a coarseLocationInfo IE (defined in 3GPP TS 36.331) contained in the generic message container. After receiving the coarseLocationInfo IE, the MME provides the received coarse location information to the E-SMLC.



Figure 2: Attach procedure
[bookmark: _CRTable8_2_31_1]TS 24.301 Table 8.2.31.1: DOWNLINK GENERIC NAS TRANSPORT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Downlink generic NAS transport message identity
	Message type
9.8
	M
	V
	1

	
	Generic message container type
	Generic message container type
9.9.3.42
	M
	V
	1

	
	Generic message container
	Generic message container
9.9.3.43
	M
	LV-E
	3-n

	65
	Additional information
	Additional information
9.9.2.0
	O
	TLV
	3-n


The content of DOWNLINK GENERIC NAS TRANSPORT message includes Generic message container. To support reporting Coarse Location Information, a new container type “UE location information container” is added.
[bookmark: _Hlk163491165]TS 24.301 Table 9.9.3.42.1: Generic message container type information element
	[bookmark: _PERM_MCCTEMPBM_CRPT81450056___7]Bits
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	3
	2
	1
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Observation 6:
Addition of UE location information container type is future-approved, since further GNSS related information could also be carried by this container.
Similarly, in TAU procedure, GENERIC NAS TRANSPORT message could also be added to carry the Coarse Location Information.

3. Conclusion and proposal(s)
	
	Pros.
	Cons.

	Option 1 
SMC based solution
	1. Using the existing steps in the procedure.
2. Messages are sent integrity protected
	1. Impact on the frame of the SMC
2. Undermine the structural principles of the TS

	Option 2
GENERIC NAS TRANSPORT based solution
	1. Using the existing NAS message
2. No impact on the SMC frame.
3. Follow the structure of the TS.
	1. Adding steps into procedures.


Based on the factors enumerated in the table above, we advocate for option 2 as the solution for an NB-IoT UE in NTN to report its location to the network. Our preference for option 2 is grounded in the following rationales:
a) Security Compliance: Option 2 aligns with both the security requirements and the need for prompt location verification.
b) Adherence to Foundational Principles: Option 2 adheres to the foundational principles and does not compromise the structural integrity of the TS framework.
c) Future-Proofing: Notably, option 2 is future-approved, allowing for the inclusion of GNSS information in the NAS message.
Proposal:
We propose to use GENERIC NAS TRANSPORT based solution for an NB-IoT UE in NTN to report its location to the network. The proposal is captured in CR C1-242367 CR 4042.
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