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The MME initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message to the UE and starting timer T3460 (see example in figure 5.4.3.2.1).
The MME shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE COMMAND message if the security mode control procedure is initiated:
-	to take into use the EPS security context created after a successful execution of the EPS authentication procedure;
-	upon receipt of TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME wishes to create a mapped EPS security context (i.e. the type of security context flag is set to "mapped security context" in the NAS key set identifier IE included in the SECURITY MODE COMMAND message).
The MME shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message with the NAS integrity key based on KASME or mapped K'ASME indicated by the eKSI included in the message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
The MME shall create a locally generated KASME and send the SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms only when the security mode control procedure is initiated:
-	during an attach procedure for emergency bearer services if no shared EPS security context is available;
-	during an attach procedure for access to RLOS if no valid EPS security context is available;
-	during a tracking area updating procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-	during a tracking area updating procedure for a UE that has a PDN connection for access to RLOS if no valid EPS security context is available;
-	during a service request procedure for a UE that has a PDN connection for emergency bearer services if no shared EPS security context is available;
-	during a service request procedure for a UE that has a PDN connection for access to RLOS if no valid EPS security context is available;
-	after a failed authentication procedure for a UE that has a PDN connection for emergency bearer services or that is establishing a PDN connection for emergency bearer services, if continued usage of a shared security context is not possible; or
-	after a failed authentication procedure for a UE that has a PDN connection for access to RLOS or that is establishing a PDN connection for access to RLOS, if continued usage of a valid security context is not possible.
The UE shall process a SECURITY MODE COMMAND message including a KSI value in the NAS key set identifier IE set to "000" and EIA0 and EEA0 as the selected NAS security algorithms and, if accepted, create a locally generated KASME when the security mode control procedure is initiated:
-	during an attach procedure for emergency bearer services;
-	during an attach procedure for access to RLOS;
-	during a tracking area updating procedure when the UE has a PDN connection for emergency bearer services;
-	during a tracking area updating procedure when the UE has a PDN connection for access to RLOS;
-	during a service request procedure when the UE has a PDN connection for emergency bearer services;
-	during a service request procedure when the UE has a PDN connection for access to RLOS;
-	after an authentication procedure when the UE has a PDN connection for emergency bearer services or is establishing a PDN connection for emergency bearer services; or
-	after an authentication procedure when the UE has a PDN connection for access to RLOS or is establishing a PDN connection for access to RLOS.
NOTE 1:	The process for creation of the locally generated KASME by the MME and the UE is implementation dependent.
Upon receipt of a TRACKING AREA UPDATE REQUEST message including a GPRS ciphering key sequence number IE, if the MME does not have the valid current EPS security context indicated by the UE, the MME shall either:
-	indicate the use of the new mapped EPS security context to the UE by setting the type of security context flag in the NAS key set identifier IE to "mapped security context" and the KSI value related to the security context of the source system; or
-	set the KSI value "000" in the NAS key set identifier IE if the MME sets EIA0 and EEA0 as the selected NAS security algorithms for a UE that has a PDN connection for emergency bearer services.
While having a current mapped EPS security context with the UE, if the MME wants to take the native EPS security context into use, the MME shall include the eKSI that indicates the native EPS security context in the SECURITY MODE COMMAND message.
The MME shall include the replayed security capabilities of the UE (including the security capabilities with regard to NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security capabilities, i.e. UTRAN/GERAN if the UE included them in the message to network), the replayed nonceUE when creating a mapped EPS security context and if the UE included it in the message to the network, the selected NAS ciphering and integrity algorithms and the Key Set Identifier (eKSI). If the MME supports handling of UE additional security capabilities and the UE included a UE additional security capability IE in the message to the network, the MME shall include the replayed additional security capabilities of the UE.
The MME shall include both the nonceMME and the nonceUE when creating a mapped EPS security context during inter-system change from A/Gb mode to S1 mode or Iu mode to S1 mode in EMM-IDLE mode.
The MME may initiate a SECURITY MODE COMMAND in order to change the NAS security algorithms for a current EPS security context already in use. The MME re-derives the NAS keys from KASME with the new NAS algorithm identities as input and provides the new NAS algorithm identities within the SECURITY MODE COMMAND message. The MME shall set the security header type of the message to "integrity protected with new EPS security context".
If, during an ongoing attach or tracking area updating procedure, the MME is initiating a SECURITY MODE COMMAND (i.e. after receiving the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message, but before sending a response to that message) and the ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message is received without integrity protection or does not successfully pass the integrity check at the MME, the MME shall calculate the HASHMME of the entire plain ATTACH REQUEST or TRACKING AREA UPDATE REQUEST message as described in 3GPP TS 33.401 [19] and shall include the HASHMME in the SECURITY MODE COMMAND message.
Additionally, the MME may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.
NOTE 2:	The AS and NAS security capabilities will be the same, i.e. if the UE supports one algorithm for NAS, the same algorithm is also supported for AS.
If:
-	the NAS security mode control procedure is initiated during an ongoing attach procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the ATTACH REQUEST message; and
-	the UE has set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the ATTACH REQUEST message,
then the MME shall request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.
If:
-	the NAS security mode control procedure is initiated during an ongoing tracking area updating procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message; and
-	the UE has set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the TRACKING AREA UPDATE REQUEST message,
then the MME may request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.
If:
-	the NAS security mode control procedure is initiated during an ongoing tracking area updating procedure in WB-S1 mode;
-	the network supports RACS;
-	the UE has set the RACS bit to "RACS supported" in the UE network capability IE of the TRACKING AREA UPDATE REQUEST message;
-	the UE has set the URCIDA bit to "UE radio capability ID available" in the UE radio capability ID availability IE of the TRACKING AREA UPDATE REQUEST message; and
-	no UE radio capability ID is available in the UE context in the MME,
then the MME shall request the UE to include its UE radio capability ID in the SECURITY MODE COMPLETE message.
NOTE 3:	When the MME determines to request the UE to report the UE coarse location information, the MME is suggested to not set the integrity protection algorithm as EIA0 and not set the ciphering algorithm as EEA0 in the NAS security algorithms IE of the SECURITY MODE COMMAND message.



[bookmark: _CRFigure5_4_3_2_1]Figure 5.4.3.2.1: Security mode control procedure
* * * Next Change * * * *
[bookmark: _Toc20217917][bookmark: _Toc27743802][bookmark: _Toc35959373][bookmark: _Toc45202804][bookmark: _Toc45700180][bookmark: _Toc51919916][bookmark: _Toc68250976][bookmark: _Toc162960171]5.4.3.5	NAS security mode command not accepted by the UE
If the security mode command cannot be accepted, the UE shall send a SECURITY MODE REJECT message. The SECURITY MODE REJECT message contains an EMM cause that typically indicates one of the following cause values:
#23:	UE security capabilities mismatch;
#24:	security mode rejected, unspecified;
#67	security algorithms rejected.
Upon receipt of the SECURITY MODE REJECT message, the MME shall stop timer T3460. The MME shall also abort the ongoing procedure that triggered the initiation of the NAS security mode control procedure.
Both the UE and the MME shall apply the EPS security context in use before the initiation of the security mode control procedure, if any, to protect the SECURITY MODE REJECT message and any other subsequent messages according to the rules in clauses 4.4.4 and 4.4.5.
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The purpose of the EMM cause information element is to indicate the reason why an EMM request is rejected.
The EMM cause information element is coded as shown in figure 9.9.3.9.1 and table 9.9.3.9.1.
The EMM cause is a type 3 information element with 2 octets length.
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	6
	5
	4
	3
	2
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	EMM cause IEI
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	Cause value
	octet 2
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	Cause value (octet 2)

	[bookmark: MCCQCTEMPBM_00000135]

	Bits

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	1
	0
	
	IMSI unknown in HSS

	0
	0
	0
	0
	0
	0
	1
	1
	
	Illegal UE

	0
	0
	0
	0
	0
	1
	0
	1
	
	IMEI not accepted

	0
	0
	0
	0
	0
	1
	1
	0
	
	Illegal ME

	0
	0
	0
	0
	0
	1
	1
	1
	
	EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	0
	
	EPS services and non-EPS services not allowed

	0
	0
	0
	0
	1
	0
	0
	1
	
	UE identity cannot be derived by the network

	0
	0
	0
	0
	1
	0
	1
	0
	
	Implicitly detached

	0
	0
	0
	0
	1
	0
	1
	1
	
	PLMN not allowed

	0
	0
	0
	0
	1
	1
	0
	0
	
	Tracking Area not allowed

	0
	0
	0
	0
	1
	1
	0
	1
	
	Roaming not allowed in this tracking area

	0
	0
	0
	0
	1
	1
	1
	0
	
	EPS services not allowed in this PLMN

	0
	0
	0
	0
	1
	1
	1
	1
	
	No Suitable Cells In tracking area

	0
	0
	0
	1
	0
	0
	0
	0
	
	MSC temporarily not reachable

	0
	0
	0
	1
	0
	0
	0
	1
	
	Network failure

	0
	0
	0
	1
	0
	0
	1
	0
	
	CS domain not available

	0
	0
	0
	1
	0
	0
	1
	1
	
	ESM failure

	0
	0
	0
	1
	0
	1
	0
	0
	
	MAC failure

	0
	0
	0
	1
	0
	1
	0
	1
	
	Synch failure

	0
	0
	0
	1
	0
	1
	1
	0
	
	Congestion

	0
	0
	0
	1
	0
	1
	1
	1
	
	UE security capabilities mismatch

	0
	0
	0
	1
	1
	0
	0
	0
	
	Security mode rejected, unspecified

	0
	0
	0
	1
	1
	0
	0
	1
	
	Not authorized for this CSG

	0
	0
	0
	1
	1
	0
	1
	0
	
	Non-EPS authentication unacceptable

	0
	0
	0
	1
	1
	1
	1
	1
	
	Redirection to 5GCN required

	0
	0
	1
	0
	0
	0
	1
	1
	
	Requested service option not authorized in this PLMN

	0
	0
	1
	0
	0
	1
	0
	0
	
	IAB-node operation not authorized

	0
	0
	1
	0
	0
	1
	1
	1
	
	CS service temporarily not available

	0
	0
	1
	0
	1
	0
	0
	0
	
	No EPS bearer context activated

	0
	0
	1
	0
	1
	0
	1
	0
	
	Severe network failure

	0
	1
	0
	0
	0
	0
	1
	1
	
	Security algorithms rejected

	0
	1
	0
	0
	1
	1
	1
	0
	
	PLMN not allowed to operate at the present UE location 

	0
	1
	0
	1
	1
	1
	1
	1
	
	Semantically incorrect message

	0
	1
	1
	0
	0
	0
	0
	0
	
	Invalid mandatory information

	0
	1
	1
	0
	0
	0
	0
	1
	
	Message type non-existent or not implemented

	0
	1
	1
	0
	0
	0
	1
	0
	
	Message type not compatible with the protocol state

	0
	1
	1
	0
	0
	0
	1
	1
	
	Information element non-existent or not implemented

	0
	1
	1
	0
	0
	1
	0
	0
	
	Conditional IE error

	0
	1
	1
	0
	0
	1
	0
	1
	
	Message not compatible with the protocol state

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified
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	Any other value received by the mobile station shall be treated as 0110 1111, "protocol error, unspecified". Any other value received by the network shall be treated as 0110 1111, "protocol error, unspecified".
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Cause #16 – MSC temporarily not reachable
	This EMM cause is sent to the UE if it requests a combined EPS attach or tracking area updating in a PLMN where the MSC is temporarily not reachable via the EPS part of the network.
Cause #17 – Network failure
	This EMM cause is sent to the UE if the MME cannot service an UE generated request because of PLMN failures.
Cause #18 – CS domain not available
	This EMM cause is sent to the UE if the MME cannot service an UE generated request because CS domain is not available and SMS in MME is not supported.
Cause #19 – ESM failure
	This EMM cause is sent to the UE when there is a failure in the ESM message contained in the EMM message.
Cause #20 – MAC failure
	This EMM cause is sent to the network if the USIM detects that the MAC in the AUTHENTICATION REQUEST message is not fresh (see 3GPP TS 33.401 [19]).
Cause #21 – Synch failure
	This EMM cause is sent to the network if the USIM detects that the SQN in the AUTHENTICATION REQUEST message is out of range (see 3GPP TS 33.401 [19]).
Cause #22 – Congestion
	This EMM cause is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.).
Cause #23 – UE security capabilities mismatch
	This EMM cause is sent to the network if the UE detects that the UE security capability does not match the one sent back by the network.
Cause #24 – Security mode rejected, unspecified
	This EMM cause is sent to the network if the security mode command is rejected by the UE if the UE detects that the nonceUE does not match the one sent back by the network or for unspecified reasons.
Cause #26 – Non-EPS authentication unacceptable
	This EMM cause is sent to the network in S1 mode if the "separation bit" in the AMF field of AUTN is set to 0 in the AUTHENTICATION REQUEST message (see 3GPP TS 33.401 [19]).
Cause #39 – CS service temporarily not available
	This EMM cause is sent to the UE when the CS fallback or 1xCS fallback request cannot be served temporarily due to O&M reasons or a mobile terminating CS fallback call is aborted by the network during call establishment (see 3GPP TS 29.118 [16A]).
Cause #42 – Severe network failure
	This EMM cause is sent to the UE when the network has determined that the requested procedure cannot be completed successfully due to network failure. The failure is not expected to be temporary and repeated request is not likely to succeed in near future.
Cause #67 – Security algorithms rejected
	This EMM cause is sent to the network if the UE rejects the selected NAS security algorithm.
Cause #78 –PLMN not allowed to operate at the present UE location
	This EMM cause is sent to the UE to indicate that the PLMN is not allowed to operate at the present UE location.
NOTE:	This cause is only used by the network towards UE in NB-S1 mode or WB-S1 mode accessing the network through a satellite E-UTRA cell.
* * * End of Changes * * * *
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