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TS 23.502: Defines the Application Detection as one monitoring event and warns about the potential performance impact:

" The Monitoring Events feature is intended for monitoring of specific events in 3GPP system and making such monitoring events information reported via the NEF "
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TS 23.503:
Clause 4.3.5 specifies the mechanism for the PCF request to the SMF to detect and report application traffic. This clause is extended to indicate:
" The PCF may have to further notify the AF on the detection of application start or stop event if the AF, may be via NEF, has subscribed this event from the PCF "
Clause 6.13.18, specifies the PCF request to the SMF to detect and report application traffic triggered by the AF bulk subscription:
" If an AF requests the PCF to report Start of application traffic detection and Stop of application traffic detection via bulk subscription, the AF shall provide the application identifier together with the S-NSSAI and DNN. The PCF provides a PCC rule for the application identifier together with the corresponding Policy Control Request Trigger to the SMF for every PDU Session to this S-NSSAI and DNN. When the PCF receives start of application traffic detection event or stop of application traffic detection event for the PCC rule in a PDU Session, the PCF forwards the event to the AF together with the UE identifier and optionally the IP address of the PDU Session corresponding to this PCC rule. When the AF removes bulk subscription for this application identifier, then the PCF removes the Policy Control Request Trigger from the SMF for every PDU Session to this S-NSSAN and DNN, if it is not used for other purpose."
NOTE 7:	The restriction of the bulk subscription to a specific combination of S-NSSAI and DNN avoids excessive signalling load.

However, for other events it is not specified how to proceed in case the event is requested for bulk subscription.
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For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AF	Application Function
AMF	Access and Mobility Management Function
API	Application Programming Interface
ATSSS	Access Traffic Steering, Switching and Splitting
DNN	Data Network Name
ePDG	evolved Packet Data Gateway
GEO	Geosynchronous Orbit
GPSI	Generic Public Subscription Identifier
HTTP	Hypertext Transfer Protocol
LEO	Low Earth Orbit
MA	Multi-Access
MEO	Medium Earth Orbit
NEF	Network Exposure Function
[bookmark: _Hlk16691621]NID	Network Identifier
NF	Network Function
NRF	Network Repository Function
NWDAF	Network Data Analytics Function
OAM	Operation And Maintenance
PCF	Policy Control Function
RFSP	RAT Frequency Selection Priority
SAC	Service Area Coverage
S-NSSAI	Single Network Slice Selection Assistance Information
SMF	Session Management Function
SNPN	Stand-alone Non-Public Network
SUPI	Subscription Permanent Identifier
UDM	Unified Data Management
UDR	Unified Data Repository
UPF	User Plane Function
URSP	UE Route Selection Policy

* * * * Next Change * * * *
4.2.2.2	Creating a new subscription
Figure 4.2.2.2-1 illustrates the creation of a subscription.


Figure 4.2.2.2-1: Creation of a subscription
To subscribe to event notifications, the NF service consumer shall send an HTTP POST request with: "{apiRoot}/npcf-eventexposure/v1/subscriptions" as request URI as shown in figure 4.2.2.2-1, step 1, and the "PcEventExposureSubsc" data structure as request body.
The "PcEventExposureSubsc" data structure shall include:
-	identification of the policy events to subscribe as "eventSubs" attribute;
-	indication of the UEs to which the subscription applies via:
a)	identification of a group of UE(s) via a "groupId" attribute; or
b)	identification of any UE by omitting the "groupId" attribute;
-	a URI where to receive the requested notifications as "notifUri" attribute; and
-	a Notification Correlation Identifier assigned by the NF service consumer for the requested notifications as "notifId" attribute; and.
-	when the feature "AppDetection" is supported, to indicate the specific application(s) for which the application detection policy event report shall occur, the application identifier(s) in the "appIds" attribute and the concerned S-NSSAI and DNN within the "snssaiDnn" attribute.
NOTE:	The subscription to "APPLICATION_START" and/or "APPLICATION_STOP" application detection policy event(s) for one or more application identifiers can impact the SMF/UPF performance. The restriction to a specific combination of S-NSSAI and DNN avoids excessive signalling load.
The "PcEventExposureSubsc" data structure may also include:
-	description of the event reporting information as "eventsRepInfo", which may include:
a)	event notification method (periodic, one time, on event detection) as "notifMethod" attribute;
b)	Maximum Number of Reports as "maxReportNbr" attribute;
c)	Monitoring Duration as "monDur" attribute;
d)	repetition period for periodic reporting as "repPeriod" attribute;
e)	immediate reporting indication as "immRep" attribute;
f)	sampling ratio as "sampRatio" attribute;
g)	group reporting guard time as "grpRepTime" attribute;
h)	partitioning criteria for partitioning the UEs before performing sampling as "partitionCriteria" attribute if the EneNA feature is supported; and/or
i)	a notification flag as "notifFlag" attribute if the EneNA feature is supported;
-	if the supported feature "ExtendedSessionInformation" is supported, to filter the AF sessions for which the policy event report shall occur, the identification of the services one or more AF sessions may belong to as "filterServices" attribute, which may include per service identification:
a)	a list of ethernet flows in the "servEthFlows" attribute; or
b)	a list of IP flows in the "servIpFlows" attribute; and/or
c)	an AF application identifier in the "afAppId" attribute;
-	to filter the DNNs for which the policy event report shall occur, the identification of the DNNs in the "filterDnns" attribute;
-	to filter the S-NSSAIs for which the policy event report shall occur, the identification of the S-NSSAIs in the "filterSnssais" attribute; and
-	when the feature "EneNA" and/or "AppDetection" areis supported, to filter the specific DNN and S-NSSAI combination list for which the policy event report shall occur, the identification of each combination within the "snssaiDnn" attribute.; and
-	when the feature "AppDetection" is supported, to indicate the specific application(s) for which the policy event report shall occur, the application identifier(s) in the "appIds" attribute.
If the PCF cannot successfully fulfil the received HTTP POST request due to an internal PCF error or an error in the HTTP POST request, the PCF shall send an HTTP error response as specified in clause 5.7.
Upon successful reception of the HTTP POST request with "{apiRoot}/npcf-eventexposure/v1/subscriptions" as request URI and "PcEventExposureSubsc" data structure as request body, the PCF shall create a new "Individual Policy Events Subscription" resource, store the subscription and send a HTTP "201 Created" response as shown in figure 4.2.2.2-1, step 2. The PCF shall include in the "201 Created" response:
-	a Location header field; and
-	an "PcEventExposureSubsc" data type in the content.
The Location header field shall contain the URI of the created individual application session context resource i.e. "{apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}".
The "PcEventExposureSubsc" data type in the response content shall contain the representation of the created "Individual Policy Events Subscription".
When the "monDur" attribute is included in the response, it represents a server selected expiry time that is equal or less than a possible expiry time in the request.
When the "immRep" attribute set to true is included in the subscription and the subscribed policy control events are available:
-	if the feature "ERIR" is not supported, the PCF shall immediately notify the NF service consumer with the current available value(s) for the subscribed event(s) using the Npcf_EventExposure_Notify service operation, as described in clause 4.2.4.2.
-	if the feature "ERIR" is supported, the PCF shall immediately notify the NF service consumer with the current available value(s) for the subscribed event(s) within the HTTP "201 Created" response as shown in figure 4.2.2.2-1, step 2. The "PcEventExposureSubsc" data type shall include the corresponding event(s) notification within the "eventNotifs" attribute, as described in clause 4.2.4.2.
When the sampling ratio as the "sampRatio" attribute is included in the subscription without a "partitionCriteria" attribute, the PCF shall select a random subset of UEs among the target UEs according to the sampling ratio and only report the event(s) related to the selected subset of UEs. If the "partitionCriteria" attribute is additionally included, then the PCF shall first partition the UEs according to the value of the "partitionCriteria" attribute and then select a random subset of UEs from each partition according to the sampling ratio and only report the event(s) related to the selected subsets of UEs.
When the group reporting guard time as the "grpRepTime" attribute is included in the subscription, the PCF shall accumulate all the event reports for the target UEs until the group reporting guard time expires. Then the PCF shall notify the NF service consumer using the Npcf_EventExposure_Notify service operation, as described in clause 4.2.4.2.
When the "notifFlag" attribute is included and set to "DEACTIVATE" in the request, the PCF shall mute the event notification and store the available events until the NF service consumer requests to retrieve them by setting the "notifFlag" attribute to "RETRIEVAL" or until a muting exception occurs (e.g. full buffer).
When the feature "AppDetection" is supported, and the "APPLICATION_START" and/or "APPLICATION_STOP" policy event(s) are included in the request, the PCF shall trigger the provisioning of the PCC rule(s) for application detection and control for the application identifier(s) included in the "appIds" attribute as specified in 3GPP TS 29.512 [9], clause 4.2.6.2.11, if not previously provisioned, and for every PDU session of the DNN and S-NSSAI included in the "snssaiDnn" attribute. 
Editor's Note: It is FFS to determine whether any further provisions or limitations with regard to the usage of the "notifFlag" attribute are needed.
Editor’s Note: When the PCF accepts the subscription from the NF service consumer, whether the PCF is required to subscribe to other NF is FFS.

* * * * Next Change * * * *
[bookmark: _Toc153375932]4.2.2.3	Modifying an existing subscription
Figure 4.2.2.3-1 illustrates the modification of an existing subscription.


Figure 4.2.2.3-1: Modification of an existing subscription
To modify an existing subscription to event notifications, the NF service consumer shall send an HTTP PUT request with: "{apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}" as request URI, as shown in figure 4.2.2.3-1, step 1, where "{subscriptionId}" is the subscription correlation ID of the existing subscription. The "PcEventExposureSubsc" data structure is included as request body as described in clause 4.2.2.2.
NOTE 1:	An alternate NF service consumer than the one that requested the generation of the subscription resource can send the PUT.
NOTE 2:	The "notifUri" attribute within the PcEventExposureSubsc data structure can be modified to request that subsequent notifications are sent to a new NF service consumer.
If the PCF cannot successfully fulfil the received HTTP PUT request due to an internal PCF error or an error in the HTTP PUT request, the PCF shall send an HTTP error response as specified in clause 5.7.
If the feature "ES3XX" is supported, and the PCF determines the received HTTP PUT request needs to be redirected, the PCF shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [5].
Upon successful reception of an HTTP PUT request with: "{apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}" as request URI and "PcEventExposureSubsc" data structure as request body, the PCF shall store the subscription and send an HTTP "200 OK" response with the "PcEventExposureSubsc" data structure as response body or an HTTP "204 No Content" response, as shown in figure 4.2.2.3-1, step 2.
The "PcEventExposureSubsc" data structure in the response content shall contain the representation of the modified "Individual Policy Events Subscription".
When the "monDur" attribute is included in the response, it represents a NF service producer selected expiry time that is equal or less than a possible expiry time received in the request.
When the "immRep" attribute set to true is included in the updated subscription and the subscribed policy control events are available:
-	if the feature "ERIR" is not supported, the PCF shall immediately notify the NF service consumer with the current available value(s) for the subscribed event(s) using the Npcf_EventExposure_Notify service operation, as described in clause 4.2.4.2.
-	if the feature "ERIR" is supported, the PCF shall immediately notify the NF service consumer with the current available value(s) for the subscribed event(s) within the HTTP "200 OK" response as shown in figure 4.2.2.3-1, step 2a. The "PcEventExposureSubsc" data type shall include the corresponding event(s) notification within the "eventNotifs" attribute, as described in clause 4.2.4.2.
When the sampling ratio as the "sampRatio" attribute is included in the subscription without a "partitionCriteria" attribute, the PCF shall select a random subset of UEs among the target UEs according to the sampling ratio and only report the event(s) related to the selected subset of UEs. If the "partitionCriteria" attribute is additionally included, then the PCF shall first partition the UEs according to the value of the "partitionCriteria" attribute and then select a random subset of UEs from each partition according to the sampling ratio and only report the event(s) related to the selected subsets of UEs.
When the group reporting guard time as the "grpRepTime" attribute is included in the subscription, the PCF shall accumulate all the event reports for the target UEs until the group reporting guard time expires. Then the PCF shall notify the NF service consumer using the Npcf_EventExposure_Notify service operation, as described in clause 4.2.4.2.
When the "notifFlag" attribute is included, and set to "DEACTIVATE" in the request, the PCF shall mute the event notification and store the available events until the NF service consumer requests to retrieve them by setting the "notifFlag" attribute to "RETRIEVAL" or until a muting exception occurs (e.g. full buffer); if the "notifFlag" attribute is set to "RETRIEVAL" in the request, the PCF shall send the stored events to the NF service consumer, mute the event notification again and store available events; if the "notifFlag" attribute is set to "ACTIVATE" and the event notifications are muted (due to a previously received "DECATIVATE" value), the PCF shall unmute the event notification, i.e. start sending again notifications for available events.
When the feature "AppDetection" is supported, and the "APPLICATION_START" and/or "APPLICATION_STOP" policy event(s) are included in the request, the PCF shall trigger the provisioning of the PCC rule(s) for application detection and control for the application identifiers indicated within the "appIds" attribute, (if not previously provisioned) and/or the removal application detection and control for the PCC rule(s) (if application detection and control is not required for other use cases) for the removed application identifier(s) as specified in 3GPP TS 29.512 [9], clause 4.2.6.2.11, and for every PDU session of the DNN and S-NSSAI included in the "snssaiDnn" attribute. If the APPLICATION_START" and/or "APPLICATION_STOP" policy event(s) are removed from the subscription, the PCF shall trigger the removal/update of application detection and control for the PCC rule(s) (if application detection and control is not required for other use cases) for the previously subscribed application identifier(s) as specified in 3GPP TS 29.512 [9], clause 4.2.6.2.11, and for every PDU session of the previously subscribed DNN and S-NSSAI.
Editor's Note: It is FFS to determine whether any further provisions or limitations with regard to the usage of the "notifFlag" attribute are needed.
Editor’s Note: When the PCF accepts the subscription modification from the NF service consumer, whether the PCF is required to subscribe to other NF is FFS.

* * * * Next Change * * * *
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Figure 4.2.3.2-1 illustrates the unsubscription from event notifications.


Figure 4.2.3.2-1: Unsubscription from event notifications
To unsubscribe from event notifications, the NF service consumer shall send an HTTP DELETE request with: "{apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}" as request URI, as shown in figure 4.2.3.2-1, step 1, where "{subscriptionId}" is the subscription correlation identifier of the existing resource subscription that is to be deleted.
If the PCF cannot successfully fulfil the received HTTP DELETE request due to an internal PCF error or an error in the HTTP DELETE request, the PCF shall send the HTTP error response as specified in clause 5.7.
If the feature "ES3XX" is supported, and the PCF determines the received HTTP DELETE request needs to be redirected, the PCF shall send an HTTP redirect response as specified in clause 6.10.9 of 3GPP TS 29.500 [5].
Upon successful reception of the HTTP DELETE request with: "{apiRoot}/npcf-eventexposure/v1/subscriptions/{subscriptionId}" as request URI, the PCF shall remove the corresponding subscription and send an HTTP "204 No Content" response as shown in figure 4.2.3.2-1, step 2.
When the feature "AppDetection" is supported and the removed subscription contained the subscription to the "APPLICATION_START" and/or "APPLICATION_STOP" policy event(s), the PCF shall trigger the removal of application detection and control for the PCC rule(s) (if application detection and control is not required for other use cases) for the application identifier(s) and for every PDU session of the DNN and S-NSSAI of the removed subscription, as specified in 3GPP TS 29.512 [9], clause 4.2.6.2.11.

* * * * Next Change * * * *
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Table 5.6.2.2-1: Definition of type PcEventExposureSubsc
	Attribute name
	Data type
	P
	Cardinality
	Description
	Applicability

	eventSubs
	array(PcEvent)
	M
	1..N
	Subscribed Policy Control events.
	

	eventsRepInfo
	ReportingInformation
	O
	0..1
	Represents the reporting requirements of the subscription.
	

	groupId
	GroupId
	C
	0..1
	Represents an internal group identifier and identifies a group of UEs. It shall be present when the subscription is targeting a Group of UE(s).
	

	filterDnns
	array(Dnn)
	O
	1..N
	Represents the DNNs for which the policy event report shall apply. Each DNN is a full DNN with both the Network Identifier and Operator Identifier, or a DNN with the Network Identifier only. If omitted it represents any DNN.
	

	filterSnssais
	array(Snssai)
	O
	1..N
	Represents the S-NSSAIs for which the policy event report shall apply. If omitted it represents any S-NSSAI.
	

	snssaiDnn
	array(SnssaiDnnCombination)
	CO
	1..N
	Represents the combination list of S-NSSAI and DNN for which the policy event report shall apply. If omitted, it represents any combination.
When the feature "AppDetection" is supported, one combination of S-NSSAI and DNN shall be provided for event "APPLICATION_START" or "APPLICATION_STOP".
	EneNA,
AppDetection

	filterServices
	array(ServiceIdentification)
	O
	1..N
	Represents the services for which the policy event report shall apply. If omitted, the policy event report shall apply for all the active services.
	ExtendedSessionInformation

	appIds
	array(ApplicationId)
	CO
	1..N
	Represents the applications for which the policy event report shall apply. It shall be provided for event "APPLICATION_START" or "APPLICATION_STOP".
	AppDetection

	notifUri
	Uri
	M
	1
	Notification URI for Policy Control event reporting.
	

	notifId
	string
	M
	1
	Notification Correlation ID assigned by the NF service consumer.
	

	eventNotifs
	array(PcEventNotification)
	C
	1..N
	Represents the Policy Control Events to be reported in the Npcf_EvenExposure_Subscribe response.
It shall be present in the resource creation/update response when the "eventsRepInfo" attribute includes the "immRep" attribute set to true. Otherwise, it shall be omitted.
	ERIR

	suppFeat
	SupportedFeatures
	C
	0..1
	This IE represents a list of Supported features used as described in clause 5.8.
Shall be present in the HTTP POST request/response. (NOTE)
	

	NOTE:	In the HTTP request, it represents the set of features supported by the NF service consumer. In the HTTP response, it represents the set of features supported by both the NF service consumer and the PCF.




* * * * Next Change * * * *
5.6.3.3	Enumeration: PcEvent
The enumeration PcEvent represents the policy control events that can be subscribed. It shall comply with the provisions defined in table 5.6.3.3-1.
Table 5.6.3.3-1: Enumeration PcEvent
	Enumeration value
	Description
	Applicability

	AC_TY_CH
	Access Type Change
	

	PLMN_CH
	PLMN Change
	

	SAC_CH
	Service Area Coverage change
	AMPoliciesEvents

	SAT_CATEGORY_CH
	Indicates that a change between different satellite backhaul category, or non-satellite backhaul, has been detected.
	SatelliteBackhaul

	SUCCESS_UE_POL_DEL_SP
	Indicates about the successful UE Policy delivery related to the invocation of AF provisioned service parameters.
	DeliveryOutcome

	UNSUCCESS_UE_POL_DEL_SP
	Indicates about the unsuccessful UE Policy delivery related to the invocation of AF provisioned service parameters.
	DeliveryOutcome

	APPLICATION_START
	The start of application traffic has been detected.
(NOTE)
	AppDetection

	APPLICATION_STOP
	The stop of application traffic has been detected.
(NOTE)
	AppDetection

	NOTE:	The subscription to the "APPLICATION_START" and/or "APPLICATION_STOP" event(s) shall trigger the provisioning of the PCC rule(s) for application detection and control in the SMF as specified in clauses 4.2.2.2, 4.2.2.3 and 4.2.3.2.



* * * * End of change * * * *
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