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[bookmark: _Toc146313195][bookmark: _Toc152151254]***** start of changes *****
[bookmark: _Toc10738250][bookmark: _Toc20396084][bookmark: _Toc29397666][bookmark: _Toc29398788][bookmark: _Toc36648798][bookmark: _Toc36654586][bookmark: _Toc44960857][bookmark: _Toc50982498][bookmark: _Toc50984669][bookmark: _Toc57111937][bookmark: _Toc57208084][bookmark: _Toc103688296][bookmark: _Toc152151219]3.6	Table of optional features
Support of several features is optional or release dependent for the user equipment. However, if a UE states conformance with a specific 3GPP release, it is mandatory for the UE to support all mandatory functions of that release, as stated in table A.1.
The supplier of the implementation shall state the support of possible options in table A.1.
Table A.1: Options
	Item
	Option
	Status
	Support
	Mnemonic

	1
	Support of CS
	O
	
	O_CS

	…
	…
	…
	
	…

	53
	Support of CAG
	O
	
	pc_CAG

	xx
	Support of multiple registrations by USIM
	O
	
	O_multregs_by_USIM


[bookmark: MCCQCTEMPBM_00000035]
[…]
[bookmark: _Toc146298937][bookmark: _Toc57111938][bookmark: _Toc50984670][bookmark: _Toc50982499][bookmark: _Toc44960858][bookmark: _Toc36654587][bookmark: _Toc36648799][bookmark: _Toc29398789][bookmark: _Toc29397667][bookmark: _Toc20396085][bookmark: _Toc10738251]3.8	Applicability table
***** next change *****
Table B.1: Applicability of tests
	Test#
	Title
	from Rel
	to Rel (see note)
	Applicability
	Network Dependency
	Test Option
	Support

	[bookmark: RANGE!A2]5
	Subscription related tests
	 
	 
	 
	 
	 
	 

	5.1
	IMSI / TMSI handling
	 
	 
	 
	 
	 
	 

	5.1.6
	UE identification by short IMSI when accessing E‑UTRAN/EPC
	Rel-13
	 
	C001
	E-USS OR NB-SS
	E.04
	 

	…
	…
	…
	 
	…
	…
	…
	 

	15
	Authentication procedure and NAS security context handling for 5G
	 
	 
	 
	 
	 
	 

	…
	…
	…
	 
	…
	…
	…
	 

	15.2
	Authentication procedure for 5G AKA
	 
	 
	 
	 
	 
	 

	…
	…
	…
	…
	…
	…
	…
	 

	
	
	
	
	
	
	
	

	15.2.4
	Authentication procedure for 5G AKA - after SUPI is changed
	Rel-15
	 
	C004
	NG-SS
	I.01
	 

	15.2.x
	Authentication procedure for registrations 3GPP access 5G AKA - Authentication is successful in different PLMNs
	Rel-16
	
	C0xx
	NG-SS
	E.04
	

	…
	…
	…
	…
	…
	…
	…
	 


[bookmark: MCCQCTEMPBM_00000039]***** next change *****
	[bookmark: _Hlk150418711]Table B.2: Applicability conditions

	Condition#
	Info
	Mnemonic

	C001
	IF A.1/20 OR A.1/21 OR A.1/37 THEN M ELSE N/A
	-- pc_eFDD OR pc_eTDD OR pc_NB

	…
	…
	…

	C027
	IF A.1/43 AND A.1/44 AND A.1/49 THEN M ELSE N/A
	-- pc_5GC AND pc_NR AND pc_CAG

	C0xx
	IF A.1/43 AND A.1/44 AND A.1/xx THEN M ELSE N/A
	-- pc_5GC AND pc_NR AND O_multregs_by_USIM


[bookmark: MCCQCTEMPBM_00000041]
***** next change *****
[bookmark: _Toc130991033]15.2.x	Authentication procedure for registration on 3GPP accesses. successful 5G AKA - Authentication in different PLMNs
15.2.x.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
If the UE supports multiple records of NAS security context storage for multiple registration, the UE shall store the previously current 5G NAS security context in the second 5G security context of that access (see 3GPP TS 31.102 [19]) and store the new 5G security context in the first 5G security context, when the UE activates the new 5G security context for a different PLMN over that access but the previously current 5G NAS security context is associated with the 5G-GUTI of the other access.
If the previously current 5G NAS security context is not associated with the 5G-GUTI of the other access (e.g. UE uses only 3GPP access) the second record will not be used.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [25], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain two records if service n°136 is "available".
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [24]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [24] and 3GPP TS 31.102 [19].
[bookmark: _Toc146300423]15.2.x.2	Conformance requirement
CR 1	The UE shall support the 5G AKA based primary authentication and key agreement procedure 
Reference:
-	3GPP TS 24.501 [25], clauses 4.4.2, 5.4.1.1 and 5.4.1.3
CR 2	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
Reference:
-	3GPP TS 24.501 [25], clause 5.4.1.3.6
CR 3	The ME shall compute RES* from RES according to TS 33.501 [24], Annex A.4 and return it in the AUTHENTICATION RESPONSE message.
Reference:
-	3GPP TS 33.501 [24], Annex A.4
CR 4	As a result of the first successful authentication procedure in a PLMN (PLMN 1 over 3GPP access), the 5G 3GPP access NAS security context parameters shall be stored on the USIM in the first record of the EF5GS3GPPNSC.
Reference:
-	3GPP TS 31.102 [19], clauses 4.4.11.4 and 5.2.32
CR 5	As a result of the second successful authentication procedure in another PLMN (PLMN 2 over 3GPP access), the 5G 3GPP access NAS security context parameters of PLMN 2 shall be stored on the USIM in the first record of the EF5GS3GPPNSC as the previously current 5G NAS security context is not associated with the 5G-GUTI of the other access.
Reference:
-	3GPP TS 31.102 [19], clauses 4.4.11.4 and 5.2.32
CR 6	The 5G 3GPP access NAS security context parameters of PLMN 1 will be overwritten with the 5G 3GPP access NAS security context parameters of PLMN 2. The second record of the EF5GS3GPPNSC is not used.
Reference:
-	3GPP TS 31.102 [19], clauses 4.4.11.4 and 5.2.32
15.2.x.3	Test purpose
The purpose of this test is to verify that:
[bookmark: _Toc146300424]1)	the ME forwards the RAND and AUTN received in 5G authentication challenge data from the first PLMN to the USIM within the AUTHENTICATION REQUEST message;
2)	the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message;
3)	the ME stores 5G 3GPP access NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the first record of thr EF5GS3GPPNSC on the USIM;
4)	the ME forwards the RAND and AUTN received in 5G authentication challenge data from the second PLMN to the USIM within the AUTHENTICATION REQUEST message;
5)	the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message;
6)	the ME stores 5G 3GPP access NAS security context parameters of a different PLMN when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the first record of the EF5GS3GPPNSC on the USIM.
15.2.x.4	Method of test
[bookmark: _Toc146300425]15.2.x.4.1	Initial conditions
The 5G-NR UICC - support of Rel-16 features as defined in clause 4.5.11 of the present document is used.
The TT (NG-SS) transmits on the BCCH, with the following network parameters:
Cell A:
TAI (MCC/MNC/TAC):		244/083/000001
CellIdentity:					"000000001"
Access control:				unrestricted.
Cell B :
TAI (MCC/MNC/TAC):		244/084/000001
CellIdentity:					"000000001"
Access control:				unrestricted.
Ensure that the UE has installed and is using the UICC/USIM configuration defined for this test case.
[bookmark: _Toc146300426]15.2.x.4.2	Procedure
	Step
	Direction
	Action
	Comment
	REQ
	SA

	1
	TT
	Power up TT (NG-SS) Cell A is with SIB1 as defined in the initial conditions
	The NG-SS on the TT is activated
	
	

	2
	UE
	Run initial activation
	The ME reads EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS
	CR 1
	A.2/1 OR A.2/2

	3
	UE > TT
	Send RRCSetupRequest message
	TT (NG-SS) transmits an RRCSetup message to the UE
	
	

	4
	UE > TT
	Send RRCSetupComplete message
	
	
	

	5
	UE > TT
	Send REGISTRATION REQUEST
	Within the REGISTRATION REQUEST the UE indicates that no key is available.
	
	

	6
	TT > UE
	Send AUTHENTICATION REQUEST with 5G AKA-Challenge message:
- ngKSI:
   - NAS key set identifier:	'000'
   - TSC:						'0'
 - Authentication parameter RAND (5G authentication challenge): 128 bits value
 - Authentication parameter AUTN (5G Authentication challenge). 128 bits value
	TT (NG-SS) generates KAMF, KAUSF and KSEAF values, and initiates the 5G AKA authentication procedure
	CR 1
	

	7
	UE
	Pass RAND and AUTN values to the USIM
	The ME provides the authentication challenge data received in the AUTHENTICATION REQUEST to the USIM
	CR 2
	A.2/1 OR A.2/2

	8
	UE <> TT
	Send AUTHENTICATION RESPONSE message with:
- Authentication response parameter:
	16 octets RES* value
	The TT (NG-SS) sends a SECURITY MODE COMMAND message
	CR 3
	

	9
	UE > TT
	Send SECURITY MODE COMPLETE message
	
	
	

	10
	TT > UE
	Send REGISTRATION ACCEPT message with:
 - 5G-GUTI:	24408300010266436587
 - TAI:			42 34 80 00 00 01
	
	
	

	11
	UE > TT
	Send REGISTRATION COMPLETE
	
	
	

	12
	UE > TT/USIM
	The UE is powered off or deactivated, and performs the deregistration procedure
	UE enters the 5GMM-DEREGISTERED during this step, and updates EF5GS3GPPNSC
	CR 4
	A.2/1 OR A.2/2

	13
	TT
	Power down TT (NG-SS) Cell A
Power up TT (NG-SS) Cell B with SIB1 as defined in the initial conditions
	
	
	

	14
	UE
	Run activation or switch on the UE’s radio interface
	The UE reads the first record of the 5G 3GPP NAS security context from the USIM
	
	

	15
	UE > TT
	Send RRCSetupRequest message
	TT (NG-SS) transmits an RRCSetup message to the UE
	
	

	16
	UE > TT
	Send RRCSetupComplete message
	
	
	

	17
	UE > TT
	Send REGISTRATION REQUEST
	TT (NG-SS) initiates the 5G AKA authentication procedure
	
	

	18
	TT > UE
	Send AUTHENTICATION REQUEST with 5G AKA-Challenge message:
- ngKSI:
   - NAS key set identifier:	'001'
   - TSC:						'0'
 - Authentication parameter RAND (5G authentication challenge): 128 bits value
 - Authentication parameter AUTN (5G Authentication challenge). 128 bits value
	The NG-SS on the TT generates KAMF, KAUSF and KSEAF values, and initiates the 5G AKA authentication procedure
	
	

	19
	UE
	Pass RAND and AUTN values to the USIM
	The ME provides the authentication challenge data received in the AUTHENTICATION REQUEST to the USIM
	CR 5
	A.2/1 OR A.2/2

	20
	UE <> TT
	Send AUTHENTICATION RESPONSE message
	The TT (NG-SS) sends a SECURITY MODE COMMAND message
	
	

	21
	UE > TT
	Send SECURITY MODE COMPLETE message
	
	
	

	22
	TT > UE
	Send REGISTRATION ACCEPT message with:
 - 5G-GUTI:	24408300010266436587
 - TAI:			42 34 80 00 00 01
	
	
	

	23
	UE > TT
	Send REGISTRATION COMPLETE message
	
	
	

	24
	UE > TT/USIM
	Power off and/or deactivate the UE
	UE enters the 5GMM-DEREGISTERED during this step, and updates EF5GS3GPPNSC
	CR 6
	A.2/1 OR A.2/2 



[bookmark: _Toc146300427]15.2.5.5	Acceptance criteria
CR 1	can be explicitly verified by using methods A.2/1 or A.2/2 to check EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS contents in step 2). With having sent the expected 5G AKA-Challenge message data within the AUTHENTICATION REQUEST in step 6) CR 1 is implicitly verified.
CR 2 can be implicitly verified in step 7) using methods A.2/1 or A.2/2. CR 2 is met if EF5GS3GPPNSC has the expected contents:
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:							00
KAMF:								32 bytes, value not checked
Uplink NAS count:				any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



CR 3 is implicitly verified in step 8). The requirement is met if the ME sends a SECURITY MODE COMPLETE message in step 9).
CR 4 is explicitly verified in step 12) using methods A.2/1 or A.2/2. The requirement is met if EF5GS3GPPNSC has the expected contents:
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:								000
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



CR 5 can be explicitly verified in step 19) using methods A.2/1 or A.2/2. The requirement is met if EF5GAUTHKEYS has the expected contents:
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:								32 bytes, value not checked
KSEAF for 3GPP access:			32 bytes, value not checked
KSEAF for non-3GPP access:		32 bytes, all values set to 'FF'
SOR counter:						2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked
Coding:
	Byte
	B1
	B2
	B3
	..
	B35
	B36
	B37
	..

	Hex
	80
	20
	xx
	xx
	81
	20
	xx
	xx

	
	B69
	B70
	B71
	..
	B103
	B104
	B105
	B106

	
	82
	20
	FF
	FF
	83
	02
	xx
	xx

	
	B107
	B108
	B109
	B110

	
	84
	02
	xx
	xx



CR 6 is explicitly verified if step 24) using methods A.2/1 or A.2/2. The requirement is met if EF5GS3GPPNSC has the expected contents:
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record
ngKSI:								001
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
[bookmark: _Hlk158716855]Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	01
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:								007 (no key available)
KAMF:									value not checked
Uplink NAS count:					any value
Downlink NAS count:				any value
Identifiers of selected NAS integrity
and encryption algorithms:		any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:								any value
Coding:
	Byte
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	07
	81
	xx
	xx
	…
	xx



NOTE:	Implicit verification using method A.2/3 is not possible for CR 2 and CR 4. Thus, A.2/3 is no valid verification method for this test.
