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[bookmark: _Toc20155724][bookmark: _Toc27500879][bookmark: _Toc36049004][bookmark: _Toc45209767][bookmark: _Toc51860592][bookmark: _Toc146246094]6.6.3.1	General
Integrity protection can be applied to a whole XML MIME body. When integrity protection is enabled, all XML MIME bodies transported in SIP requests and responses are integrity protected. The following XML MIME bodies used in the present specification in SIP signalling can be integrity protected:
-	application/vnd.3gpp.mcptt-info+xml;
-	application/poc-settings+xml;
-	application/resources-lists+xml;
-	application/vnd.3gpp.mcptt-mbms-usage-info+xml;
-	application/vnd.3gpp.mcptt-mbs-usage-info+xml;
-	application/vnd.3gpp.mcptt-location-info+xml;
-	application/vnd.3gpp.mcptt-affiliation-command+xml;
-	application/vnd.3gpp.mcptt-floor-request+xml;
-	application/conference-info+xml;
-	application/pidf+xml; and
-	application/xcap-diff+xml.
If integrity protection is enabled, and one or more of the XML MIME bodies complying to the types listed above are included in a SIP request or SIP response, then a MIME body of type application/vnd.3gpp.mcptt-signed+xml is included in the SIP request or SIP response containing one or more signatures pointing to those XML MIME bodies as illustrated in Figure 6.6.3.3-1.
In order to integrity protect the XML MIME bodies listed above in this clause in SIP requests and SIP responses, the MCPTT client and MCPTT server shall for each MIME body, include the Content-ID header field as specified in IETF RFC 2045 [68] containing a Content-ID ("cid") Uniform Resource Locator (URL) as specified in IETF RFC 2392 [62].


Figure 6.6.3.1-1: Integrity Protection of XML MIME bodies in SIP requests and SIP responses
Each MIME body that is integrity protected is assigned a unique signature.
When integrity protecting the XML content in SIP REFER request used for pre-established sessions, the application/vnd.3gpp.mcptt-signed+xml MIME type can appear twice in the SIP REFER request as illustrated in Figure 6.6.3.1-2.


Figure 6.6.3.1-2: Integrity Protection of XML MIME bodies in SIP REFER requests
-	an application/vnd.3gpp.mcptt-signed+xml MIME body is included in the SIP REFER request with a signature pointing to the application/resource-lists+xml MIME body; and
NOTE 1:	Sensitive XML content placed in the application/resource-lists+xml MIME body can be encrypted.
-	an application/vnd.3gpp.mcptt-signed+xml MIME is included in the hname "body" parameter in the headers portion of the SIP URI in the "uri" attribute of the <entry> element of the application/resource-lists+xml MIME body in the SIP REFER request, containing signatures pointing to the XML MIME bodies included in the hname "body" parameter in the headers portion of the SIP URI.
NOTE 2:	Sensitive XML content placed in the hname "body" parameter in the headers portion of the SIP URI can be encrypted.
Configuration for applying integrity protection is not selective to a specific MIME body. If configuration for integrity protection is turned on, then all XML MIME bodies in SIP requests and responses are integrity protected. If configuration for integrity protection is turned off, then no XML MIME bodies in SIP requests and SIP responses are integrity protected.
* * * Next Change * * * *
[bookmark: _Toc45209633][bookmark: _Toc51860458][bookmark: _Toc146245955]6.3.2.1.4	Sending an INVITE request on receipt of a REFER request
This clause is referenced from other procedures.
When generating an initial SIP INVITE request according to 3GPP TS 24.229 [4], on receipt of an incoming SIP REFER request, the participating MCPTT function:
1)	shall include in the SIP INVITE request all header fields included in the headers portion of the SIP URI in a "uri" attribute of an <entry> element of a <list> element of the <resource-lists> element of the application/resource-lists+xml MIME body, referenced by the "cid" URL in the Refer-To header field in the incoming SIP REFER request;
2)	should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the "refresher" header field parameter is omitted. If included, the "refresher" header field parameter shall be set to "uac";
3)	shall include the option tag "timer" in the Supported header field;
4)	shall include a P-Asserted-Identity header field in the outgoing SIP INVITE request set to the public service identity of the participating MCPTT function;
5)	shall include the g.3gpp.mcptt media feature tag and the g.3gpp.icsi-ref media feature tag with the value of "urn:urn-7:3gpp-service.ims.icsi.mcptt" into the Contact header field of the outgoing SIP INVITE request;
6)	shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), into the P-Asserted-Service header field of the outgoing SIP INVITE request;
7)	shall include in the SIP INVITE request the option tag "tdialog" in a Supported header field according to the rules and procedures of IETF RFC 4538 [23];
8)	shall include in the SIP INVITE request an SDP offer as specified in clause 6.3.2.1.1.2 based upon: 
a)	the SDP negotiated during the pre-established session establishment and any subsequent pre-established session modification; and
b)	the SDP offer (if any) included in the hname "body" parameter in the headers portion of the SIP URI contained in a "uri" attribute of an <entry> element of a <list> element of the <resource-lists> element of the application/resource-lists MIME body, referenced by the "cid" URL in the Refer-To header field in the incoming SIP REFER request for a pre-established session;
9)	shall determine if the SIP REFER request is regarded as being received with an implicit floor request;
a)	if according to clause 6.4, the SIP REFER request is regarded as being received with an implicit floor request, the participating MCPTT function shall include the "mc_implicit_request" media level attribute in the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request; and
b)	if, according to clause 6.4, the SIP REFER request is regarded as being not received with an implicit floor request, the participating MCPTT function shall not include the "mc_implicit_request" media level attribute in the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request;
10)	shall determine if the SIP REFER request is regarded as being received with an implicit request to grant the floor to the terminating MCPTT client;
a)	if according to clause 6.4, the SIP REFER request is regarded as being received with an implicit request to grant the floor to the terminating MCPTT client, the participating MCPTT function shall include the "mc_implicit_request" media level attribute in the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request; and
b)	if, according to clause 6.4, the SIP REFER request is regarded as being not received with an implicit request to grant the floor to the terminating MCPTT client, the participating MCPTT function shall not include the "mc_implicit_request" media level attribute in the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request;
11)	shall copy the application/vnd.3gpp.mcptt-info+xml MIME body from the hname "body" parameter in the headers portion of the SIP URI in a "uri" attribute of an <entry> element of a <list> element of the <resource-lists> element of the application/resource-lists+xml MIME body, referenced by the "cid" URL in the Refer-To header field of the SIP REFER request, to the outgoing SIP INVITE request;
11A)	if the application/vnd.3gpp.mcptt-info+xml MIME body included in the outgoing SIP INVITE request contains a <functional-alias-URI> element, shall check the status of the functional alias. If the status is not active, then the participating MCPTT function shall remove the <functional-alias-URI> element from the application/vnd.3gpp.mcptt-info+xml MIME body;
12)	shall include the <mcptt-calling-user-id> element set to the MCPTT ID of the calling user in the application/vnd.3gpp.mcptt-info+xml MIME body of the outgoing SIP INVITE request;
13)	if the incoming SIP REFER request contained an application/resource-lists+xml MIME body in the hname "body" parameter in the headers portion of the SIP URI contained in a "uri" attribute of an <entry> element of a <list> element of the <resource-lists> element of an application/resource-lists+xml MIME body, referenced by the "cid" URL in the Refer-To header field, shall copy the application/resources-lists+xml MIME body in the hname "body" parameter in the headers portion of the SIP URI to the SIP INVITE request; and
14)	if, according to clause 6.4, the SIP REFER request is regarded as being not received with an implicit floor request, then:
a)	if the incoming SIP REFER request contained an application/vnd.3gpp.mcptt-location-info+xml MIME body with a <Report> element included in the <location-info> root element; and
b)	if the <allow-location-info-when-talking> element of the <ruleset> element of the MCPTT user profile document identified by the MCPTT ID of the calling MCPTT user (see the MCPTT user profile document in 3GPP TS 24.484 [50]) is set to a value of "true";
	shall copy the application/vnd.3gpp.mcptt-location-info+xml MIME body from the SIP REFER request into the outgoing SIP INVITE.

* * * End of Changes * * * *
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