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	Reason for change:
	The reason for this change is a observation in ETSI MCX plugtest event #8. 

From the report:
10.1.2 Group keys update [Request for clarification] 
Assuming that group keys shall follow an update scheme similar to the one of RFC 6509, section 3.3, then near the start of each key period clients have to receive both old key material and new key material. In particular, RFC 6509 states in 3.3. that “Implementations MUST allow devices to hold two periods' keys simultaneously to allow for differences in system time between the Initiator and Responder”.  There is a request regarding whether it is correct to include 2 GKTP elements per group in the NOTIFY near the start of a key period, one with old key material and one with new key material.

Full report found in:
https://portal.etsi.org/Portals/0/TBpages/CTI/Docs/8th_ETSI_MCX_Plugtests_Report_V110.pdf


	
	

	Summary of change:
	Based on RFC 6509 cluase 3.3 it is correct to include 2 GKTP elements per group document. This is used a short time before and after a key change time.

To clarify which GKTP is the most recent a new attribute is added to the GKTP element that specify the activation time. This may be used by the client to know which GKTP that can be used. 
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	Misinterpretation of usage of multiple GKTPs. 
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[bookmark: _Toc20157586][bookmark: _Toc27502643][bookmark: _Toc45202364][bookmark: _Toc51869704][bookmark: _Toc99131757]7.7.4.2	XML schema for MCS specific extensions
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema
  targetNamespace="urn:3gpp:ns:mcpttGKTP:1.0"
  xmlns:xs="http://www.w3.org/2001/XMLSchema"
  xmlns:mgktp="urn:3gpp:ns:mcpttGKTP:1.0"
  elementFormDefault="qualified" attributeFormDefault="unqualified">

  <!-- MCS specific "list-service" child elements -->
  <xs:element name="GKTPs" type="mgktp:allTypeGKTPsType"/>

  <!-- complex type for GKTPs element -->
  <xs:complexType name="allTypeGKTPsType">
    <xs:sequence>
      <!-- MCPTT specific extensions for regroupedType type defined in release 13 -->
      <xs:element name="GMK-GKTPs" type="mgktp:singleTypeGKTPsType" minOccurs="0"/>
      <xs:element name="MKFC-GKTPs" type="mgktp:singleTypeGKTPsType" minOccurs="0"/>

      <xs:element name="anyExt" type="mgktp:anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>
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  <!-- MCS specific extensions for regroupedType type -->

  <!-- MCPTT specific extensions for regroupedType type defined in a release after release 13 -->

  <!-- MCVideo specific extensions for regroupedType type -->

  <!-- MCData specific extensions for regroupedType type  -->

  <!-- complex type for GKTPs element -->
  <xs:complexType name="singleTypeGKTPsType">
    <xs:sequence>
      <xs:element name="GKTP" type="mgktp:GKTPType" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="on-network-regrouped-GKTPs" 
        type="mgktp:on-network-regrouped-GKTPsType" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mgktp:anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <!-- complex type for GKTP element -->
  <xs:complexType name="GKTPType">
    <xs:simpleContent>
      <xs:extension base="xs:hexBinary">
        <xs:attribute name="id" type="xs:string" use="required"/>
        <xs:attribute name="activationtime" type="xs:dateTime"/>
        <xs:anyAttribute namespace="##any" processContents="lax"/>
      </xs:extension>
    </xs:simpleContent>
  </xs:complexType>

  <!-- complex type for on-network-regrouped element -->
  <xs:complexType name="on-network-regrouped-GKTPsType">
    <xs:sequence>
      <xs:element name="GKTP" type="mgktp:GKTPType" minOccurs="0" maxOccurs="unbounded"/>
      <xs:element name="anyExt" type="mgktp:anyExtType" minOccurs="0"/>
      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
    <xs:attribute name="temporary-MCPTT-group-ID" type="xs:anyURI" use="required"/>
    <xs:anyAttribute namespace="##any" processContents="lax"/>
  </xs:complexType>

  <!-- complex type for any extensions element -->
  <xs:complexType name="anyExtType">
    <xs:sequence>
      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
    </xs:sequence>
  </xs:complexType>

</xs:schema>

/**************************************** Next change ****************************************/
[bookmark: _Toc20157590][bookmark: _Toc27502647][bookmark: _Toc45202368][bookmark: _Toc51869708][bookmark: _Toc99131761]7.7.8	Data semantics
If a MCS GKTP document includes an element not specified in subclause 7.7.2 and the element has the "must-understand" attribute with value "true", then the MCS GKTP document shall be ignored.
If a MCS GKTP document includes an element not specified in subclause 7.7.2 and the element does not have the "must-understand" attribute with value "true", then the element shall be ignored.
If a MCS GKTP document includes an attribute not specified in subclause 7.7.2 and different from the "must-understand" attribute, then the attribute shall be ignored.
The "uri" attribute of a <list-service> element of a MCS GKTP document contains the MCS group ID, which is defined by a group document as specified in subclause 7.2 and located in the same XCAP server.
The <GKTPs> element of the <list-service> element of the MCS GKTP document:
-	can contain a <GMK-GKTPs> element containing group key transport payloads carrying GMKs; and
-	can contain a <MKFC-GKTPs> element containing group key transport payloads carrying MKFCs;
associated with the MCPTT group with the MCS group ID indicated in the "uri" attribute of a <list-service> element.
Value of a <GKTP> element of a <GMK-GKTPs> element of a <GKTPs> element of the <list-service> element of the MCS GKTP document contains a group key transport payload carrying GMK as described in subclause 7.4, indicating the GMK for protection of:
a)	media; and
b)	floor control signalling when the UE operates off the network;
to be used when the MCPTT group is not a constituent MCPTT group, encrypted to the MCPTT ID of the MCPTT user accessing the MCS GKTP document, according to 3GPP TS 33.180 [29], signed using the identity of the GMS.
[bookmark: _PERM_MCCTEMPBM_CRPT98720029___5]Value of a <GKTP> element of a <MKFC-GKTPs> element of a <GKTPs> element of the <list-service> element of the MCS GKTP document contains a group key transport payload carrying MKFC as described in subclause 7.4, indicating the MKFC for protection of multicast floor control signalling when the UE operates on the network, to be used when the MCPTT group is not a constituent MCPTT group, encrypted to:
-	MCPTT ID of the MCPTT user accessing the MCS GKTP document; or
-	the identity of MCPTT server accessing the MCS GKTP document;
according to 3GPP TS 33.180 [29], signed using the identity of the GMS.
Value of the "id" attribute of a <GKTP> element shall be unique amongst values of all other "id" attributes in <GKTP> elements within the same parent element.
Value of the "activationtime" attribute of a <GKTP> element should be set to the time for activation of the GKTP. This attribute may be used to determine the most recent <GKTP> element during a key change transition period when multiple <GKTP> elements are present.
If multiple <GKTP> elements are included in a parent element, then each <GKTP> element with the parent element has a different activation time. 
Value of a <GKTP> element of an <on-network-regrouped-GKTPs> element of a <GMK-GKTPs> element of a <GKTPs> element of the <list-service> element of the MCS GKTP document contains a group key transport payload carrying GMK as described in subclause 7.4, indicating the GMK for protection of:
a)	media; and
b)	floor control signalling when the UE operates off the network;
to be used when the MCPTT group is a constituent MCS group of the temporary MCS group with the MCS Group ID indicated in the "temporary-MCPTT-group-ID" attribute of the <on-network-regrouped-GKTPs> element, encrypted to the MCPTT ID of the MCPTT user accessing the MCS GKTP document, according to 3GPP TS 33.180 [29], signed using the identity of the GMS.
[bookmark: _PERM_MCCTEMPBM_CRPT98720030___5]Value of a <GKTP> element of an <on-network-regrouped-GKTPs> element of a <MKFC-GKTPs> element of a <GKTPs> element of the <list-service> element of the MCS GKTP document contains a group key transport payload carrying MKFC as described in subclause 7.4, indicating the MKFC for protection of multicast floor control signalling when the UE operates on the network, to be used when the MCPTT group is a constituent MCS group of the temporary MCS group with the MCS Group ID indicated in the "temporary-MCPTT-group-ID" attribute of the <on-network-regrouped-GKTPs> element, encrypted to:
-	MCPTT ID of the MCPTT user accessing the MCS GKTP document; or
-	the identity of MCPTT server accessing the MCS GKTP document;
according to 3GPP TS 33.180 [29], signed using the identity of the GMS.
<anyExt> element contains elements defined by future versions of the present document.



