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*** START OF CHANGES ***
[bookmark: _Toc155372140]8a.2.1.3.3.2	Relay UE procedure for UE-to-UE relay discovery initiation
The UE is authorised to perform the relay UE procedure for UE-to-UE relay discovery if:
a)	the UE is authorised to act as a 5G ProSe UE-to-UE relay UE in the PLMN indicated by the serving cell, and
1)	the UE is served by NG-RAN; or
2)	the UE is not served by NG-RAN and intends to use the provisioned radio resources for 5G ProSe UE-to-UE relay discovery;
b)	the UE is configured with:
1)	the relay service code parameter identifying the connectivity service to be responded to as specified in clause 5.2.7 and the indicated security procedure for the relay service code is supported by the UE; and
2)	the user info ID for the 5G ProSe UE-to-UE relay discovery, as specified in clause 5.2.7.Otherwise, the UE is not authorised to perform the relay UE procedure for UE-to-UE relay discovery.
Figure 8a.2.1.3.3.2.1 illustrates the interactions between the 5G ProSe UE-to-UE relay UE and discoveree end UE in the relay UE procedure for UE-to-UE relay discovery.


[bookmark: _CRFigure8a_2_1_3_3_2_1]Figure 8a.2.1.3.3.2.1: Relay UE procedure for UE-to-UE Relay discovery with the discoveree end UE
When the UE is triggered by the upper layers to start responding to solicitation on proximity of a connectivity service provided by the UE-to-UE relay and if the UE is authorised to perform the relay UE procedure for UE-to-UE relay discovery, then the UE:
a)	if the UE is served by NG-RAN and the UE in 5GMM-IDLE mode needs to request resources for sending PROSE PC5 DISCOVERY messages as specified in 3GPP TS 38.331 [13], shall perform a service request procedure as specified in 3GPP TS 24.501 [11]; and
b)	shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages.
Upon reception of a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation, for the relay service code of the connectivity service which the UE is authorized to respond, the UE shall use the associated DUSK, if received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used) and the UTC-based counter obtained during the reception operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.503 [34]. Then, if a DUCK is received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used), the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.503 [34]. Finally, if a DUIK is received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used), the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation.
NOTE 1:	The UE can determine the received PROSE PC5 DISCOVERY message for 5G ProSe UE-to-UE relay discovery solicitation is for 5G ProSe direct discovery based on an indication from the lower layer.
If:
a)	the UE receives a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation, and in this message:
1)	the relay service code parameter is the same as the relay service code parameter configured for the connectivity service as specified in clause 5.2.7; and
i)	the UE is served by NG-RAN; or
ii)	the UE is not served by NG-RAN and the relay service code is associated with the network assistance security indication indicating the security procedure without network assistance is to be used; or
2)	the UE-to-UE relay UE info parameter is not included, or the UE-to-UE relay UE info parameter is included and the same as the configured user info ID for the UE-to-UE relay discovery as specified in clause 5.2.7; or
b)	the periodic measurement timer T5113 expires,
then the UE:
a)	shall store the protected user info of the discoverer end UE, its validity time and the relay service code, if the announce prohibited indication is not included in the received PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation, or if the announce prohibited indication is included therein and its value is set to "It is not prohibited to broadcast the user info".
ba)	shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;
cb)	shall generate a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation to the discoveree end UE. In the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation, the UE:
1)	shall set the direct discovery set IE to the direct discovery set as included in the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation received from the discoverer end UE;
2)	shall set the UE-to-UE relay UE info parameter to the configured user info ID for the 5G ProSe UE-to-UE relay discovery, as specified in clause 5.2.7;
3)	shall set the relay service code parameter to the relay service code parameter of the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation received from the discoverer end UE;
4)	shall set the Resource status indicator bit of the status indicator parameter to indicate whether or not the UE has resources available to provide a connectivity service for additional ProSe-enabled UEs;
5)	shall include the MIC field computed as described in 3GPP TS 33.503 [34];
6)	shall set the UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter; and
7)	shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.14;
dc)	shall apply the DUIK, DUSK, or DUCK with the associated encrypted bitmask for the relay service code for 5G ProSe UE-to-UE relay discovery, along with the UTC-based counter, to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more of the above parameters, as specified in 3GPP TS 33.503 [34];
ed)	shall set the destination layer-2 ID to the default destination layer-2 ID as specified in clause 5.2.7 and self-assign a source layer-2 ID for sending the UE-to-UE relay discovery solicitation message; and
NOTE 2:	The UE implementation ensures that the value of the self-assigned source layer-2 ID is different from any other self-assigned source layer-2 ID(s) in use for 5G ProSe direct communication as specified in clause 7.2 and is different from any other provisioned destination layer-2 ID(s) as specified in clause 5.2.
fe)	shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation along with the source layer-2 ID, destination layer-2 ID and an indication that the message is for 5G ProSe direct discovery to the lower layers for transmission over the PC5 interface.
For PROSE PC5 DISCOVERY message signal strength measurement, the UE manages a periodic measurement timer T5113, which is used to trigger the periodic PROSE PC5 DISCOVERY message signal strength measurement between the UE and the discoveree end UE with which the UE has a link established. It is started whenever the UE has established a direct link with a discoveree end UE and restarted whenever the UE receives the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response from the discoveree end UE with which the UE has a link established.
If the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation is used to trigger the PROSE PC5 DISCOVERY message signal strength measurement between the UE and the discoveree end UE with which the UE has a link established, the UE shall start the retransmission timer T5112. If retransmission timer T5112 expires, the UE shall retransmit the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation and restart timer T5112. If no response is received from the discoveree end UE with which the UE has a link established after reaching the maximum number of allowed retransmissions, the UE shall trigger the 5G ProSe direct link release procedure.
NOTE 2:	The maximum number of allowed retransmissions is UE implementation specific.
The UE shall instruct the lower layers to start monitoring for PROSE PC5 DISCOVERY messages for UE-to-UE relay discovery response from the discoveree end UE.
Upon reception of a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response, for the target relay service code of the connectivity service which the UE is authorized to respond, the UE shall use the associated DUSK, if received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used) and the UTC-based counter obtained during the reception operation to unscramble the PROSE PC5 DISCOVERY message as described in 3GPP TS 33.503 [34]. Then, if a DUCK is received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used), the UE shall use the DUCK and the UTC-based counter to decrypt the configured message-specific confidentiality-protected portion, as described in 3GPP TS 33.503 [34]. Finally, if a DUIK is received from the 5G DDNMF or 5G PKMF (if security procedure over user plane for 5G ProSe UE-to-UE relay is used), the UE shall use the DUIK and the UTC-based counter to verify the MIC field in the unscrambled PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response.
NOTE 3:	The UE can determine the received PROSE PC5 DISCOVERY message for 5G ProSe UE-to-UE relay discovery response is for 5G ProSe direct discovery based on an indication from the lower layer.
If the relay service code parameter of the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response is the same as the relay service code parameter of the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation, 
then the UE:
a) shall store the protected user info of the discoveree end UE, its validity time, and the relay service code, if the announce prohibited indication is not included in the received PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response, or if the announce prohibited indication is included with the value set to "It is not prohibited to broadcast user info".
ba)	shall obtain a valid UTC time for the discovery transmission from the lower layers and generate the UTC-based counter corresponding to this UTC time;
cb)	shall generate a PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response. In the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response, the UE:
1)	shall set the direct discovery set IE to the direct discovery set as included in the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response received from the discoveree end UE;
2)	shall set the UE-to-UE relay UE info parameter to the configured user info ID for the 5G ProSe UE-to-UE relay discovery, as specified in clause 5.2.7;
3)	shall set the relay service code parameter to the relay service code parameter of the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response received from the discoveree end UE;
4)	shall set the Resource status indicator bit of the status indicator parameter to indicate whether or not the UE has resources available to provide a connectivity service for 5G ProSe UE-to-UE relay for additional ProSe-enabled UEs;
5)	shall include the MIC field computed as described in 3GPP TS 33.503 [34];
6)	shall set the UTC-based counter LSB parameter to the 4 least significant bits of the UTC-based counter; and
7)	shall set the ProSe direct discovery PC5 message type parameter as specified in table 10.2.1.14;
dc)	shall apply the DUIK, DUSK, or DUCK with the associated encrypted bitmask for the relay service code for 5G ProSe UE-to-UE relay discovery, along with the UTC-based counter to the PROSE PC5 DISCOVERY message for whichever security mechanism(s) configured to be applied, e.g., integrity protection, message scrambling or confidentiality protection of one or more of the above parameters, as specified in 3GPP TS 33.503 [34];
ed)	shall set the destination layer-2 ID to the source layer-2 ID from the discoverer end UE used in the transportation of the PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation and self-assign a source layer-2 ID for sending the UE-to-UE relay discovery response message; and
NOTE 3:	The UE implementation ensures that the value of the self-assigned source layer-2 ID is different from any other self-assigned source layer-2 ID(s) in use for 5G ProSe direct communication as specified in clause 7.2 and is different from any other provisioned destination layer-2 ID(s) as specified in clause 5.2.
fe)	shall pass the resulting PROSE PC5 DISCOVERY message for UE-to-UE relay discovery response along with the source layer-2 ID, destination layer-2 ID and an indication that the message is for 5G ProSe direct discovery to the lower layers for transmission over the PC5 interface.
NOTE 4:	If the UE is processing a PROSE DIRECT LINK ESTABLISHMENT REQUEST message from the same source layer-2 ID of the received PROSE PC5 DISCOVERY message for UE-to-UE relay discovery solicitation, it depends on UE implementation to avoid the conflict of destination layer-2 ID (e.g. send a PROSE DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value #3 "conflict of layer-2 ID for unicast communication is detected", or ignore the PROSE DIRECT DISCOVERY message for UE-to-UE relay discovery solicitation).
Figure 8a.2.1.3.3.2.2 illustrates the interactions between the 5G ProSe UE-to-UE relay UE and discoverer end UE in the relay UE procedure for UE-to-UE relay discovery.


[bookmark: _CRFigure8a_2_1_3_3_2_2]Figure 8a.2.1.3.3.2.2: Relay UE procedure for UE-to-UE relay discovery with the discoverer end UE
*** END OF CHANGES ***
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