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* * * Start of Change * * * *
[bookmark: _Toc155372237][bookmark: _Toc525231348][bookmark: _Toc25070711][bookmark: _Toc34388688][bookmark: _Toc34404459][bookmark: _Toc45282304][bookmark: _Toc45882690][bookmark: _Toc51951240][bookmark: _Toc59209012][bookmark: _Toc68196341]10.3.x	ProSe direct link security establishment request
[bookmark: _CR10_3_1_1][bookmark: _Toc68196342][bookmark: _Toc59209013][bookmark: _Toc51951241][bookmark: _Toc45882691][bookmark: _Toc45282305][bookmark: _Toc34404460][bookmark: _Toc34388689][bookmark: _Toc25070712][bookmark: _Toc525231349][bookmark: _Toc155372238]10.3.x.1	Message definition
This message is sent by the target 5G ProSe end UE to establish the security between the 5G ProSe UE-to-UE relay UE and the target 5G ProSe end UE. See table 10.3.x.1.1.
Message type:	PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST
Significance:	dual
Direction:	UE to peer UE
[bookmark: _CRTable10_3_1_1_1]Table 10.3.x.1.1: PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	UE security capabilities
	UE security capabilities
11.3.11
	M
	LV
	3-9

	
	UE PC5 unicast signalling security policy
	UE PC5 unicast signalling security policy
11.3.12
	M
	V
	1

	
	Nonce_1
	Nonce
11.3.10
	M
	V
	16

	
	UTC-based counter LSB
	UTC-based counter LSB
11.2.11
	M
	V
	1

	
	Relay service code
	Relay service code
11.3.26
	M
	V
	3

	5C
	MSB of KNRP-sess ID
	MSB of KNRP-sess ID
11.3.13
	O
	TV
	2

	7D
	UE identity
	5GS mobile identity
11.3.30
	O
	TLV-E
	4-n

	64
	User security key ID
	User security key ID
11.3.32
	O
	TLV
	3-n

	2A
	HPLMN ID
	PLMN ID
11.3.33
	O
	TLV
	5

	4F
	MIC
	MIC
11.3.38
	O
	TV
	5



[bookmark: _CR10_3_1_2][bookmark: _CR10_3_1_3][bookmark: _CR10_3_1_4][bookmark: _CR10_3_1_5][bookmark: _Toc68196346][bookmark: _Toc59209017][bookmark: _Toc51951245][bookmark: _Toc45882695][bookmark: _Toc45282309][bookmark: _Toc155372242]10.3.x.2	MSB of KNRP-sess ID
The UE shall include this IE if the UE PC5 unicast signalling security policy is set to "Signalling integrity protection required" or "Signalling integrity protection preferred".
[bookmark: _CR10_3_1_6][bookmark: _CR10_3_1_7][bookmark: _CR10_3_1_8][bookmark: _CR10_3_1_9][bookmark: _Toc155372246]10.3.x.3	UE identity
The UE shall include this IE if the security for 5G ProSe UE-to-UE relay communication uses the security procedure over control plane and the UE does not have a valid CP-PRUK as specified in 3GPP TS 33.503 [34], or, the security for 5G ProSe UE-to-UE relay communication uses the security procedure over user plane and the UE does not have a valid UP-PRUK as specified in 3GPP TS 33.503 [34].
[bookmark: _CR10_3_1_10][bookmark: _Toc155372247]10.3.x.4	User security key ID
The UE shall include this IE if:
a)	the security procedure over user plane for 5G ProSe UE-to-UE relay is used as specified in 3GPP TS 33.503 [34] and the UE has a valid UP-PRUK; or
b)	the security procedure over control plane for 5G ProSe UE-to-UE relay is used as specified in 3GPP TS 33.503 [34] and the UE has a valid CP-PRUK associated with the relay service code of the target UE.
[bookmark: _CR10_3_1_11][bookmark: _Toc155372248]10.3.x.5	HPLMN ID
The UE shall include this IE if the the UP-PRUK ID of the UE is included and is not in NAI format (see 3GPP TS 33.503 [34]).
[bookmark: _CR10_3_1_12][bookmark: _CR10_3_1_13][bookmark: _Toc155372250]10.3.x.6	MIC
[bookmark: _CR10_3_1_14][bookmark: _CR10_3_1_15]The UE shall include this IE if the UE has the DUIK.

* * * Next Change * * * *
10.3.z	ProSe direct link security establishment reject
10.3.z.1	Message definition
This message is sent by the target UE to the initiating UE to indicate that the PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST message is not accepted. See table 10.3.z.1.1.
Message type:	PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT
Significance:	dual
Direction:	UE to peer UE
Table 10.3.z.1.1: PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT message identity
	ProSe PC5 signalling message type
11.3.1
	M
	V
	1

	
	Sequence number
	Sequence number
11.3.2
	M
	V
	1

	
	PC5 signalling protocol cause
	PC5 signalling protocol cause
11.3.8
	M
	V
	1



* * * Next Change * * * *
[bookmark: _Toc525231502][bookmark: _Toc155372480][bookmark: _Toc25070722][bookmark: _Toc34388713][bookmark: _Toc34404484][bookmark: _Toc45282380][bookmark: _Toc45882766][bookmark: _Toc51951316][bookmark: _Toc59209093][bookmark: _Toc68196425]11.3.1	ProSe PC5 signalling message type
The purpose of the ProSe PC5 signalling message type information element is to indicate the type of messages used in ProSe PC5 signalling protocol.
The value part of the ProSe PC5 signalling message type information element used in the ProSe PC5 signalling messages is coded as shown in table 11.3.1.1.
The ProSe PC5 signalling message type is a type 3 information element, with the length of 1 octet.
[bookmark: _CRTable11_3_1_1]Table 11.3.1.1: ProSe PC5 signalling message type
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	PROSE DIRECT LINK ESTABLISHMENT REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	PROSE DIRECT LINK ESTABLISHMENT ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	PROSE DIRECT LINK ESTABLISHMENT REJECT

	0
	0
	0
	0
	0
	1
	0
	0
	
	PROSE DIRECT LINK MODIFICATION REQUEST

	0
	0
	0
	0
	0
	1
	0
	1
	
	PROSE DIRECT LINK MODIFICATION ACCEPT

	0
	0
	0
	0
	0
	1
	1
	0
	
	PROSE DIRECT LINK MODIFICATION REJECT

	0
	0
	0
	0
	0
	1
	1
	1
	
	PROSE DIRECT LINK RELEASE REQUEST

	0
	0
	0
	0
	1
	0
	0
	0
	
	PROSE DIRECT LINK RELEASE ACCEPT

	0
	0
	0
	0
	1
	0
	0
	1
	
	PROSE DIRECT LINK KEEPALIVE REQUEST

	0
	0
	0
	0
	1
	0
	1
	0
	
	PROSE DIRECT LINK KEEPALIVE RESPONSE

	0
	0
	0
	0
	1
	0
	1
	1
	
	PROSE DIRECT LINK AUTHENTICATION REQUEST

	0
	0
	0
	0
	1
	1
	0
	0
	
	PROSE DIRECT LINK AUTHENTICATION RESPONSE

	0
	0
	0
	0
	1
	1
	0
	1
	
	PROSE DIRECT LINK AUTHENTICATION REJECT

	0
	0
	0
	0
	1
	1
	1
	0
	
	PROSE DIRECT LINK SECURITY MODE COMMAND

	0
	0
	0
	0
	1
	1
	1
	1
	
	PROSE DIRECT LINK SECURITY MODE COMPLETE

	0
	0
	0
	1
	0
	0
	0
	0
	
	PROSE DIRECT LINK SECURITY MODE REJECT

	0
	0
	0
	1
	0
	0
	0
	1
	
	PROSE DIRECT LINK REKEYING REQUEST

	0
	0
	0
	1
	0
	0
	1
	0
	
	PROSE DIRECT LINK REKEYING RESPONSE

	0
	0
	0
	1
	0
	0
	1
	1
	
	PROSE DIRECT LINK IDENTIFIER UPDATE REQUEST

	0
	0
	0
	1
	0
	1
	0
	0
	
	PROSE DIRECT LINK IDENTIFIER UPDATE ACCEPT

	0
	0
	0
	1
	0
	1
	0
	1
	
	PROSE DIRECT LINK IDENTIFIER UPDATE ACK

	0
	0
	0
	1
	0
	1
	1
	0
	
	PROSE DIRECT LINK IDENTIFIER UPDATE REJECT

	0
	0
	0
	1
	0
	1
	1
	1
	
	PROSE DIRECT LINK AUTHENTICATION FAILURE

	0
	0
	0
	1
	1
	0
	0
	0
	
	PROSE ADDITIONAL PARAMETERS ANNOUNCEMENT REQUEST

	0
	0
	0
	1
	1
	0
	0
	1
	
	PROSE ADDITIONAL PARAMETERS ANNOUNCEMENT RESPONSE

	0
	0
	0
	1
	1
	0
	1
	0
	
	PROSE AA MESSAGE TRANSPORT REQUEST

	0
	0
	0
	1
	1
	0
	1
	1
	
	PROSE AA MESSAGE TRANSPORT RESPONSE

	0
	0
	0
	1
	1
	1
	0
	0
	
	PROSE UE TO UE RELAY UPDATE REQUEST

	0
	0
	0
	1
	1
	1
	0
	1
	
	PROSE UE TO UE RELAY UPDATE ACCEPT

	0
	0
	0
	1
	1
	1
	1
	0
	
	PROSE UE TO UE RELAY UPDATE REJECT

	0
	0
	0
	1
	1
	1
	1
	1
	
	PROSE PATH SWITCHING REQUEST

	0
	0
	1
	0
	0
	0
	0
	0
	
	PROSE PATH SWITCHING ACCEPT

	0
	0
	1
	0
	0
	0
	0
	1
	
	PROSE PATH SWITCHING REJECT

	0
	0
	1
	0
	0
	0
	1
	0
	
	PROSE DIRECT LINK MODIFICATION ACK

	x
	x
	x
	x
	x
	x
	x
	x
	
	PROSE DIRECT LINK IDENTITY REQUEST

	y
	y
	y
	y
	y
	y
	y
	y
	
	PROSE DIRECT LINK IDENTITY RESPONSE

	0
	0
	1
	0
	0
	1
	0
	1
	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT REQUEST

	0
	0
	1
	0
	0
	1
	1
	0
	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT ACCEPT

	0
	0
	1
	0
	0
	1
	1
	1
	
	PROSE DIRECT LINK SECURITY ESTABLISHMENT REJECT

	[bookmark: MCCQCTEMPBM_00000037]



* * * End of Changes * * * *

