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	Reason for change:
	CT3 asked whether and how a Data Source (NF Service Producer) authorizes a new Data Consumer (Source NF Instance), when a new Data Consumer requests the DCCF to access data for which the DCCF already created a subscription to the NF Service Producer. See C3-235594.

Clause X.2 of TS 33.501 specifies the following requirements for this scenario:

NOTE 6: In the case a new NF Service Consumer comes at a later stage to request the data, which is already being collected by DCCF, steps 1-10 apply. When the request is received by the NF Service Producer (i.e. the data producer), it authenticates the NF Service Consumer and verifies the access token provided along with the service request and sends to DCCF the access token verification response. DCCF based upon the response received, either updates the subscription info to include the new NF Service Consumer as well and sends the data to both the consumers (as specified in Clause 6.2.6.3.2 in TS 23.288 [105]), or in the case of access token verification failure, the DCCF rejects the request received by the NF Service Consumer.

TS 23.288 also states in clause 5A.1 that: 

the DCCF "prevents data sources from having to handle multiple subscriptions for the same data and send multiple notifications containing the same information due to uncoordinated requests from data consumers." 

and in clause 5A.2 that: 

When the DCCF receives a request for data, it determines the status of data collection from the Data Source. If parameters in a request for data from a Data Consumer match those in a prior request or in a data collection profile registration, the DCCF may determine that the requested data is already being collected from a Data Source or that a prior subscription to a Data Source may be modified to in addition satisfy the requirements of the new data request from a Data Consumer.

The details of the above procedure/scenario should be clarified in TS 29.500.


	
	

	Summary of change:
	If a source NF Instance requests the DCCF to access data for which the DCCF already created a subscription to the NF Service Producer, the DCCF shall proceed as defined in Figure X.2-1 of TS 33.501, where the NF Service Request in step 10 shall be a PATCH or PUT request (as supported by the corresponding NF service) targeting the existing subscription, including the 3gpp-Sbi-Client-Credentials and the 3gpp-Sbi-Source-NF-Client-Credentials. 

The PATCH or PUT request may modify the subscription to satisfy the requirements of the new Source NF Instance; if the current subscription already satisfies the requirements of the new Source NF Instance, the PATCH or PUT request may extend the expiry time of the subscription, or may request to patch an attribute of the subscription to its current value (for a PATCH request), or may provide the same subscription information (for a PUT request). 

The DCCF shall consider that the source NF Instance is authorized to access the data if the request is accepted.


	
	

	Consequences if not approved:
	Interoperability issues and failures to authorize a new Data Consumer (Source NF Instance), when a new Data Consumer requests the DCCF to access data for which the DCCF already created a subscription to the NF Service Producer.

	
	

	Clauses affected:
	6.7.5.2

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1



* * * First Change * * * *
[bookmark: _Toc155105530][bookmark: _Toc155124687][bookmark: _Toc155105632]6.7.5.2	Authorization of NF Service Consumers for data access via DCCF
Requirements for authentication and authorization of NF Service Consumers for data access via DCCF are specified in clause X.2 of 3GPP TS 33.501 [17].
From the perspective of the NF Service Producer, the NF Service Consumer defined in clause X.2 of 3GPP TS 33.501 [17] correspond to the Source NF Instance, and the DCCF corresponds to the NF Service Consumer, defined in 3GPP TS 29.510 [8] and in this specification.
The following requirements shall apply when the source NF Instance and/or the DCCF need to signal their own respective CCAs towards the NF Service Producer:  
-	In the service request from the source NF instance to the DCCF:
-	the 3gpp-Sbi-Client-Credentials shall convey the client credentials assertion of the source NF Instance. 
-	In the service request from the DCCF to the NF Service Producer:
-	the 3gpp-Sbi-Client-Credentials shall convey the client credentials assertion of the DCCF; and
-	the 3gpp-Sbi-Source-NF-Client-Credentials shall convey the client credentials assertion of the source NF Instance.
If the verification of the 3gpp-Sbi-Client-Credentials fails at the receiving entity (e.g. NRF or NF service producer), a "403 Forbidden" response shall be returned with the cause attribute set to "CCA_VERIFICATION_FAILURE".
If the verification of the 3gpp-Sbi-Source-NF-Client-Credentials fails at the receiving entity (e.g. NRF or NF service producer), a "403 Forbidden" response shall be returned with the cause attribute set to "SOURCE_NF_CCA_VERIFICATION_FAILURE".
If the subject claim (i.e., the NF Instance Id of the NF Service Consumer) in the access token does not match the subject claim in the 3gpp-Sbi-Client-Credentials at the receiving entity (e.g. NRF or NF service producer), a "403 Forbidden" response shall be returned with the cause attribute set to " TOKEN_CCA_MISMATCH".
If the sourceNfInstanceId claim (i.e., the NF Instance Id of the Source NF Instance) in the access token does not match the subject claim in the 3gpp-Sbi-Source-NF-Client-Credentials at the receiving entity (e.g. NRF or NF service producer), a "403 Forbidden" response shall be returned with the cause attribute set to "TOKEN_SOURCE_NF_CCA_MISMATCH ".
If a source NF Instance requests the DCCF to access data for which the DCCF already created a subscription to the NF Service Producer, the DCCF shall proceed as defined in Figure X.2-1 of 3GPP TS 33.501 [17], where the NF Service Request in step 10 shall be a PATCH or PUT request (as supported by the corresponding NF service) targeting the existing subscription, including the 3gpp-Sbi-Client-Credentials and the 3gpp-Sbi-Source-NF-Client-Credentials as described above. The PATCH or PUT request may modify the subscription to satisfy the requirements of the new Source NF Instance; if the current subscription already satisfies the requirements of the new Source NF Instance, the PATCH or PUT request may extend the expiry time of the subscription (see clause 4.6.2.2 of 3GPP TS 29.501 [5]), or may request to patch an attribute of the subscription to its current value (for a PATCH request), or may provide the same subscription information (for a PUT request). The DCCF shall consider that the source NF Instance is authorized to access the data if the request is accepted.


* * * End of Changes * * * *
