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	Reason for change:
	A change in the validity of the UE's MPS subscription due to mobility or a change to the UE's subscription at the HSS between UE authentications needs to be communicated to the ePDG and 3GPP AAA server so they can adapt priority treatment accordingly. 


	
	

	Summary of change:
	First change:
Added the High-Priority-Access and MPS-Priority information elements missing from the Authentication and Authorization request and answer tables for the DER and DEA commands.

Second change:
Adds the MPS procedure to the 3GPP AAA server behavior in the re-Authentication and re-Authorization SWa clause.

[bookmark: _Hlk158018800]Third change:
The UE's MPS status can change at the UE due to mobility to or from an H/EPLMN or due to a change in the MPS subscription in the HSS. Re-Authentication and Re-Authorization can convey these changes.

For Re-Authorization, the AAR command conveys UE information from the TWAN to the 3GPP AAA server:
· Adds HPA-High-Priority-Access to Table 5.1.2.3.1/3: STa Authorization Request " for the AAR command so that the trusted non-3GPP access network can convey the MPS indicator to the 3GPP AAA server.

For Re-Authorization, Table 5.1.2.3/4 already has the MPS-Priority element for the AAA to report the UE's MPS status, no change is needed. 

For Re-Authentication, the DER command conveys the UE information from the TWAN to the 3GPP AAA server:
· Adds HPA-High-Priority-Access to Table 5.1.2.3.1/5: "STa Access Authentication and Authorization Request" for the DER command so that the trusted non-3GPP access network can convey the MPS indicator to the 3GPP AAA server.

For Re-Authentication, the DEA command conveys the HSS subscription information from the 3GPP AAA server to the TWAN:
· Adds MPS-Priority to the table 5.1.2.3.1/6: "Trusted non-3GPP Access Authentication and Authorization Answer" for the DEA command so that the DEA can convey the MPS indicator to the trusted non-3GPP access network.

Fourth change:
Adds the MPS procedure to the 3GPP AAA server behavior in the re-Authentication and re-Authorization STa clause.

Fifth change:
Adds the MPS procedure to the trusted non-3GPP access network behavior in the re-Authentication and re-Authorization clause.

Sixth change:
Adds the High-Priority-Access-Info AVP to the AAR command in the re-Authentication and re-Authorization STa clause.

Seventh change:
Adds the MPS-Priority AVP to the AAA command in the re-Authentication and re-Authorization STa clause.

Eighth change:
Adds HPA-High-Priority-Access to Table 7.1.2.2.1/1: "SWm Authorization Request " for the AAR command so that the ePDG can convey the MPS indicator to the 3GPP AAA server.

Ninth change:
Adds the MPS procedure to the 3GPP AAA server behavior in the re-Authorization clause of the SWm interface. Re-Authorization is used if the UE's MPS subscription changes.

Tenth change:
Adds the MPS procedure to the ePDG behavior in the SWm re-Authorization clause. Re-Authorization is used if the UE's MPS subscription changes.

Eleventh change:
Adds a High-Priority-Access-Info AVP to the AAR command in 7.2.2.1.3, to match Table 7.1.2.2.1/1, used for Re-Authorization due to subscription change in the HSS, to convey the UE's subscription information from the ePDG to the 3GPP AAA server if it has changed at the UE.

Twelfth change:
Adds an MPS-Priority AVP to the AAA command in 7.2.2.1.4, to match Table 7.1.2.2.1/2, used for an MPS subscription change in the HSS.


	
	

	Consequences if not approved:
	A change in the validity of the UE's MPS subscription due to mobility and a change to the UE's subscription at the HSS between authentications will not be communicated to the ePDG and 3GPP AAA server and might inappropriately give or deny priority treatment.
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***** First change *****
[bookmark: _Toc20213239][bookmark: _Toc36043720][bookmark: _Toc44872096][bookmark: _Toc146095251]4.1.2.4.1	General
This procedure is optional and it may be invoked by the 3GPP AAA Server, if the operator policies require that the re-authentication of the user for the SWa is to be renewed and the untrusted non-3GPP access network supports the re-authentication.
This procedure shall be performed in two steps:
-	The 3GPP AAA server shall issue an unsolicited re-auth request towards the untrusted non-3GPP access, indicating that both re-authentication and re-authorization of the user is needed. Upon receipt of such a request, the untrusted non-3GPP access shall respond to the request and shall indicate the disposition of the request. This procedure is mapped to the Diameter command codes Re-Auth-Request and Re-Auth-Answer specified in IETF RFC 6733 [58]. Information element contents for these messages shall be as shown in tables 4.1.2.4.1/1 and 4.1.2.4.1/2.
-	Upon receiving the re-auth request, the untrusted non-3GPP access shall immediately invoke the SWa authentication and authorization procedure requesting the identity of the user via EAP and using DER/DEA commands, with the same session-ID but the content adapted to the needs of a re-authentication. Information element contents for these messages shall be as shown in tables 4.1.2.4.1/3 and 4.1.2.4.1/4.
	If the re-authentication of the user is not successful, the untrusted non-3GPP access shall detach the user.
Table 4.1.2.4.1/1: SWa Re-auth request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]; this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Re-Auth Request Type
	Re-Auth–Request-Type
	M
	This information element shall define whether the user is to be authorized only or authenticated and authorized. AUTHORIZE_AUTHENTICATE shall be used in this case.

	Routing Information
	Destination-Host
	M
	This information element shall be obtained from the Origin-Host AVP, which was included in a previous command received from the untrusted non-3GPP access.



Table 4.1.2.4.1/2: SWa Re-auth response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]; this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Result
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.
The Result-Code AVP shall be used for errors defined in the Diameter Base Protocol (see IETF RFC 6733 [58]).
The Experimental-Result AVP shall be used for SWa errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP and the error code in the Experimental-Result-Code AVP.



Table 4.1.2.4.1/3: SWa Authentication and Authorization Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. This IE shall include the leading digit used to differentiate between authentication schemes.

	EAP payload
	EAP-payload
	M
	This IE shall contain the Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication.

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. AUTHORIZE_AUTHENTICATE shall be used in this case.

	High Priority Access Info
	High-Priority-Access-Info
	C
	This information element shall be sent to the 3GPP AAA Server if the UE has access priority as described in 3GPP TS 24.302 [26].



Table 4.1.2.4.1/4: SWa Authentication and Authorization Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. This IE shall include the leading digit used to differentiate between authentication schemes.

	EAP payload
	EAP payload
	O
	If present, this IE shall contain the Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication.

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_AUTHENTICATE. See IETF RFC 4072 [5].

	Result code
	Result-Code /
Experimental- Result
	M
	This IE shall contain the result of the operation. Result codes are defined in the Diameter base protocol (see IETF RFC 6733 [58]). The Experimental-Result AVP shall be used for SWa errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Session Alive Time
	Session-Timeout
	O
	If present, this IE shall contain the maximum number of seconds the user session should remain active.

	Accounting Interim Interval
	Accounting Interim-Interval
	O
	If present, this IE shall contain the Charging duration.

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	This IE shall be sent if Result-Code AVP is set to DIAMETER_SUCCESS.

	MPS Priority
	MPS-Priority
	C
	This information element shall be sent to the non-3GPP access network if the UE has an MPS subscription in the HSS.


[bookmark: _Toc20213240][bookmark: _Toc36043721][bookmark: _Toc44872097][bookmark: _Toc146095252]***** Second change *****
4.1.2.4.2	3GPP AAA Server Detailed Behaviour
The 3GPP AAA Server shall trigger this procedure according to the local policies configured by the operator.
The 3GPP AAA Server shall use the same authentication method that was used during the full authentication executed at the UE's attach. If EAP-AKA' is used, the 3GPP AAA Server shall use the ANID parameter received during the authentication and authorization executed at the UE attach (refer to clause 4.1.2.1.1).
If 3GPP AAA Server receives a DER command from the non-3GPP access network containing a High-Priority-Access-Info AVP with the HPA_Configured bit set, if allowed by operator policy, the 3GPP AAA Server shall treat the command and all subsequent commands (if re-authentication and re-authorization is successful) for the UE with priority as specified in Annex C and Annex D.
Based on operator policy, the 3GPP AAA Server shall include the MPS-Priority AVP with the MPS-EPS-Priority bit set in the DEA command if the 3GPP AAA Server has received an MPS-Priority AVP with the MPS-EPS-Priority bit set from the HSS.  
The 3GPP AAA Server shall discontinue priority treatment for the UE if the 3GPP AAA Server receives a DER request from the non-3GPP access network that does not contain a High-Priority-Access-Info AVP with the HPA_Configured bit set and the 3GPP AAA Server has not received a Non-3GPP-User-Data AVP with an MPS-Priority AVP with the MPS-EPS-Priority bit set from the HSS.
[bookmark: _Toc20213346][bookmark: _Toc36043827][bookmark: _Toc44872203][bookmark: _Toc146095360]***** Third change *****
[bookmark: _Toc20213271][bookmark: _Toc36043752][bookmark: _Toc44872128][bookmark: _Toc146095284]5.1.2.3.1	General
The STa Re-Authorization procedure shall be used between the 3GPP AAA Server and the trusted non-3GPP access network for enabling:
-	the 3GPP AAA Server to modify the previously provided authorization parameters. This may happen due to a modification of the subscriber profile in the HSS (for example, removal of a specific APN associated with the subscriber, or change of the identity of a dynamically allocated PDN GW, or change of the identity of a dynamically allocated PDN GW for emergency services, see clause 8.1.2.3). In this case, this procedure is performed in two steps:
-	The 3GPP AAA server shall issue an STa Re-Auth request towards the trusted non-3GPP access network. Upon receipt of such a request, the trusted non-3GPP access network shall respond to the request and shall indicate the disposition of the request. This procedure is mapped to the Diameter command Re-Auth-Request and Re-Auth-Answer specified in IETF RFC 6733 [58]. Information element contents for these messages are shown in tables 5.1.2.3.1/1 and 5.1.2.3.1/2.
-	Upon receiving the STa Re-Auth request, the non-3GPP access network shall immediately invoke the STa access authorization procedure, based on the reuse of the Diameter command codes AA-Request and AA-Answer commands specified in IETF RFC 4005 [4]. Information element contents for these messages are shown in tables 5.1.2.3.1/3 and 5.1.2.3.1/4.
-	the trusted non-3GPP access network to retrieve the subscriber profile from the HSS. This procedure may be initiated at any time by the tTrusted non-3GPP access network for check if there is any modification in the user authorization parameters previously provided by the 3GPP AAA Server. In this one-step procedure, the trusted non-3GPP access network shall invoke the STa access authorization procedure, based on the reuse of the Diameter commands AA-Request and AA-Answer commands IETF RFC 4005 [4]. Information element contents for these messages are shown in tables 5.1.2.3.1/3 and 5.1.2.3.1/4.
After receiving the authorization answer, the trusted non-3GPP access network will release the active PDN connections, for which the authorization has been revoked. If the authorization was rejected by the 3GPP AAA server (e.g. because the user's subscription for non-3GPP accesses has been terminated), the non-3GPP access network shall detach the user from the non-3GPP access network and release all resources. If an emergency PDN connection is active and the trusted non-3GPP access supports emergency services for users in limited service state, the non-3GPP access network shall keep the user attached in the non-3GPP access and the emergency PDN connection active. The non-emergency resources shall be released.
The STa Re-Authentication procedure shall be used between the 3GPP AAA Server and the trusted non-3GPP access network for re-authenticating the user. This procedure may be initiated at any time by the 3GPP AAA Server based on HPLMN operator policies configured in the 3GPP AAA server. This procedure is performed in two steps:
-	The 3GPP AAA server issues an STa Re-Auth request towards the trusted non-3GPP access. Upon receipt of such a request, the trusted non-3GPP access network shall respond to the request and indicate the disposition of the request. This procedure is mapped to the Diameter command Re-Auth-Request and Re-Auth-Answer specified in IETF RFC 6733 [58]. Information element contents for these messages are shown in tables 5.1.2.3.1/1 and 5.1.2.3.1/2.
-	Upon receiving the STa Re-Auth request, the trusted non-3GPP access network shall immediately invoke the STa Access Authentication and Authorization procedure, based on the Re-Auth Request Type provided by the 3GPP AAA server. This procedure is mapped to the Diameter command codes based on the reuse of the Diameter commands Diameter-EAP-Request and Diameter-EAP-Answer specified in IETF RFC 4072 [5]. Information element contents for these messages are shown in tables 5.1.2.3.1/5 and 5.1.2.3.1/6.
If the re-authentication of the user is not successful, the trusted non-3GPP access network will release all the active PDN connections of the user, except for emergency PDN connections which shall remain active if the trusted non-3GPP access network supports Emergency services for users in limited service state. After a successful authentication and authorization procedure, the trusted non-3GPP access network shall release the active PDN connections for which the authorization has been revoked.
[bookmark: _Hlk157416782]Table 5.1.2.3.1/1: STa Re-Auth request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. If this IE contains an identity based on IMSI, this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Re-Auth Request Type
	Re-Auth–Request-Type
	M
	T This IE shall define whether the user is to be authorized only or authenticated and authorized. In this case, the following values shall be used:
AUTHORIZE_AUTHENTICATE if the re-authentication of the user is requested;
AUTHORIZE_ONLY if the update of the previously provided user authorization parameters is requested.

	Routing Information
	Destination-Host
	M
	This information element shall be obtained from the Origin-Host AVP, which was included in a previous command received from the trusted non-3GPP access.



[bookmark: _Hlk157416804]Table 5.1.2.3.1/2: STa Re-Auth response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. If this IE contains an identity based on IMSI, this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Result
	Result-Code / Experimental-Result
	M
	This IE shall contain the result of the operation.
The Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [58]).
The Experimental-Result AVP shall be used for STa errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.



Table 5.1.2.3.1/3: STa Authorization Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14] If this IE contains an identity based on IMSI, this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Request-Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. In this case, it shall have the value:
AUTHORIZE_ONLY


	Mobility Capabilities
	MIP6-Feature-Vector
	C
	This information element shall contain the mobility capabilities of the non-3GPP access network.
This AVP shall be included only if optimized idle mode mobility from E-UTRAN to HRPD access is executed. When included, the PMIP_SUPPORTED and the OPTIMIZED_IDLE_MODE_MOBILITY flags shall be set. 

	Routing Information
	Destination-Host
	M
	The 3GPP AAA Server name shall be obtained from the Origin-Host AVP of a previously received message.

	Access Network Information
	Access-Network-Info
	O
	If present, this IE shall contain the identity and location information of the access network where the UE is attached.

	Local Time Zone
	Local-Time-Zone
	O
	If present, this IE shall contain the time zone of the location in the access network where the UE is attached.

	High Priority Access Info
	High-Priority-Access-Info
	C
	Based on operator policy, this information element shall be sent to the 3GPP AAA Server if the UE has access priority as described in 3GPP TS 24.302 [26].




Table 5.1.2.3.1/4: STa Authorization response
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Registration Result
	Result Code/ Experimental Result Code
	M
	This IE shall contain the result of the operation.
The Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [58]).
The Experimental-Result AVP shall be used for STa errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP

	Request-Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_ONLY. See IETF RFC 4072 [5].


	Session Alive Time
	Session-Timeout
	O
	This AVP may be present if the Result-Code AVP is set to DIAMETER _SUCCESS; if present, it shall contain the maximum number of seconds the user session is allowed to remain active. This AVP is defined in IETF RFC 6733 [58].

	Accounting Interim Interval
	Acct-Interim-Interval
	O
	If present, this IE shall contain the Charging duration.

	Default APN
	Context-Identifier
	C
	This AVP shall indicate the default APN for the user. It shall only be included if NBM is authorized for use, the Emergency-Indication AVP was not present in the initial Authentication and Authorization Answer and the Result-Code AVP is set to DIAMETER_SUCCESS.

	APN-OI replacement
	APN-OI-Replacement
	C
	This AVP shall indicate the domain name to replace the APN-OI in the non-roaming case or in the home routed roaming case when constructing the PDN GW FQDN upon which it needs to perform a DNS resolution. See 3GPP TS 23.003 [3]. It shall only be included if NBM is authorized for use, the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Answer and the Result-Code AVP is set to DIAMETER_SUCCESS.

	APN and PGW Data
	APN-Configuration
	C
	This information element shall only be sent if the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Answer and the Result-Code AVP is set to DIAMETER_SUCCESS.
When NBM is authorized for use, this AVP shall contain the default APN, the list of authorized APNs, user profile information and PDN GW information.
When local IP address assignment is used (for HBM), this AVP shall only be present if DHCP based Home Agent discovery is used and contain the Home Agent Information for discovery purposes.
The tTrusted Non-3GPP access network knows if NBM is authorized for use or if a local IP address (for HBM) is assigned based on the flags in the MIP6-Feature-Vector received during the STa access authentication and authorization procedure.
APN-Configuration is a grouped AVP, defined in 3GPP TS 29.272 [29]. When NBM is authorized for use, the following information elements per APN may be included:
- APN
- APN-AMBR
- Authorized 3GPP QoS profile
- Statically allocated User IP Address (IPv4 and/or IPv6)
- Allowed PDN types (IPv4, IPv6, IPv4v6, IPv4_OR_IPv6)
- PDN GW identity
- PDN GW allocation type
- VPLMN Dynamic Address Allowed
- Visited Network Identifier (see clause 5.1.2.1.4)

When DSMIPv6 with HA discovery based on DHCPv6 is used, the following information elements per Home Agent may be included:
- HA-APN (Home Agent APN as defined in 3GPP TS 23.003 [14])
- Authorized 3GPP QoS profile
- PDN GW identity

	UE Charging Data
	3GPP-Charging-Characteristics
	O
	If present, this information element shall contain the type of charging method to be applied to the user (see 3GPP TS 29.061 [31]).

	UE AMBR
	AMBR
	C
	This Information Element shall contain the modified UE AMBR of the user. It shall be present if the Result-Code AVP is set to DIAMETER_SUCCESS and ANID is "HRPD".

	Mobility Capabilities
	MIP6-Feature-Vector
	C
	This information element shall only be sent if it has been received in the corresponding authorization request and the Result-Code AVP is set to DIAMETER_SUCCESS.
When included, the PMIP_SUPPORTED and the OPTIMIZED_IDLE_MODE_MOBILITY flags shall be set. 

	Trace information
	Trace-Info
	C
	This AVP shall be included if the subscriber and equipment trace has been activated for the user in the HSS and signalling based activation is used to download the trace activation from the HSS to the trusted non-3GPP access network.
Only the Trace-Data AVP shall be included to the Trace-Info AVP and
shall contain the following AVPs:
- Trace-Reference
- Trace-Depth-List
- Trace-Event-List, for PGW
- Trace-Collection-Entity
The following AVPs may also be included in the Trace-Data AVP:
- Trace-Interface-List, for PGW, if this AVP is not present, trace report generation is requested for all interfaces for PGW listed in 3GPP TS 32.422 [32]
- Trace-NE-Type-List, with the only allowed value being "PDN GW". If this AVP is not included, trace activation in PDN GW is required.

	MSISDN
	Subscription-ID
	C
	This AVP shall contain the MSISDN of the UE and shall be sent if it is available and the Result-Code AVP is set to DIAMETER_SUCCESS.

	Emergency Info
	Emergency-Info
	C
	This IE shall contain the identity of the PDN GW dynamically allocated for emergency services. It shall be present for a non-roaming authenticated user, if this information was received from the HSS, the TWAN indicated support of IMS Emergency Sessions and the Result-Code AVP is set to DIAMETER_SUCCESS.

	UE Usage Type
	UE-Usage-Type
	C
	This IE shall be present if this information is available in the user subscription. When present, this IE shall contain the UE Usage Type of the subscriber.

	MPS Priority
	MPS-Priority
	C
	Based on operator policy, this information element shall be sent to the non-3GPP WLAN access if the UE has an MPS subscription in the HSS.



Table 5.1.2.3.1/5: STa Access Authentication and Authorization Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and it shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. This IE shall include the leading digit used to differentiate between authentication schemes.

	EAP payload
	EAP-payload
	M
	This IE shall contain the Encapsulated EAP payload used for the UE – 3GPP AAA Server mutual authentication

	Authentication Request Type
	Auth-Request-Type
	M
	This IE shall define whether the user is to be authenticated only, authorized only or both. In this case, it shall have the value AUTHORIZE_AUTHENTICATE.

	High Priority Access Info
	High-Priority-Access-Info
	C
	Based on operator policy, this information element shall be sent to the 3GPP AAA Server if the UE has access priority as described in 3GPP TS 24.302 [26].




Table 5.1.2.3.1/6: Trusted non-3GPP Access Authentication and Authorization Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	User Identity
	User-Name
	M
	This information element shall contain the identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and it shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. This IE shall include the leading digit used to differentiate between authentication schemes, if it contains a NAI other than an Emergency NAI for Limited Service State.

	EAP payload
	EAP payload
	M
	This IE shall contain the Encapsulated EAP payload used for UE- 3GPP AAA Server mutual authentication.

	Authentication Request Type
	Auth-Request-Type
	M
	It shall contain the value AUTHORIZE_AUTHENTICATE. See IETF RFC 4072 [5].

	Result code
	Result-Code /
Experimental Result Code
	M
	This IE shall contain the result of the operation. Result codes are as in Diameter base protocol (see IETF RFC 6733 [58]). Experimental-Result AVP shall be used for STa errors. This is a grouped AVP which shall contain the 3GPP Vendor ID in the Vendor-Id AVP, and the error code in the Experimental-Result-Code AVP.

	Session Alive Time
	Session-Timeout
	O
	This AVP may be present if the Result-Code AVP is set to DIAMETER _SUCCESS; if present, it contains the maximum number of seconds the user session is allowed to remain active. This AVP is defined in IETF RFC 6733 [58].

	Accounting Interim Interval
	Accounting Interim-Interval
	O
	If present, this IE shall contain the Charging duration.

	Pairwise Master Key
	EAP-Master-Session-Key
	C
	This IE shall be sent if Result-Code AVP is set to DIAMETER_SUCCESS.

	Default APN
	Context-Identifier
	C
	This AVP shall indicate the default APN for the user. It shall only be included if NBM is authorized for use, the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Answer and the Result-Code AVP is set to DIAMETER_SUCCESS.

	APN-OI replacement
	APN-OI-Replacement
	C
	This AVP shall indicate the domain name to replace the APN-OI in the non-roaming case or in the home routed roaming case when constructing the PDN GW FQDN upon which it needs to perform a DNS resolution. See 3GPP TS 23.003 [3]. It shall only be included if NBM is authorized for use, the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Answer and the Result-Code AVP is set to DIAMETER_SUCCESS.

	APN and PGW Data
	APN-Configuration
	C
	This information element shall only be sent if the non-3GPP access network was decided to be trusted, the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Answer and the Result-Code AVP is set to DIAMETER_SUCCESS.
When NBM is authorized for use this AVP shall contain the default APN, the list of authorized APNs, user profile information and PDN GW information.
When local IP address assignment is used (for HBM), this AVP shall only be present if DHCP based Home Agent discovery is used and contain the Home Agent Information for discovery purposes.
The trusted non-3GPP access network knows if NBM is authorized for use or if a local IP address (for HBM) is assigned based on the flags in the MIP6-Feature-Vector.

APN-Configuration is a grouped AVP, defined in 3GPP TS 29.272 [29]. When NBM is authorized for use, the following information elements per APN may be included:
- APN
- APN-AMBR
- Authorized 3GPP QoS profile
- User IP Address (IPv4 and/or IPv6)
- Allowed PDN types (IPv4, IPv6, IPv4v6, IPv4_OR_IPv6)
- PDN GW identity
- PDN GW allocation type
- VPLMN Dynamic Address Allowed
- APN-AMBR
- Visited Network Identifier (see clause 5.1.2.1.4)

When DSMIPv6 with HA discovery based on DHCPv6 is used, the following information elements per Home Agent may be included:
- HA-APN (Home Agent APN as defined in 3GPP TS 23.003 [14])
- Authorized 3GPP QoS profile
- PDN GW identity

	UE Charging Data
	3GPP-Charging-Characteristics
	O
	If present, this information element shall contain the type of charging method to be applied to the user (see 3GPP TS 29.061 [31]).

	UE AMBR
	AMBR
	C
	This Information Element shall contain the UE AMBR of the user. It shall be present only if the non-3GPP access network was decided to be trusted, the Result-Code AVP is set to DIAMETER_SUCCESS and ANID is "HRPD". 

	FA-RK 
	MIP-FA-RK
	C
	This AVP shall be present if MIPv4 is used, MN-FA authentication extension is supported and the Result-Code AVP is set to DIAMETER_SUCCESS.

	FA-RK-SPI
	MIP-FA-RK-SPI
	C
	This AVP shall be present if MIP-FA-RK is present

	Trace information



	Trace-Info
	C
	This AVP shall be included if the subscriber and equipment trace has been activated for the user in the HSS and signalling based activation is used to download the trace activation from the HSS to the trusted non-3GPP access network.
Only the Trace-Data AVP shall be included to the Trace-Info AVP and
shall contain the following AVPs:
- Trace-Reference
- Trace-Depth-List
- Trace-Event-List, for PGW
- Trace-Collection-Entity
The following AVPs may also be included in the Trace-Data AVP:
- Trace-Interface-List, for PGW, if this AVP is not present, trace report generation is requested for all interfaces for PGW listed in 3GPP TS 32.422 [32]
- Trace-NE-Type-List, with the only allowed value being "PDN GW". If this AVP is not included, trace activation in PDN GW is required.

	MSISDN
	Subscription-ID
	C
	This AVP shall contain the MSISDN of the UE and shall be sent if it is available and the Result-Code AVP is set to DIAMETER_SUCCESS.

	WLCP Key
	WLCP-Key
	C
	This IE shall be present if the Result-Code AVP is set to DIAMETER_SUCCESS and the TWAN Connection Mode previously selected is MCM. If present, it shall contain the key for protecting WLCP signalling (see 3GPP TS 33.402 [19]).

	Emergency Info
	Emergency-Info
	C
	This IE shall contain the identity of the PDN GW dynamically allocated for emergency services. It shall be present for a non-roaming authenticated user, if this information was received from the HSS, the TWAN indicated support of IMS Emergency Sessions and the Result-Code AVP is set to DIAMETER_SUCCESS.

	UE Usage Type
	UE-Usage-Type
	C
	This IE shall be present if this information is available in the user subscription. When present, this IE shall contain the UE Usage Type of the subscriber.

	MPS Priority
	MPS-Priority
	C
	Based on operator policy, this information element shall be sent to the non-3GPP access network if the UE has an MPS subscription in the HSS.


***** Fourth change *****
[bookmark: _Toc20213272][bookmark: _Toc36043753][bookmark: _Toc44872129][bookmark: _Toc146095285]5.1.2.3.2	3GPP AAA Server Detailed Behaviour
Handling of Re-Auth Request:
The 3GPP AAA Server shall make use of this procedure to indicate the following:
-	If the relevant service authorization information shall be updated in the tTrusted non-3GPP access network, the Re‑Auth‑Request‑Type shall be set to AUTHORIZE_ONLY. This procedure may be triggered by the HSS sending a subscription data update (refer to clause 8.1.2.3) or by local policies, e.g. periodic re-authorization configured by the operator. As for the STa reference point, only a single Diameter authorization session is used for a user, this procedure is initiated for all the PDN connections of this user, i.e. a single instance of Re-authorization Request shall be used per user.
-	If the re-authentication and re-authorization of the user shall be executed, the Re‑Auth‑Request‑Type shall be set to AUTHORIZE_AUTHENTICATE. This procedure may be triggered e.g. by the expiration of a timer started at the successful completion of the last (re-)authentication of the user, depending on the local policies configured in the 3GPP AAA Server.
Handling of Authorization Request:
The 3GPP AAA Server shall check that the user exists in the 3GPP AAA Server. The check shall be based on Diameter Session-Id. If not, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN. If the user exists, the 3GPP AAA Server shall perform the authorization checking described in clause 5.1.2.1.2.
If the Authorization request contained the MIP6-Feature-Vector with the OPTIMIZED_IDLE_MODE_MOBILITY flag set, the 3GPP AAA server shall request the user data from the HSS, in order to retrieve up-to-date PDN GW information.
Handling of Authentication and Authorization Requests:
The 3GPP AAA Server shall execute the re-authentication of the user, using a full authentication or fast re-authentication, as described in 3GPP TS 33.402 [19], clause 6.2 and 6.3. If full authentication is executed and there are no valid authentication vectors for the given non-3GPP access network available in the 3GPP AAA Server, it shall fetch authentication vectors from the HSS. A combined authentication and authorization shall be executed, with reduced message content described in Tables 5.1.2.3.1/5 and 5.1.2.3.1/6. The QoS-Capability, Access Network Identity, Access Type, Visited Network Identifier, Terminal Information elements received during the initial authentication and authorization procedure as well as the trustworthiness of the non-3GPP AN and the IP mobility mode selected during that procedure shall be considered as valid. If re-authentication of the user is successful and MIPv4 FACoA mode is used the 3GPP AAA Server shall create the MIPv4 FACoA security parameters as defined in 3GPP TS 33.402 [19].
If the re-authentication of the user is unsuccessful, the 3GPP AAA Server shall:
-	Terminate all S6b authorization sessions connected to the user, as described in clause 9.1.2.4
-	Remove all APN-PDN GW bindings from the HSS, as described in clauses 8.1.2.2.2.1 and 8.1.2.2.2.2.
-	De-register the user from the HSS, as described in clauses 8.1.2.2.2.1 and 8.1.2.2.2.2. Depending on the cause of the re-authentication being unsuccessful, the Server Assignment Type shall be set to AUTHENTICATION_FAILURE or AUTHENTICATION_TIMEOUT.
-	Release all resources connected to the user.
[bookmark: _Hlk131686232]Based on operator policy, if the 3GPP AAA Server receives a DER or an AAR command with a High-Priority-Access-Info AVP with the HPA_Configured bit set from the TWAN, the 3GPP AAA server shall treat the command with priority as specified in Annex C and Annex D.
[bookmark: _Hlk139456761]NOTE 1:	Alternatively, the 3GPP AAA Server can give priority to this UE after the network has successfully re-authenticated the UE as described in clause 8.1.2.3.3, at which time the 3GPP AAA Server handles all subsequent commands with priority.
[bookmark: _Hlk142508306]Based on operator policy, the 3GPP AAA Server may include within the DEA or AAA command the MPS-Priority AVP with the MPS-EPS-Priority bit set, to the TWAN if the 3GPP AAA Server has received an MPS-Priority AVP with the MPS-EPS-Priority bit set from the HSS. The 3GPP AAA Server shall treat the command and all subsequent commands (if authentication is successful) for the UE with priority as specified in Annex C and Annex D. 
The 3GPP AAA Server shall discontinue priority treatment for the UE if the 3GPP AAA Server receives a Non-3GPP-User-Data AVP from the HSS without the MPS-Priority AVP with the MPS-EPS-Priority bit set and the last DER or AAR command received by the 3GPP AAA Server from the TWAN did not contain a High-Priority-Access-Info AVP with the HPA_Configured bit set.
NOTE 2:	The 3GPP AAA Server treats the UE with priority if either the DER or AAR command from the TWAN indicates high priority access or the HSS has indicated an MPS subscription for the UE.
***** Fifth change *****
[bookmark: _Toc146095287]5.1.2.3.4	Trusted Non-3GPP Access Network Detailed Behaviour
Upon receiving the re-auth request, the tTrusted non-3GPP access network shall perform the following checks and if an error is detected, the non-3GPP access network shall stop processing the request and return the corresponding error code.
Check the Re-Auth–Request-Type AVP:
1)	If it indicates AUTHENTICATE_ONLY, Result-Code shall be set to DIAMETER_INVALID_AVP_VALUE.
2)	If it indicates AUTHORIZE_AUTHENTICATE, the authentication and authorization of the user is initiated, as defined in 3GPP TS 33.402, with the Diameter message contents described by Tables 5.1.2.3.1/5 and 5.1.2.3.1/6.
3)	If it indicates AUTHORIZE_ONLY, the non-3GPP access network shall just perform an authorization procedure as described by Tables 5.1.2.3.1/3 and 5.1.2.3.1/4.
After successful authorization or authentication and authorization procedure, the trusted non-3GPP access network shall overwrite, for the subscriber identity indicated in the request and the received session, the current authorization information with the information received from the 3GPP AAA Server.
For the TWAN access, if the TWAN receives the PDN GW Identity from 3GPP AAA Server which is different from the currently selected PDN GW for the same APN, the TWAN shall not tear down the existing PDN connection.
If the TWAN supports Dedicated Core Networks and receives the UE-Usage-Type from the 3GPP AAA Server, the TWAN shall select the PGW as specified in clause 5.8 of 3GPP TS 29.303 [34] for new PDN connections.
The release of a PDN connection shall be initiated if the user's subscription for the APN belonging to an active PDN connection has been terminated.
If the authorization or authentication and authorization procedure was unsuccessful, the non-3GPP access network shall detach the user from the non-3GPP access and release all resources. If the trusted non-3GPP access supports emergency services for users in limited service state, and there is an emergency PDN connection active for such user, the non-3GPP access network shall keep the user attached in the non-3GPP access and the emergency PDN connection active. The non-emergency resources shall be released.
The Trusted trusted Non-3GPP access network shall initiate the re-authorization of the user in a one-step procedure (i.e. without receiving a re-authorization request from the AAA Server) if the PDN GW information needs to be updated for optimized idle mode mobility from E-UTRAN to HRPD access.
If GTPv2 is used on S2a and if the Trace-Info AVP including Trace-Data has been received in the authorization response, the trusted non-3GPP access network shall send a GTPv2 Trace Session Activation message (see 3GPP TS 29.274 [38]) to the PGW to start a trace session for the user. If the Trace-Info AVP including Trace-Reference (directly under the Trace-Info) has been received in the authorization response, the trusted non-3GPP access network shall send a GTPv2 Trace Session Deactivation message to the PGW to stop the ongoing trace session, identified by the Trace-Reference. For details, see 3GPP TS 32.422 [32].
For the TWAN access, the TWAN shall send the identification, location information of the Access Point where the UE is attached, and the local time zone of the UE, in the authorization request towards the 3GPP AAA Server that follows a re-authorization request issued by the 3GPP AAA Server to the TWAN.
Based on operator policy, when sending a DER or an AAR command, the TWAN shall add a High-Priority-Access-Info AVP with the HPA_Configured bit set if the TWAN had received an indication from the UE that the UE has access priority in an EAP-Response/Identity message as described in 3GPP TS 24.302 [26]. The TWAN shall treat the command and all subsequent commands (if re-authentication is successful) for the UE with priority as specified in Annex C and Annex D.
NOTE 1:	Alternatively, the TWAN can give priority to this UE after the network has successfully re-authenticated the UE as described in clause 8.1.2.3.3, at which time the TWAN handles all subsequent commands with priority.
Based on operator policy, upon receiving a DEA or an AAA command marked with a success code and with the MPS-Priority AVP with the MPS-EPS-Priority bit set, the TWAN shall treat the UE with priority, e.g., as defined in Annex B, Annex C and Annex D. 
The TWAN shall discontinue priority treatment for the UE if the TWAN receives a DEA or an AAA command without the MPS-Priority AVP with the MPS-EPS-Priority bit set and the last EAP‑Response/Identity message from the UE did not contain an indication from the UE that the UE has access priority as described in 3GPP TS 24.302 [26].
NOTE 2:	The TWAN treats the UE with priority if either the indication that the UE has access priority in an EAP‑Response/Identity message or the HSS has indicated an MPS subscription for the UE.
***** Sixth change *****
[bookmark: _Toc20213297][bookmark: _Toc36043778][bookmark: _Toc44872154][bookmark: _Toc146095310]5.2.2.3.3	AA-Request (AAR) Command
The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the "R" bit set in the Command Flags field, is sent from a Trusted Non-3GPP access network to a 3GPP AAA Server/Proxy. The ABNF is re-used from IETF RFC 4005 [4], adding AVPs from IETF RFC 5779 [2].

[bookmark: _PERM_MCCTEMPBM_CRPT92000048___2]< AA-Request >  ::=	< Diameter Header: 265, REQ, PXY, 16777250 >
[bookmark: _PERM_MCCTEMPBM_CRPT92000049___2]< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
{ Auth-Request-Type }
[ Destination-Host ]
[ User-Name ]
[ MIP6-Feature-Vector ]
[ Access-Network-Info ]
[ Local-Time-Zone ]

[ OC-Supported-Features ]
[ High-Priority-Access-Info ]
…
*[ AVP ]

[bookmark: _Toc20213298][bookmark: _Toc36043779][bookmark: _Toc44872155][bookmark: _Toc146095311]***** Seventh change *****
5.2.2.3.4	AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the "R" bit cleared in the Command Flags field, is sent from a 3GPP AAA Server/Proxy to a Trusted Non-3GPP access network. The ABNF is re-used from IETF RFC 4005 [4], adding AVPs from IETF RFC 5779 [2].
[bookmark: _PERM_MCCTEMPBM_CRPT92000050___2]< AA-Answer > ::=	< Diameter Header: 265, PXY, 16777250 >
[bookmark: _PERM_MCCTEMPBM_CRPT92000051___2]< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Auth-Request-Type }
{ Result-Code }
[ Experimental-Result ]
{ Origin-Host }
{ Origin-Realm }
[ Session-Timeout ]
[ Accounting-Interim-Interval ]
[ Context-Identifier ]
 [ APN-OI-Replacement ]
*[ APN-Configuration ]
[ 3GPP-Charging-Characteristics ]
[ Trace-Info ]
[ Subscription-ID ]
[ OC-Supported-Features ]
[ OC-OLR ]
[ UE-Usage-Type ]
[ Emergency-Info]
*[ Load ]
[ MPS-Priority ]
…
*[ AVP ]
***** Eighth change *****
[bookmark: _Toc20213376][bookmark: _Toc36043857][bookmark: _Toc44872233][bookmark: _Toc146095389]7.1.2.2.1	General
This procedure shall be used between the ePDG and 3GPP AAA Server and Proxy. It shall be invoked by the ePDG, upon receipt of a valid Re-Authorization Request message from the 3GPP AAA Server (see clause 7.1.2.5). It may also be initiated by the ePDG, when the ePDG detects a change of the outer IP address of the UE, to:
-	update the 3GPP AAA Server with the new UE local IP address; and
-	retrieve the most up to date WLAN Location Information stored at the 3GPP AAA Server, when the 3GPP AAA server has sent WLAN Location Information during the initial Authentication and Authorization procedure (see clause 4.5.7.2.8 of 3GPP TS 23.402 [3]).
This procedure shall be used by the ePDG to update the previously provided authorization parameters. This may happen due to a modification of the subscriber profile in the HSS (for example, removal of a specific APN associated with the subscriber, or change of the identity of a dynamically allocated PDN GW, see clause 8.1.2.3).
This procedure is mapped to the Diameter command codes AA-Request (AAR) and AA-Answer (AAA) specified in RFC 4005 [4]. Information element contents for these messages are shown in tables 7.1.2.2.1/1 and 7.1.2.2.1/2.
Table 7.1.2.2.1/1: SWm Authorization Request
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15] and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. If this IE contains an identity based on IMSI, this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Request Type
	Auth-Request -Type
	M
	This information element shall contain the type of request. It shall have the value AUTHORIZE_ONLY. 

	AAR Flags 
	AAR-Flags
	O
	This IE contains a bit mask. See 7.2.3.5 for the meaning of the bits.

This IE may be present and indicate that the ePDG requests to retrieve the most up to date WLAN Location Information of the UE, if the ePDG received the WLAN Location Information during the initial Authentication and Authorization procedure. 

	UE local IP address
	UE-Local-IP-Address
	C
	This IE shall be present if the ePDG provided the UE Local IP address in the initial Authentication and Authorization Request and the UE Local IP address has changed.

	High Priority Access Info
	High-Priority-Access-Info
	C
	Based on operator policy, this information element shall be sent to the 3GPP AAA Server if the UE has access priority as described in 3GPP TS 24.302 [26].



Table 7.1.2.2.1/2: SWm Authorization Answer
	Information element name
	Mapping to Diameter AVP
	Cat.
	Description

	Permanent User Identity
	User-Name
	M
	This information element shall contain the permanent identity of the user. The identity shall be represented in NAI form as specified in IETF RFC 4282 [15], and shall be formatted as defined in clause 19 of 3GPP TS 23.003 [14]. If this IE contains an identity based on IMSI, this IE shall not include the leading digit prepended in front of the IMSI used to differentiate between authentication schemes.

	Request Type
	Auth-Request -Type
	M
	It shall contain the value AUTHORIZE_ONLY. See IETF RFC 4072 [5]. 

	Registration Result
	Result-Code/ Experimental Result Code
	M
	This IE shall contain the result of the operation.
The Result-Code AVP shall be used for errors defined in the Diameter base protocol (see IETF RFC 6733 [58]) or as per in NASREQ (see IETF RFC 4005 [4]).

	UE IPv4 Home Address
	PMIP6-IPv4-Home-Address
	O
	If the authorization succeeded, and the user has an IPv4-HoA statically defined as part of his profile data, then this IE may be present. It shall contain the IPv4-HoA allocated and assigned to the UE.

	APN-OI replacement
	APN-OI-Replacement
	C
	This AVP shall indicate the domain name to replace the APN-OI in the non-roaming case or in the home routed roaming case when constructing the PDN GW FQDN upon which it needs to perform a DNS resolution. See 3GPP TS 23.003 [3]. It shall only be included if NBM is used, the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Request, and the Result-Code AVP is set to DIAMETER_SUCCESS.

	APN and PGW Data
	APN-Configuration
	C
	This information element shall only be sent if the Result-Code AVP is set to DIAMETER_SUCCESS and the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Request.
APN-Configuration is a grouped AVP, defined in 3GPP TS 29.272 [29]. When NBM is used, the following information elements per APN may be included:
- APN
- APN-AMBR
- Authorized 3GPP QoS profile
- Statically allocated User IP Address (IPv4 and/or IPv6)
- Allowed PDN types
- PDN GW identity
- PDN GW allocation type
- VPLMN Dynamic Address Allowed
- Visited Network Identifier
- Interworking-5GS-Indicator
When local IP address assignment is used, this AVP shall only be present if IKEv2 based Home Agent discovery is used and
- if the PDN connection was active in case of HO, or
- if there is static PDN GW allocated to the UE's subscribed APN.
In these cases, the following information elements shall be included:
- HA-APN (Home Agent APN as defined in 3GPP TS 23.003 [14])
- PDN GW identity


	Trace information
	Trace-Info
	C
	This AVP shall be included if the subscriber and equipment trace has been activated for the user in the HSS and signalling based activation is used to download the trace activation from the HSS to the ePDG.

Only the Trace-Data AVP shall be included if trace activation is requested. Only the Trace-Reference AVP shall be included if trace deactivation is requested.

If the Trace-Data AVP is included, it shall contain the following AVPs:
- Trace-Reference
- Trace-Depth
- Trace-Event-List, for PGW
- Trace-Collection-Entity
The following AVPs may also be included in the Trace-Data AVP:
- Trace-Interface-List, for PGW, if this AVP is not present, trace report generation is requested for all interfaces for PGW listed in 3GPP TS 32.422 [32]
- Trace-NE-Type-List, with the only allowed value being "PDN GW". If this AVP is not included, trace activation in PDN GW is required.

	MSISDN
	Subscription-ID
	C
	This AVP shall contain the MSISDN of the UE and shall be sent only if it is available.

	UE Charging Data
	3GPP-Charging-Characteristics
	O
	If present, this information element shall contain the type of charging method to be applied to the user (see 3GPP TS 29.061 [31]).

	Session time
	Session-Timeout
	C
	If the authorization succeeded, then this IE shall contain the time this authorization is valid for.

	WLAN Location Information
	Access-Network-Info
	O
	If present, this IE shall contain the location information of the WLAN Access Network where the UE is attached.

	WLAN Location Timestamp
	User-Location-Info-Time
	C
	This IE should be present if the WLAN Location Information IE is present.
When present, this IE shall contain the NTP time at which the UE was last known to be in the location reported in the WLAN Location Information.

	Core Network Restrictions
	Core-Network-Restrictions
	C
	This IE shall be present if this information is available in the user subscription. When present, this IE shall contain the Core Network Restrictions of the subscriber. 

	MPS Priority
	MPS-Priority
	C
	Based on operator policy, this information element shall be sent to the ePDG if the UE has an MPS subscription in the HSS.



***** Ninth change *****
[bookmark: _Toc20213377][bookmark: _Toc36043858][bookmark: _Toc44872234][bookmark: _Toc146095390]7.1.2.2.2	3GPP AAA Server Detailed Behaviour
The 3GPP AAA Server shall process the steps in the following order (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error code):
1)	Check that the user exists in the 3GPP AAA Server. The check shall be based on Diameter Session-id and User Name. If the Session-Id included in the request does not correspond with any active session, or if an active session is found but it does not belong to the user identified by the User Name parameter, Experimental-Result-Code shall be set to DIAMETER_ERROR_USER_UNKNOWN.
2)	If the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Request, check whether the user is allowed to access the APN. If not, Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.
3)	The Result-Code shall be set to DIAMETER_SUCCESS and, if the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Request, the 3GPP AAA Server shall return user data relevant to the APN as received from the HSS.
4)	If the WLAN-Location-Info-Request bit is set to 1 in the AAR-Flags AVP and if the 3GPP AAA Server knows the WLAN Location Information of the UE, the 3GPP AAA Server shall provide it to the ePDG, along with the WLAN Location Timestamp if available (see clause 4.1.2.1.2).
If the Emergency-Indication bit of the Emergency-Services AVP was not set in the initial Authentication and Authorization Request, once the Authentication and Authorization procedure successfully finishes, the 3GPP AAA Server shall download, together with authentication data, the list of authorized APNs and the authorized mobility protocols in the authentication and authorization response from the HSS (see SWx procedure in Clause 8.1.2.1).
Exceptions to the cases specified here shall be treated by 3GPP AAA Server as error situations, the Result-Code shall be set to DIAMETER_UNABLE_TO_COMPLY and, therefore, no authorization information shall be returned.
If the 3GPP AAA Server answers with DIAMETER_AUTHORIZATION_REJECTED, it shall terminate locally the associated SWm Diameter session.
If 3GPP AAA Server receives an AAR command from the ePDG containing a High-Priority-Access-Info AVP with the HPA_Configured bit set, if allowed by operator policy, the 3GPP AAA Server shall treat the message and all subsequent messages (if re-authentication is successful) for the UE with priority as specified in Annex C and Annex D.
NOTE 1:	Alternatively, the 3GPP AAA Server can give priority to this UE after the 3GPP AAA Server has successfully re-authenticated the UE as described in clause 8.1.2.3.3, at which time the 3GPP AAA Server handles all subsequent messages with priority.
[bookmark: _Hlk143243772]NOTE 2:	The 3GPP AAA Server treats the UE with priority if either the AAR command from the ePDG indicates high priority access or the HSS has indicated an MPS subscription for the UE.
Based on operator policy, the 3GPP AAA Server shall include the MPS-Priority AVP with the MPS-EPS-Priority bit set within the AAA command if the HSS has indicated an MPS subscription for the UE in its Non-3GPP-User-Data AVP with the MPS-Priority AVP with the MPS-EPS-Priority bit set.
The 3GPP AAA Server shall discontinue priority treatment for the UE if the 3GPP AAA Server receives an AAR command from the ePDG that does not contain a High-Priority-Access-Info AVP with the HPA_Configured bit set and the last Non-3GPP-User-Data AVP from the HSS did not contain the MPS-Priority AVP with the MPS-EPS-Priority bit set.
[bookmark: _Toc20213399][bookmark: _Toc36043880][bookmark: _Toc44872256][bookmark: _Toc146095412]***** Tenth change *****
[bookmark: _Toc20213379][bookmark: _Toc36043860][bookmark: _Toc44872236][bookmark: _Toc146095392]7.1.2.2.4	ePDG Detailed Behaviour
Upon receipt of a valid Re-Authorization Request message from the 3GPP AAA Server, the ePDG shall initiate the authorization procedure after successfully completing the authentication of the user. The ePDG shall initiate a separate authorization session for each IKE_SA of the user. When initiated by the ePDG to retrieve the most up to date WLAN Location Information stored at the 3GPP AAA Server, the ePDG shall initiate the authorization procedure for one IKE_SA of the user.
If NBM is used, at successful completion of the procedure, the ePDG shall store the APN configuration data received from the 3GPP AAA Server. The ePDG shall utilize these data to authorize the requested home address types: IPv4 home address and/or IPv6 home network prefix.
NOTE 1:	The user will be allowed to create PDN connections only to the subscribed APNs and use the address types that are allowed by the subscribed PDN types.
Upon receiving the authorization response:
-	If NBM is used and if any other Result-Code than DIAMETER_SUCCESS was received in the response, the ePDG shall release the corresponding PDN connection (PMIPv6 binding or GTPv2 tunnel) and IKE_SA of the user, and terminate locally the associated SWm Diameter session.
-	If DSMIPv6 is used,
-	If any other Result-Code than DIAMETER_SUCCESS was received, the ePDG shall release the corresponding IKE_SA of the user, and terminate locally the associated SWm Diameter session.
-	If the Result-Code DIAMETER_SUCCESS was received in the response, the ePDG shall update the previously provided authorization parameters.
NOTE 2:	The ePDG knows if NBM is used or if a local IP address is assigned based on the flags in the MIP6-Feature-Vector received during the initial authentication and authorization procedure or based on preconfigured information. If the PMIP6_SUPPORTED and/or the GTPv2_SUPPORTED flag are set in the MIP6-Feature-Vector received from the 3GPP AAA Server, the ePDG knows that NBM is used.
If GTPv2 is used on S2b and if the Trace-Info AVP including Trace-Data has been received in the authorization response, the ePDG shall send a GTPv2 Trace Session Activation message (see 3GPP TS 29.274 [38]) to the PGW to start a trace session for the user. If the Trace-Info AVP including Trace-Reference (directly under the Trace-Info) has been received in the authorization response, the ePDG shall send a GTPv2 Trace Session Deactivation message to the PGW to stop the ongoing trace session, identified by the Trace-Reference. For details, see 3GPP TS 32.422 [32].
If DSMIPv6 is used and if ePDG has received the PGW identity in form of the FQDN from the 3GPP AAA server, then the ePDG may obtain the IP address of the Home Agent functionality of that PGW as described in 3GPP TS 29.303 [34].
The ePDG shall store the WLAN Location Information associated with the UE when it receives such information from the 3GPP AAA Server. The ePDG shall delete any stored WLAN Location Information associated with the UE when it receives from the 3GPP AAA Server an Authorization Answer not including any WLAN Location Information and the WLAN-Location-Info-Request bit was set to 1 in the AAR-Flags AVP.
The ePDG shall select a SMF+PGW-C for PDN connections that may be subject to mobility to 5GS, e.g. for UEs supporting N1 mode (see 3GPP TS 24.302 [26]) and not restricted to interworking with 5GS by user subscription (see "5GC" bit within Core-Network-Restrictions AVP and Interworking-5GS-Indicator AVP specified) as specified in clause 5.12.3 of 3GPP TS 29.303 [34].
The ePDG may trigger the Detach Procedure (see 3GPP TS 23.402 [3]), if the Core-Network-Restrictions AVP is changed to restrict to connect to current network due to the non-3GPP subscriber profile is changed.
When sending an AAR command to the 3GPP AAA Server, if the ePDG had received an indication that the UE has access priority in an IKE_AUTH request message as described in 3GPP TS 24.302 [26] and if allowed by operator policy, the ePDG shall add a High-Priority-Access-Info AVP with the HPA_Configured bit set, to the AAR command.
If the ePDG receives an AAA command with the MPS-Priority AVP with the MPS-EPS-Priority bit set, the ePDG shall treat the command and all subsequent commands (if authentication is successful) for the UE with priority as specified in Annex C and Annex D. The ePDG shall discontinue priority treatment for the UE if the ePDG receives an AAA command without an MPS-Priority AVP with the MPS-EPS-Priority bit set and the ePDG has not received an indication that the UE has access priority from the UE in an IKE_AUTH message as described in 3GPP TS 24.302 [26].
NOTE 3:	The ePDG treats the UE with priority if either the indication that the UE has access priority in an IKE_AUTH request message is received or the HSS has indicated an MPS subscription for the UE.
***** Eleventh change *****
[bookmark: _Toc20213398][bookmark: _Toc36043879][bookmark: _Toc44872255][bookmark: _Toc146095411]7.2.2.1.3	Diameter-AA-Request (AAR) Command
The AA-Request (AAR) command, indicated by the Command-Code field set to 265 and the "R" bit set in the Command Flags field, is sent from an ePDG to a 3GPP AAA Server/Proxy.

[bookmark: _PERM_MCCTEMPBM_CRPT92000204___2]<AA-Request> ::=	< Diameter Header: 265, REQ, PXY, 16777264 >
[bookmark: _PERM_MCCTEMPBM_CRPT92000205___2]< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Origin-Host }
{ Origin-Realm }
{ Destination-Realm }
[ Destination-Host ]
{ Auth-Request-Type }
[ User-Name ]
[ OC-Supported-Features ]
[ AAR-Flags ]
[ UE-Local-IP-Address ]
[ High-Priority-Access-Info ]
…
*[ AVP ]
***** Twelfth change *****
7.2.2.1.4	Diameter-AA-Answer (AAA) Command
The AA-Answer (AAA) command, indicated by the Command-Code field set to 265 and the "R" bit cleared in the Command Flags field, is sent from 3GPP AAA Server/Proxy to an ePDG.

<AA-Answer> ::=	< Diameter Header: 265, REQ, PXY, 16777264 >
[bookmark: _PERM_MCCTEMPBM_CRPT92000207___2]< Session-Id >
[ DRMP ]
{ Auth-Application-Id }
{ Auth-Request-Type }
{ Result-Code }
{ Origin-Host }
{ Origin-Realm }
[ User-Name ]
[ APN-OI-Replacement ]
[ APN-Configuration ]
[ Trace-Info ]
[ Subscription-ID ]
[ 3GPP-Charging-Characteristics ]
[ Session-Timeout ]
[ OC-Supported-Features ]
[ OC-OLR ]
*[ Load ]
[ Access-Network-Info ]
[ User-Location-Info-Time ]
[ Core-Network-Restrictions ]
[ MPS-Priority ]
…
*[ AVP ]


***** End of changes *****
