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1. Overall Description:

SA3 has discussed the liaison statement from SA2 on User Plane Encryption Termination in LTE Base Station site (S2-070590). In particular SA3 has concentrated on the security threats and possible solutions to mitigate them. 
SA3 would like to make the following points:

1
There is increased threat because of moving the ciphering into the Base Station site.

These threats include:


Eavesdropping;

Packet insertion and diversion resulting in potential service theft and/or user masquerade.
2
The threats could to an acceptable extent be mitigated by mechanisms that would incur additional cost. These mechanisms could include:

Tamper resistance;


Tamper detection;


Platform security:


Backhaul link security (especially encryption of user plane data from the eNodeB to the core network);


Physical security. 


It is difficult to give accurate estimations of the cost involved in providing these mechanisms at this stage of the work. 

3
Some kind of security and/or protection is required in the Base Station site (e.g. some of the mechanisms mentioned in 2) regardless of whether the termination of user plane encryption is in the Base Station site or not. The threats listed in 1 are not present when terminating security above the Base Station site and, therefore, the cost of implementing adequate security mechanisms in the Base Station site is higher when the user plane encryption is terminated in Base Station site. 
The decision to move user plane encryption termination into the eNodeB is not one SA3 would take lightly and the increase of security cost must be off-set by tangible gains. 
SA3 believes that SA2 is better positioned to determine these gains obtained by, e.g. the reduction of implementation options.

2. Actions:

To SA2 
SA3 kindly requests SA2 to take this into account and inform SA3 as soon as possible what the conclusion on this issue was.
3. Date of Next SA3 Meetings:
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