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1.  Introduction
In the immediate/near future, it must be recognized that infrastructure elements deployed by operators might no longer have the assurance of being deployed in restricted access, physically secure environments.  One example would be base stations deployed on consumer premises in form factors similar to cable-modems/internet routers, for example, femtocells.  Another example is microcell base stations located in publicly accessible areas of campus environments, train stations, etc.

As an operator, we have concerns with architectural and functional split approaches that are not oriented towards the highest practical degree of robustness and system integrity.

2. Conclusion

Therefore, in revisiting architectural and functional split choices, with regard to ciphering and header compression, we must take into account system integrity, security, and vulnerabilities resulting from such choices considering the real world implementation and deployment scenarios stated above.
It remains to be demonstrated that measures such as those postulated in 3GPP document S3-060654 (Oct/Nov 2006) achieve an acceptable level of security and integrity with the ciphering and header compression functions residing in a network element outside the strict control of the network operator.






