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1 Introduction

During discussion on SAE/LTE, distribution of functions to RAN or CN was summarised in SRJ-050126. For “Ciphering”, there is yet not conclusion and SRJ-050126 is showing “FFS” in RAN and CN. The term “Ciphering” refers to Encryp​tion/Decryption of user data, a functionality that today resides in RLC layer. This contribution compiles the arguments for moving Ciphering to Core Network.

2 Arguments for placing Ciphering (i.e. Encryption/Decryption) in CN

Note:
Content of this section is additionally contained in TDoc SRJ-050175. Named document additionally discusses Retransmission, Header Compression and Support of Macro Diversity Combining. Moreover, an overview on the resulting architecture and examples for deployment scenarios are given therein.

The following arguments suppose to move Encryption/Decryption towards CN side, i.e. away from the air interface, i.e. into that node called eGSN in this contribution:

· Trunking gains:
Encryption/Decryption is a processing-intensive task. If it is performed in a more central place for a high number of users, statistics will provide a continuous constant load for the corresponding hardware, enabling economic use of the installed equipment (CAPEX saving).

· Relocation of State Machines:
Even for long-living connections with infrequent data traffic, the Encryption/Decryption state (i.e. variables of the state machine) can be kept in a single point without the need for relocation.
Reduced relocation frequency will save C-plane traffic (OPEX saving) and reduce processing requirements (CAPEX saving).
Depending on the to-be-decided scenario that CN will be a constant anchor point for multiple RATs (e.g. iWLAN, WiMAX), encryption/decryption could even remain intact at RAT change.
· Encryption for NAS-messages in RRC containers and for User Plane can be handled in the same node: UE and SGSN/GSN

· Encryption/Decryption doesn’t require retransmission between the terminating entities. Thus, there is no harmful influence of transport delays on the Encryption/Decryption functionality and consequently no need for placement close to the air interface

· Connection UE<>SGSN/GSN coherently encrypted in the user plane

· Termination point for security is moved further back into the network to SGSN/GSN, usually placed in well secured locations.

· Simplified initialisation of encryption functionality, as keys are only required in UE and SGSN/GSN.

· No key-exchange or key-update with RAN nodes required, neither at initialisation nor at RAN-related relocation/mobility.
Note: C-Plane encryption may be re-initialised at node change, thereby completely avoiding the need for user-key-transfer between RAN nodes
3 Proposal

It is proposed:

· To move Ciphering (the non-UE part of Encryption/Decryption) for U-Plane data into the CN and to capture this agreement in TR 23.882 and in the table on functional split:

	Location:

High-level Function:
	RAN
	CN
	Comments

	…
	
	
	

	Ciphering for user data
	
	X
	

	Ciphering for RAN-related control data (e.g. RRC)
	X
	
	

	…
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