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1. 
Introduction

The current table for the RAN/CN functional split contains uncertainty regarding the location of ciphering and integrity protection functions.

The table in SRJ-050126 current states:


RAN
CN
Comments

Integrity protection 
X
FFS


Ciphering
FFS
FFS


This document attempts to further breakdown and analyse these components and aims to propose a functional split that can be agreed.

2. 
(Existing) Requirements

The existing security features are officially documented in TS 33.102 section 5. For the purposes of this document, it seems that they can be further summarised into: 

a) confidentiality of user plane data;

b) confidentiality and integrity of dialled numbers/subscriber identity, etc; and

c) avoiding hi-jack of the communication link.

3. 
Future Requirements

Given the timescales currently imagined for E-UTRA and the Evolved Architecture, it is worth discussing with SA 3 whether they have any additional requirements that we need to support. However, as yet, SA 3 has not requested any new functionality.

4.
Discussion 

4.1
 Confidentiality of user plane data

In UMTS and GPRS, this is provided by functionality that is NOT at the Base Station, and, many operators value the added protection that is provided by terminating the encrypted data stream away from the Base Station Site. These benefits should be retained.

Hence it is proposed that this function is “not at the Base Station Site”. 

Whether this function is a RAN or a CN function really depends upon the vision for the number of ‘layers of nodes’ within the overall architecture. 

Currently Vodafone would prefer to see the User Plane Confidentiality terminate in the CN, however, we do not anticipate universal agreement on this approach.

Note that there does not seem to be any existing requirement for the “access system” to provide integrity protection of user plane data.

4.2
Confidentiality and integrity of dialled numbers/subscriber identity, etc; and

This topic is separated from the user plane confidentiality because (a) it can be imagined that the ‘termination’ point for NAS signalling is different to that of the user plane, and, (b) there are requirements for integrity protection. 

Again, UMTS and GPRS provide this functionality away from the Base Station site
. 

Hence it is proposed that this function is “not at the Base Station Site”. 

Whether this function is a RAN or a CN function really depends upon the vision for the number of ‘layers of nodes’ within the overall architecture, and, on the desire (or not) to reuse existing RNC equipment. 

Currently Vodafone would prefer to see the NAS Signalling Confidentiality and Integrity protection terminate in the CN, however, we do not anticipate universal agreement on this approach.

4.3

Avoiding hi-jack of the radio link.

 UMTS protects against this by integrity protecting, and ciphering, the radio interface commands.

With RNC functionality in the BTS site, it does not seem possible to provide this functionality in the CN, hence any such functionality is a RAN feature.

Confidentiality of the radio commands does not appear to be an existing SA 3 requirement: this should be checked.  However, integrity protection of the radio commands appears to be a useful RAN feature that can be implemented in the BTS site.

5.
Proposals

a) It is proposed to send an LS to SA3 to determine whether they have any new requirements for security in the E-UTRA timeframe, and, to verify the above “no requirement” statements.

b) It is proposed to include the following updates to the RAN/CN functional split table contained in SRJ-050126.


RAN
CN
Comments

Integrity protection




            For user plane data
-
-
As yet, not required to be provided by the “access system”.

            For NAS signalling
Note A
Note A
Not at the Base station Site

            For AS signalling
X



Ciphering




            For user plane data
Note A
Note A
Not at the Base station Site

            For NAS signalling
Note A
Note A
Not at the Base station Site

            For AS signalling
If needed

The requirements for AS signalling encryption need to be clarified.

Note A: 
it is agreed that this feature is not implemented in the Base Station Site. Whether this is RAN or CN functionality depends upon whether, say, there is a “RAN anchor point plus a CN node”, or the “[RAN] anchor functions are incorporated into that CN node”.


















� The integrity protection of GPRS GMM/SM signaling probably requires that encryption is switched on.
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