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Introduction

The 3GPP System Architecture Evolution Work Item studies the long-term evolution of the end-to-end 3GPP system. The target is to develop a competitive system architecture that provides optimal support for high bandwidth and low latency IP traffic and services on top of that. This document clarifies the ciphering and integrity protection end-points in the UE and the operator network, where we do not assume centralized RAN elements.

Ciphering and integrity protection

Ciphering and integrity protection over radio are RAN functions and are provided for secure and confidential access over radio. The whole IP packet is encrypted. E2e security by means of ciphering and integrity protection is an application/subscription issue and outside the scope of RAN security and this paper.

Integrity protection and ciphering happens between BS and the UE. This allows simpler RAN architecture, because the BSs can take care of RAN level encryption/decryption and no centralized RAN elements are needed. iphering between BS and  is optional and BS specific, not subscriber specific.C-plane ciphering between a BS and a CN element is out of the scope of this paper because the security association is not terminating in the UE.

Each BS can have separate ciphering and integrity protection keys with the UE (these keys are transferred to the UE’s current BS from a CN element). This way mutual authentication is achieved between UE and BS and also “false” BSs are detected during the initial attachment and every handover (all the weaknesses listed in TS 33.120, paragraph 4.2 are mitigated). UE can prepare keys for the new BS even before handover if needed. There is no need to synchronize ciphering and integrity protection contexts, since new and fresh ones are created.

Conclusions

E2e security by means of ciphering and integrity protection is an application/subscription issue and outside the scope of RAN security. 

Ciphering and integrity protection on the radio link, terminated in the BS can fulfil the high performance demand as the ciphering load is distributed to multiple network nodes (BSs) and centralized RAN elements are not needed.

Proposal

It is proposed that the joint meeting discusses the solution presented in this contribution, and the agreed parts are documented into the table in [SRJ-050126]:

	Location:

High-level Function:
	RAN
	CN
	Comments

	Integrity protection 
	X
	
	Integrity protection between the UE and the BS.

	Ciphering
	X
	
	Ciphering between the UE and the BS.
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