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Introduction
While for both architecture options, no final agreement has been reached on the number of nodes or which nodes constitute the RAN or CN.  But for purposes of the discussion on the functional split, the proponents of the two user plane node in architecture B2 have agreed to call the higher node CN and the cell site node RAN.  In this context, the location of ciphering is not so straightforward.  This document discusses the pros and cons for the two different options.

Discussion

The location of the ciphering function in the two “nodes” have each pros and cons.  They are discussed below:

Pros for RAN node:

· Same functionality can cipher both user plane and all control plane

· Simpler handling of signalling messages

· No need for additional mechanism to transfer signalling messages compared to user data

· Location of header compression functionality has no impact on ciphering architecture 
· No need additional mechanism to cipher the signalling messages originating at  cell site

Pros for CN node: 
· Significant simplification in overall ciphering function and specification

· No need to transfer ciphering context for the user plane for every cell change.  This will still be required for Cell site originated signalling but is less of an issue since there is no need to stop data transfer during this operation and given the number of messages, there is less chance of wrap around.
· No need to re-initialise ciphering when moving from power-save mode

· User plane links to cell site automatically ciphered – no need for additional mechanism to cipher the link to the cell site; but signalling messages between RAN and CN still need to be ciphered
· Location of MDC has no impact on ciphering “architecture”

· Easier support of bi-casting from CN

Both options will require transfer of keys to the cell site.

Conclusion and proposal

From the discussion above, we feel that the two choices are quite balanced.  Since simplification due to fact that the ciphering context for the user plane stays unchanged for every cell change, perhaps the CN option has an edge.  
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