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1. Introduction

When discussing the RAN-CN architecture it is important to understand the requirements certain functions put on the architecture. In this paper we address three such functions, ciphering, integrity protection and header compression. Today, ciphering is performed by RLC (non-transparent mode) and MAC (transparent mode RLC), integrity protection is performed on RRC messages and header compression is performed by PDCP. The focus in the paper is around the functions as such and don’t necessarily connect them to a certain protocol layer.

This contribution is aimed at the rows “Ciphering”, “Integrity Protection” and “Header Compression” in the table in [SRJ-050126] at the Montreal meeting.

In this paper it is assumed that in order to maintain or increase the security level of LTE/SAE it is necessary to perform ciphering and integrity protection of access related signaling and end user data. Going for a solution in LTE/SAE that relies on end-user ciphering only (e.g. VPN) or where the access related signaling is not ciphered or integrity protected would be significant step away from the current security architecture of UMTS and is not considered inline with the current requirements for SAE/LTE.

2. Function Allocation

2.1. General

To fully understand the functional division between CN and RAN it is not enough to see the CN and RAN as black boxes. One also needs to understand the internal architecture to some extent, e.g. if the RAN consists of only base stations or if it also contains a more central node where functionality could be located. In this paper we have assumed three possible locations for the ciphering and header compression functions, see Figure 1. They could be located either in the base station or in a more central RAN node or in a CN node.
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Figure 1. Possible locations of ciphering and header compression functions.

2.2. Ciphering and Integrity Protection

2.2.1 General

As input to the ciphering algorithm several parameters are required and one of them is a sequence number. Therefore it is suitable to terminate the ciphering function in the same node where such are available, e.g. the same node that terminates retransmission functionality. Integrity protection of signaling messages needs to be performed on the lowest level where could be a possibility for a “false base station” to try to steer the terminal to a network with lower security or where a “false terminal” could try to cause interruption to another users flow. Since the RAN will most likely both handle mobility within the access and also trigger handover to other accesses it is necessary to use integrity protection to protect RAN signaling.

2.2.2 Locating ciphering and integrity protection function in Base Station

If ciphering is performed in the base station it will be possible to link the ciphering machine with the retransmission protocols (i.e. use same sequence number) regardless where the re-transmission protocol is located. However, performing ciphering in the base station leads to a number of serious problems. 

First, it opens up the Iub for attacks, which:

· allow for eavesdropping on Iub, where messages and crypto keys (IK, CK) are sent in clear, 

· and impersonation of RBS, false base station attack, i.e. attach a fake base station to the network, is possible and will not be detected by the CN and MS.

One possible way to avoid these issues is to introduce a secure tunnel between the base station and the node higher up in the network hiearchy. However, this leads to increased security management complexity and cost, since management of tunnel keys and secure provisioning and updates of keys will be required. In addition, this solution will degrade the RBS performance since both decryption/encryption of radio interface and decryption/encryption of Iub interface will be required. There will always be a risk of exposure of sensitive data, e,g, like ciphering keys and UE identities, in the base station. To make the base station completely tamper resistant will be very expensive both in development as well as deployment wise.

Second, it increases the inter-RBS complexity since security context needs to be synchronized and transferred between different base stations when the UE is moving in the network, which may lead to increased delay, and the transfer needs to be secure, which requires substantial additional security management.

Finally it violates the 3G security principles (see 33.120, paragraph 4.2). Using RBS as a security termination endpoint is a known and explicitly considered problem. One of the main changes between the 3G and 2G security architecture was the move of the ciphering from the RBS to a more centrally located node, it also stated in 3GPP TS 22.258 that 3GPP evolution should support equal or better security than 3GPP Rel-6.

2.2.3 Locating ciphering function in a Central RAN node

Today ciphering is performed in the RNC and by that all of the problems mentioned above with locating the ciphering function in the node B goes away. A similar solution for LTE in a central RAN node would have the same advantages and if one also terminates e.g. a retransmission protocol in the central RAN node, no extra overhead is required due to ciphering.

2.2.4 Locating ciphering in a CN node

Terminating ciphering in a CN node also eliminates the issues occurring from terminating ciphering in the node B. However, a clear drawback with this approach is than an additional sequence number for ciphering and other user plane functions needs to be introduced in the CN. This will lead to additional overhead since it is unlikely that that sequence number would be the same as the sequence number used for ARQ over the radio. Another issue is that there would still be a need to support ciphering and integrity protection of RAN signaling in order to keep the current UMTS security level, and in this case this would mean that ciphering needs to be performed both in the RAN and CN. Having the ciphering machine in the CN also implies additional signaling between UE and CN in order to initialize the ciphering machine, which might cause extra delays. 

2.3. Header Compression

2.3.1 Locating header compression function in Base Station

Placing header compression in the base station will give gains over the radio interface only. This can be a serious drawback as the Iub interface might in many scenarios be the interface that most limit the performance. In addition a solution with header compression in the Node B will have to handle mobility between cells and either relocate the header compression context or restart header compression at cell change.

It can of course be claimed that separate header compression can be used on the packets transmitted on the Iub interface. Such a solution suffers however from that the Node B in that case will need to do decompression/compression, with decreased performance and added complexity as a result.

2.3.2 Locating header compression in a Central RAN node

Locating header compression in a central node (like the RNC in Rel6) allows for gains not only over the radio but also over the Iub interface. 

Figure 2 shows a comparison of the Iub overhead between placing header compression in base station and a central RAN node for voice over IP services. . As can be seen from the figure significant gains can be achieved by applying header compression in a central node.
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Figure 2. Iub overhead comparison for VoIP between placing header compression in base station and a central RAN node.

2.3.3 Locating header compression in a CN node

Moving header compression further up in the network to the CN would lead to similar gains on the interface between the CN and RAN as on the Iub. Normally this interface is not the same scarce resource as the Iub and the gain is not of the same importance. So it is questioned if the benefits are large enough in this solution to overcome the impacts of moving the header compression to the CN from the RAN.

3. Conclusion

Terminating ciphering and integrity protection in the base station has some clear drawbacks and should be avoided. Terminating it in the a central RAN node leads to less overhead compared to terminating it in the CN and is therefore preferred. 

To benefit from header compression over the Iub, which in many cases is the limiting interface, it should be terminated in a central RAN node.

4. Proposal

Text proposal to table in [SRJ-050126]:

	Function
	RAN
	CN
	Comment

	Integrity Protection
	X
	
	Based on that integrity protection is performed in a central RAN node.

	Ciphering
	X
	
	Ciphering should not be performed in the Node B.

	Header Compression
	X
	
	Based on that header compression is performed in a central RAN node.
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