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1. Introduction 
The last SA2/RAN2/RAN3 meeting included discussions on the location of ciphering functionality.  Here we provide additional material.
2. 7.x Ciphering and fast handover

7.x.1 Description of Ciphering and Fast Handover Issue

The location of ciphering can have an impact on the ability to support fast handover. Centralized ciphering avoids the requirement to transfer or re-establish security contexts as a user moves but does not address the requirement to protect radio related messages. 
At a minimum SAE/LTE needs to integrity protect radio related messages. Furthermore, the visibility of clear text radio messages may facilitate other attacks. 

In order to avoid duplication of security architectures in the RAN and in the CN, it is proposed to perform per-user ciphering in the Radio Access Network and use security based on aggregated  flows between network elements where necessary.

The distribution of the ciphering functionality further allows the system to scale since, for always on ciphering contexts, it is the control traffic which actually leads to scaling limitations rather than the computational requirements of the ciphering functions.

Re-establishing the security context can either be achieved using a re-keying procedure, e.g.,  involving the UICC, or by transferring information which allows a security context to be automatically established. Since a UE based re-keying procedure will likely involve multiple round trips and a possible communication with the UICC, it is not considered further here due to the incremental latency added to any handover procedure.

For security context transfer to occur requires standardization of the security mechanisms across heterogeneous systems and across trust boundaries. In particular, if ciphering is performed in the access network, then in one implementation of context transfer, the support of low latency handovers will require the support of a security context transfer between access networks using different technology and operated by different entities. 
7.x.2 Solution for ciphering and fast handoff in a heterogeneous environment
The proposed solution for ciphering with fast handoff uses concepts derived from the architectural baseline with the definition of a context transfer protocol between the RAN nodes to allow ciphering related information to be transferred between RAN Nodes.

It is TBD whether the requirement to support different access technologies will require a change to the keying definition, e.g., introduce a keying hierarchy defining access agnostic keying material which can then be used to derive access specific keys depending on the capabilities of the cipher suite(s) supported by a particular access network.

Handover request messages are integrity protected and contain an identification of the old RAN node, user identification which is significant to the old RAN node and a re-keying number to protect against replay attacks. The new RAN node will request a transfer of the user’s keying material from the old RAN node and includes the handover request message for integrity checking. If the integrity checks in the old RAN node fails (e.g., message integrity fails, user is unknown or the sequence number is not incremented correctly), the request is rejected, else the ciphering related material is returned to the new RAN node which enables the ciphering to be re-established.

It is TBD whether the re-keying is required at handover, in which case the UE will include a nonceUE in the handover request and the New RAN node will include a nonceRAN in the successful response, enabling new keys to be derived from the old ones recovered from the old RAN node.

7.x.3 Impact on the baseline CN architecture

The solution is aligned with the current context transfer procedures in the beaseline CN architecture
7.x.3 Impact on the baseline RAN architecture

The solution will require interworking to a baseline RAN nodes, e.g., through a legacy SGSN element.

7.x.4 Impact on terminals used in the existing architecture
The solution is aligned with existing terminal functionality.

3 Proposal

It is proposed to include the above text in section 7 of the TR.
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