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1
Impacts 
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
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	No
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	Don't know
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_UP_IP_Sec
	SA3
	820006
	Study on User Plane Integrity Protection


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	880009
	UPIP_SEC
	Not dependent - UPIP solutions for other options (option 2)

	890012
	eUPIP_SEC
	Not dependent - UPIP solutions for other options (Options 4,5 and 7)


3
Justification

Several security attacks on 4G systems exist that are possible due the lack of User Plane Integrity Protection in LTE.

TR 33.853 identifies the relevant key issues, proposes many solutions that are suitable for LTE and concludes on the best way forward to mitigate these attacks through the implementation of UPIP for LTE.

This WID implements normative changes that adds UPIP for LTE.  
4
Objective

This WID delivers the normative changes as detailed in section 7.2 of TR 33.853 namely:
For Key Issue #1 (UP integrity activation in EPS) and Key Issue #2 (Secure negotiation of integrity protection support in EPS), the following changes are required:

· Support of UP IP shall be provided at PDCP layer in the UE and the eNB.  SA3 will involve RAN2 and RAN3 in the decision regarding which PDCP type to use in order to support UP IP 

· A solution with a local RAN policy configuration for UP IP, to be used when connected to a legacy core network, shall be supported.
·  The solution with local RAN policy configuration for UP IP, shall be enhanced with the option of a Core Network/RAN solution for UP IP policy handling. SA3 will involve SA2 and RAN3 in the development of the Core Network/RAN solution for UP IP policy handling, by taking feedback into consideration.

5
Expected Output and Time scale

	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	33.401
	Addition of UPIP requirements
	SA#92
	

	33.501
	Potential CRs to TS 33.501 to support interworking between 5GS and EPS
	SA#92
	


6
Work item Rapporteur(s)
Evans, Tim, Vodafone, tim.evans1@vodafone.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
 SA2, CT1, CT4, RAN2 and RAN3will need to update their specifications to implement these changes
9
Supporting Individual Members
	Supporting IM name

	Vodafone

	Telecom Italia

	Qualcomm

	Ericsson

	FutureWei

	Apple




