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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Normative updates of User Plane Integrity Protection for Release 16
Acronym: UPIP_SEC
Unique identifier: 
 880009
Potential target Release: Release 16. 
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2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	x
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_UP_IP_Sec
	SA3
	820006
	Study on User Plane Integrity Protection


2.3
Other related Work Items and dependencies
none
3
Justification

As a result of the ongoing work on TR 33.853 Study on User Plane Integrity Protection, and as a result of the liaisons from GSMA on User Plan Integrity Protection, SA3 has agreed changes to TS 33.501 and TS 33.401 at Rel.16.  This work item enables these changes to be presented to SA Plenary.
4
Objective

To update TS 33.501 (5G security) to add informative Annex describing how DNS and ICMP may be protected against Integrity attacks and in TS 33 401 (LTE security) to add a reference to the informative Annex in TS 33.501.
Additionally to update TS33.501 to clarify that UPIP is required at the full rate supported by the UE.
5
Expected Output and Time scale
	Impacted existing TS/TR 

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	CR to add informative Annex describing how DNS and ICMP may be protected against Integrity attacks.
CR to clarify that UPIP is required at the full rate supported by the UE.
	SA#88e
	CR is available in this meeting

	TS 33.401
	CR to add informative Annex describing how DNS and ICMP may be protected against Integrity attacks by referring to the informative Annex in TS 33.501.
	SA#88e
	CR is available in this meeting


6
Work item Rapporteur(s)
Tim Evans, Vodafone Group, tim.evans1@vodafone.com
7
Work item leadership

SA3
8
Aspects that involve other WGs
none
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	Supporting IM name

	Vodafone

	Deutsche Telekom

	Telecom Italia
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	Spreadtrum

	Orange

	Cable Labs
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	Apple

	CMCC

	BT plc
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	HiSilicon




