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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Application enablement aspects for subscriber-aware northbound API access (SNAAPP) security

Acronym: SNAAPPY 

Unique identifier: 990048
Potential target Release: Rel-18 

1
Impacts 
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2
Classification of the Work Item and linked work items

2.1
Primary classification

This work item is a … 
	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	FS_SNAAPPY
	Study on SNAAPP securitY
	960028
	SA3 study item on SNAAPP security aspects


2.3
Other related Work Items and dependencies

	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	890024
	Subscriber-aware Northbound API access
	Stage 1 requirements

	960012
	Application enablement aspects for subscriber-aware northbound API access 
	SA6 stage 2 normative work

	960028
	Study on SNAAPP securitY
	SA3 study item on SNAAPP security aspects

	930006
	Security aspects on User Consent for 3GPP services
	SA3 work item on user consent security aspects


3
Justification

SA1 has developed Rel-18 Stage 1 requirements for subscriber-aware northbound API access (SNA) in TS 22.261, clause 6.10.2. Subsequently, a detailed Stage 2 study (FS_ SNAAPP) has been conducted in TR 23.700-95. The study has identified the key issues and solutions to support the subscriber-aware northbound API access (SNA), which enables the CAPIF framework to support northbound API invocations that require authorization from the resource owner. 

SA6 started stage 2 normative work for TS 23.222; TS 23.434.  This work item will provide security for the enhancements specified in SNAAPP and will support normative work in SA6, CT1, and CT3.
4
Objective

Based on SA1 requirements for SNA (TS 22.261 clause 6.10.2), SA6 normative work, and the SA3 study TR 33.884, the SA3 objectives of this work item include the following:

This WID for enhancing CAPIF regarding resource owner awareness. Existing mechanisms without resource owner awareness are still available. There are two main use cases to consider
Use case A: AF outside of UE is API invoker 

Use case B: API invoker residing on UE accessing its own resources
-
For mutual authentication of API invoker AF and API exposing function in use case A, TS 33.122  is reused.

-
For authorization, the OAuth2.0 Framework is one option. The API invoker has the role of the OAuth client.

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.122
	Necessary enhancements to CAPIF
	SA#101 (Sep 2023)
	


6
Work item Rapporteur(s)

Zugenmaier, Alf, NTT DOCOMO, zugenmai@hm.edu
7
Work item leadership

SA3
8
Aspects that involve other WGs

SA6 for stage 2, CT1, CT3 for stage 3. 
9
Supporting Individual Members
	Supporting IM name

	NTT DOCOMO

	Ericsson

	Xiaomi

	Nokia

	Nokia Shanghai Bell

	Lenovo

	Samsung

	Huawei

	Qualcomm

	

	


