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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
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1	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
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2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
	
	Study 

	
	Normative – Stage 1

	X
	Normative – Stage 2

	
	Normative – Stage 3

	
	Normative – Other*


* Other = e.g. testing

2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A 
	N/A 
	N/A 
	N/A 



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	890010

	Study on security aspects of the 5GMSG Service (St1 in Rel16)
	Study on security aspects of MSGin5G in Rel-17

	930005
		
	  Security aspects of the 5GMSG Service



	Normative work of security aspects of MSGin5G in Rel-17

	890026
	  Application Architecture for MSGin5G Service
	SA6’s feature of MSGin5G in Rel-17

	950026
	Message Service within the 5G system (MSGin5G) Phase 2
	SA6’s feature of MSGin5G in Rel-18



Dependency on non-3GPP (draft) specification:
3	Justification
SA6 is specifying the application architecture for MSGin5G Service in 3GPP TS 23.554 for release 18. SA6 has sent SA3 an LS on Security Requirements for the MSGin5G Service (S3-222466/S6-222343), asking SA3 to specify the following security aspects for MSGin5G Service for Rel-18:
· the reference point MSGin5G-7 (see figure 5.2-1 in TS 23.554), 
· the interconnection between two MSGin5G servers (see clause 8.7.5 in TS 23.554), and
· the constrained UE and Gateway/Proxy UE (see clause 8.11 in TS 23.554)
The above mentioned requirements could be fulfilled using the same/existing mechanisms that SA3 specified for Rel-17 MSGin5G Service. 
For example, the reference point MSGin5G-7 which is between the Broadcast Message Gateway and the MSGin5G Server could be protected by TLS as other reference points (MSGin5G-2, MSGin5G-4) which have been specified in Rel-17. 
Regarding the interconnection between two MSGin5G Servers, since MSGin5G Servers are deemed as AF/NFs, thus the existing security mechanisms specified in TS 33.501 clause 13 could be re-used. 
As for the security aspects of the constrained UE and the Gateway/Proxy UE, same mechanism specified in Rel-17 could be utilized, i.e., the Gateway UE/Proxy UE can delegate the constrained UE to perform AKMA so that to achieve the authentication and authorization, as well as the security protection between the Gateway UE/Proxy UE.

Based on the above analysis, SA3 has replied to SA6 (in S3-222525) to promise specifying the security aspects for the MSGin5G Service for Rel-18. Thus it’s proposed to establish this work item.
4	Objective
[bookmark: OLE_LINK68]The objective is to specify the following aspects regarding to the MSGin5G Service in Rel-18, as requested by SA6 per S3-222466/S6-222343:
· the security protection of the reference point MSGin5G-7, 
· the security aspects of the interconnection between two MSGin5G servers, 
· the authentication and authorization as well as the security protection between the Gateway/Proxy UE and the MSGin5G Server.
5	Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	

	
	
	
	
	
	




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 33.501
	Revise Annex Y with Rel-18 updates
	TSG#99
	



6	Work item Rapporteur(s)
Huang Xiaoting, China Mobile, huangxiaoting@chinamobile.com

7	Work item leadership
SA3

8	Aspects that involve other WGs
Potential impact to the CT-WGs on the stage-3 work

9	Supporting Individual Members 
	Supporting IM name

	China Mobile

	Huawei

	Hisilicon

	ZTE

	Samsung

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	




