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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Study on security enhancements for 5G multicast-broadcast services Phase 2
Acronym: FS_5MBS_SEC_Ph2 
Unique identifier: 
 960041
Potential target Release: {Rel-18}. 

1
Impacts { For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study.}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	X
	X
	X
	

	No
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2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …  
	
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item


2.2
Parent Work Item 
{Not applicable for a Study Item}
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	880006
	Study on Security Aspects of Enhancements for 5G Multicast-Broadcast Services
	Study item for security enhancement for 5MBS in Rel-17

	920023
	Security Aspects of Enhancements for 5G Multicast-Broadcast Services
	Work item for security enhancement for 5MBS in Rel-17

	900009
	Architectural enhancements for 5G multicast-broadcast services
	Work item for architectural enhancement for 5MBS in Rel-17

	860048
	Work Item on NR Multicast and Broadcast Services
	Work item for enhancement for 5MBS in Rel-17 of RAN group

	940067
	Study on architectural enhancements for 5G multicast-broadcast services Phase 2
	Study item for architectural enhancement for 5MBS Phase 2 in Rel-18

	
	Enhancements of NR Multicast and Broadcast Services
	Work item for enhancement for 5MBS in Rel-18 of RAN group


3
Justification

In order to provide resource-efficient delivery of multicast/broadcast services, general MBS services over 5GS have been defined in R17. Aspects such as mobility, session management and QoS are supported. UE receives Multicast MBS Session data in RRC connected state. In R18, SA2 and RAN groups have agreed a SID and a WID on enhanced support to multicast-broadcast services. The SA2 study documented in 3GPP TR 23.700-47 has progressed very well. 
Examples of issues currently being studied include enabling UEs to receive Multicast MBS Session data in RRC Inactive state, which would be beneficial for power efficiency and serving large number of UEs. Furthermore, the efficiency of resource utilization for the same broadcast content to be provided to 5G MOCN network sharing scenarios is currently being studied. In fact, the solutions in this topic are expected to enable simultaneous reception of MBS session data for a higher number of UEs in a cell than operating in RRC connected state, allowing them to participate in public safety group calls using MBS-based service.
All these aspects must be evaluated from a security point of view to identify and mitigate any potential threats to the 5G System. For example, supporting UE receiving Multicast MBS Session data in RRC Inactive might require enhancements to the key management mechanisms and hence needs further study. In addition, the impact to efficient resource utilization needs analysis if security are active for the same content to be provided to 5G MOCN network sharing scenarios. 
4 Objective

The objectives of this study are to identify key issues, potential security and privacy requirements and solutions with respect to Rel-18 enhancement for 5G multicast-broadcast services. Specifically:
· Study the security enhancement enabling UE's receiving Multicast MBS Session data in RRC Inactive state. Analysis whether existing security mechanisms for UE in RRC connected state can be reused or new security enhancement are needed.
NOTE 1: the security work for UE in RRC Inactive state requires collaboration with RAN WGs.
· Study the security impact and potential enhancement if supporting feasible and efficient resource utilization for the same broadcast content to be provided to 5G MOCN network sharing scenarios.
· Other security issues if identified in the enhancements made by other WGs in Rel-18.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	33.8xy
	Study on security enhancements for 5G multicast-broadcast services Phase 2
	TSG#98 (Dec 2022)
	TSG#99 (Mar 2023)
	Longhua Guo, Huawei, guolonghua@huawei.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	


6
Work item Rapporteur(s)
Longhua Guo, Huawei Technologies, guolonghua@huawei.com
7
Work item leadership

SA3
8
Aspects that involve other WGs

RAN 2/3 for the RAN architectural aspects, SA2 for system architecture, SA4 for service layer, and SA6 for public safety. 
9
Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	CBN

	LGE

	Apple

	CMCC

	Xiaomi

	CATT

	Nokia

	Nokia Shanghai Bell

	ZTE

	Ericsson

	Philips

	

	

	

	

	

	

	

	

	


