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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title:
Subscriber-aware Northbound API access
Acronym: SNA
Unique identifier: 890024
Potential target Release: Rel-18
Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
1
Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	X
	
	
	


2
Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a …

	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	


3
Justification

Requirements specified in TS 22.261, clause 6.10 have inherited a requirement from TS 22.101, clause 29.1, "The operator shall be able to provide to a 3rd party service provider secure and chargeable access to the exposed services/capabilities i.e. to authenticate, authorize and charge the 3rd party entities." This is applicable to the MTC-related APIs that were the main focus of the initial work and to other APIs that are associated with UEs that do not have an individual 5GS subscriber directly behind them.

However, this requirement appears not fully suitable to APIs whose invocation impacts or relates to an individual 5GS subscriber's service experience. In this case, API access should be checked with the granularity of the individual 5GS subscriber invoking the API from behind a 3rd party entity. 
More importantly, properly specifying the authentication and authorization of such an individual 5GS subscriber will invite more developers to freely develop applications that utilize those APIs. MNO can allow the API access of an 3rd party entity by taking into account the 5GS subscriber-based check. Considering this direction further, possibility of utilizing those APIs can be open directly to the 5GS subscriber.
Thus application segments focused on a niche market, e.g. related to entertainment, hobby, will emerge. MNOs need to be cautious of securing its 5GS subscribers' privacy.
There is need to review the relation of PLMN and a 3rd party entity, having UE also in the picture, for APIs whose invocation impacts or relates to an individual 5GS subscriber's service experience, in particular in the context of the 5GS subscriber-aware northbound API access.
4
Objective

The objective of this work is to specify requirements on Subscriber-aware Northbound API access, in particular for the following aspects.
-
Authentication and authorization of the third-party and the UE,
-
Authentication and authorization of the UE,
-
UE's privacy (e.g. MSISDN, location, presence) protection against the third-party, and
-
Information provisioning to find APIs.
5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	
	
	
	
	
	


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	22.261
	Addition of requirements on Subscriber-aware Northbound API access
	TSG#89
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Work item Rapporteur(s)
Minokuchi, Atsushi, NTT DOCOMO, minokuchi at nttdocomo dot com
7
Work item leadership

SA1
8
Aspects that involve other WGs
None
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Supporting Individual Members
	Supporting IM name

	NTT DOCOMO

	KPN

	Samsung

	Convida

	KDDI

	LG Electronics

	Huawei

	Intel

	Deutsche Telekom


