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1
3GPP Work Area 

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items

2.0
Primary classification 

This work item is a … 

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	FS_SSO_APS 


	Study on Single Sign On (SSO) Application Security for IMS - based on SIP Digest
	FS_SSO_APS analysis and use cases could be selectively (re)considered in this study, as well use cases and requirements identified by SA1 could be provided as input to support the SA3 study


	GBA-IdM
	Extended Identity Management

3GPP TR 33.924: “Identity management and 3GPP security interworking;

Identity management and Generic Authentication Architecture (GAA) interworking”
	TR 33.924 requirements and use cases could be selectively (re)considered in this study

	LIBSEC
	3GPP TR 33.980: "Interworking of Liberty Alliance Identity Federation Framework (ID-FF), Identity Web Service Framework (ID-WSF) and the Generic Authentication Architecture (GAA)".
	TR 33.980 requirements and use cases could be selectively (re)considered in this study-


Go to §3.

2.2
Feature

	Related Study Item or Feature (if any) 

	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TR

	
	
	


This work item is … 

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) 

	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify:  

Go to §3.

2.3.3

Stage 3

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TR

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TR

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify:  

Go to §3.

2.3.4

Test spec 

	Related Work Item(s)

	Unique ID
	Title
	TR

	
	
	


Go to §3.

2.3.5

Other 

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task 

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3 Justification 

This Study Item aims to investigate interworking of the operator-centric identity management with the user-centric Web services provided outside of an operator’s domain. Specifically, it addresses integration of SSO and the 3GPP services, which is essential for operators to leverage their assets and their customers’ trust, while introducing new identity services. Such integration will allow operators to become SSO providers by re-using the existing authentication mechanisms in which an end-user’s device effectively authenticates the end user. 
For the operator to become the preferred SSO Identity Provider, might require integration of the operator core with existing application service / content providers to allow the usage of credentials on the UE, for SSO services. The 3GPP operator may leverage its trust framework and its reliable and robust secure credential handling infra-structure to provide SSO service based on operator-controlled credentials. Such SSO integration has to work  for various operator authentication configurations.

4 Objective 

The objective of this Study Item is to investigate a comprehensive set of use cases and service requirements for the integration of SSO frameworks with 3GPP network for various operator authentication configurations.
This Study Item covers the following:
· Service and deployment scenarios for 3GPP operators adopting an integrated approach to SSO, including WEB, person to person and M2M service scenarios
·  Comprehensive set of use cases of integration of different Identity and SSO frameworks (e.g OpenID) for various operator authentication configurations
· Use cases and potential service requirements for Operators sharing controlled user credentials with 3rd party service providers

· Use cases and potential service requirements associated with ensuring that the intended user is making use of the associated SSO capability (including the case when  the UE has been stolen or lost)
5 Service Aspects

The work intends to study services requirements for operator centric SSO interworking with current state of the art identity management systems (e.g. OpenID).

6 Charging Aspects

Since the mobile operator will become a SSO provider, requirements for charging aspects have to be studied.
7 MMI aspects
MMI potential impacts will be to be evaluated.
8 Security Aspects

Since the mobile operator will become a SSO provider, service requirements for security aspects have to be studied. 
9
Impacts 

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	
	
	X
	
	

	Don't know
	X
	
	
	
	X


10
Expected Output and Time scale 

	New specifications 
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 22.8xx 
	Study on Service aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator-controlled resources and mechanisms
	SA1
	
	51
	52
	

	
	
	
	
	
	
	

	Affected existing specifications 
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	


11 Work item rapporteur(s)

Christopher Wallace (InterDigital)
12 Work item leadership

SA1
13

Supporting Individual Members 

	Supporting IM name

	Alcatel-Lucent 

	Alcatel-Lucent Shanghai Bell

	AT&T

	Cisco

	Intel

	InterDigital

	ITRI

	KDDI

	Rogers

	Telecom Italia

	Verizon Wireless

	ZTE

	China Mobile

	NEC
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