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2	Classification of WI and linked work items
2.0	Primary classification
This work item is a …
	
	Study Item (go to 2.1)

	X
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)



2.1	Study Item
	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.2	Feature
	Related Study Item or Feature (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



Go to §3.
2.3	Building Block
	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	



This work item is … 
	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)



2.3.1	Stage 1
	Source of external requirements (if any)

	Organization
	Document
	Remarks

	
	
	



Go to §3.
2.3.2	Stage 2
	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: 
Go to §3.
2.3.3	Stage 3
	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	



	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	



	Other justification

	TS or CR(s) or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: 
Go to §3.
2.3.4	Test spec
	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	



Go to §3.
2.3.5	Other
	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	



Go to §3.
2.4	Work task
	Parent Building Block

	Unique ID
	Title
	TS

	
	
	



3	Justification
In order to access EPC via WLAN, the UE will use authentication procedures based on EAP-AKA or EAP-AKA’ and it will be carried out seamlessly with no input required from the user. With more and more devices supporting WLAN access, various applications (e.g., voice over WLAN (VoWi-Fi)) request WLAN access as the preferred option. However, in some conditions, the authentication procedures may fail, for example, when the UE accesses WLAN deployed by the VPLMN which the UE is not allowed to roam into or the UE is not allowed to use the APN which was requested. In such cases, the UE’s repeated authentication attempts to the same WLAN or the same APN do not solve the problem. Based on the current specification, as the UE cannot know the exact failure cause, Especially, under some circumstances, such as the UE moving into a Wi-Fi deployment area or a large number of UEs arriving to Wi-Fi coverage in metro or railway station, it can result in large and frequent authentication signalling towards operator’s mobile network and unlimited retry behavior after authentication failure. This severely wastes the network resources as well as drains the battery of devices.

4	Objective
The objective of this work item is to improve the performance of the system for effective handling of device’s behavior on authentication procedures, according to existing or new cause value sent by the network. 
The objectives of this work item include:
1. For untrusted WLAN access, extend EAP-AKA, and maybe IKEv2 if necessary protocol to support the authentication failure scenarios defined in 3GPP TS 29.273, such as user unknown, no non3GPP user subscription data, no APN subscription and roaming or RAT type not allowed scenarios.  
2. For trusted WLAN access, extend the EAP-AKA’ and WLCP protocol to support the authentication and authorization failure scenario defined in 3GPP TS 29.273, such as user unknown, no non 3GPP user subscription data, no APN subscription and roaming or RAT type not allowed scenarios.  
3. To specify the device’s behaviour upon receipt of some reject cause values to which the current 3GPP specifications leave “too much freedom” for applications on the device in order to save avoid unnecessary signalling to the network. This freedom may result in, e.g., many or unlimited repeated authentication signalling to the same WLAN after authentication failure. 
Stage 3 changes that require stage 2 changes are out of scope of this work item.
Stage 3 changes that require changes to IETF protocols are out of scope of this work item.

5	Service Aspects
The proposed work will not impact specific services but is anticipated to have positive impact on service delivery.

6	MMI-Aspects
N/A

7	Charging Aspects
N/A

8	Security Aspects
N/A

9	Impacts
	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	X

	Don't know
	
	
	
	
	



10	Expected Output and Time scale
	New specifications  [If Study Item, one TR is anticipated]

	Spec No.
	Title
	1st rsp. WG
	2nd rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary #
	Comments

	
	
	
	
	
	
	

	
	
	
	
	
	
	



	Affected existing specifications  [None in the case of Study Items]

	Spec No.
	CR
	Subject of the CR
	Approved at plenary#
	Comments

	24.302
	
	Enhance authentication to cover the authentication failure scenarios defined in 3GPP TS 29.273; 
Specify the UE behaviour for some reject cause values and to limit the repeated number of attempts;
Enhance the UE behaviour to avoid signalling loops. 
	CT#70 (December 2015)
	CT1 responsibility

	24.244
	
	Enhance WLCP to cover the APN not allowed scenario as defined in 3GPP TS 29.273; 
Specify the UE behaviour for the reject cause value;

	CT#70 (December 2015)
	CT1 responsibility

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



11	Work item rapporteur(s)
Youyang Yu (yuyouyang@huawei.com)

12	Work item leadership
CT1

13	Supporting Individual Members
	Supporting IM name

	Huawei

	HiSilicon

	China Mobile

	China Telecom

	China Unicom

	LG Electronics

	Vodafone

	ZTE Corporation

	ZTE Mobile

	



form change history:
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