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1
Decision/action requested

It is proposed to add the new Key Issue on Support of a UP gateway function on the N9 interface to TR 33.855.
2
References

[1]
3GPP TR 33.855 v1.3.0 "Study on security aspects of the 5G Service Based Architecture (SBA)"
3
Rationale

It is proposed to add a new key issue to TR 33.855 [1] that addresses binding of incoming user plane traffic over N9 to signalling sessions. 
4
Detailed proposal

*** BEGIN CHANGES ***

4.Y.X
Key Issue #X: Support of a UP gateway function on the N9 interface
4.Y.X.1
Issue description

In the 5G system, the roaming interfaces of user plane (N9) and control plane (N32) traffic are separate. In the Rel-15 5G architecture, the SEPP acts as protection function on the control plane (N32) interface. However, in Rel-15 a protection function on the user plane (N9) interface is missing. Aim of this key issue is to study the introduction of a new UP gateway function on the N9 roaming interface for the protection of the user plane. 
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Figure 4.Y.X.1-1 UP gateway function in the roaming 5G System architecture with home routed scenario. For local breakout, the key issue is not applicable as N9 is not a roaming interface.
The new function needs to be able to bind incoming user plane traffic to PDU sessions established, managed and released at the control plane. Hence the new function needs an interface to a control plane function handling PDU sessions. It seems that the SMF, the SEPP or the UPF are natural candidates for the other endpoint of this new interface. Hence another aim of this key issue is to study the introduction of a new interface with the new UP gateway function as one endpoint. 

Solutions to this key issue need to address the following architecture requirements:
Editor's Note: Requirements on the N9 interface need to be captured in a separate clause.
-
The 5G system shall support a UP gateway function for user plane protection on the N9 roaming interface.

Editor's Note: The introduction of a new function in the 5G system needs to be aligned with SA2.

-
The 5G system shall support a new interface with the UP gateway function as one endpoint, which enables exposure of session information to the UP gateway function.

Editor's Note: The introduction of a new interface in the 5G system needs to be aligned with SA2.

-
The new interface shall support the following functionalities:


-
Inform the new UP gateway function with at least the TEID for established GTP-U sessions on N9 
and the IP 
addresses and port numbers of the tunnel endpoints.


-
Inform the new UP gateway function when PDU and GTP-U sessions are released via control plane.


-
Inform the control plane function about events detected on N9.

4.Y.X.2
Threat description

Not applicable
4.Y.X.3
Potential security requirements
Not applicable

*** END CHANGES ***
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