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1
Decision/action requested

It is requested that proposed changes are approved.
2
References

[1]
N/A
3
Rationale

The present pCR proposes a new annex to track architecture and security aspects for signed SI messages.
4
Detailed proposal

*** BEGIN CHANGES ***
Annex X:
Assessment of system, architectural and security impacts of signing SI messages
X.1
Introduction
This annex aims to study and assess the system, architectural, and security impacts of signed SI messages in 5G system. 
It is important that any solution proposing signed SI messages take a holistic view into account and do not only consider one or few individual parts alone. 

Complexity of solutions need to be assessed against the security and privacy benefits they bring.

Impacts and feasibility on various part of the 5G system (including UE, NG RAN, and 5GC) need to be assessed. 

Impacts and feasibility on O&M and key provisioning aspects also need to be assessed. 
X.2
Example architecture
A high-level example architecture could look like Figure X.2-1.

[image: image1.png]UE gNB|

{Prepare and sign SI |

Broadcast the signed S|

SI (with signature)

{ Acquire SI




Figure 6.Y.2-1: A high-level example architecture for signed SI messages
The steps in simplistic terms are described below:

-
The gNB prepares and signs the SI message.

-
The gNB sends the signed SI message.

-
The UE acquires the signed SI message.

-
The UE verifies the signature contained in the acquired SI message.

X.3
Aspects that need to be addressed

X.3.1a
UE Aspects
X.3.1b
UE actions upon detection of invalid signature
Editor's Note: TBD to explain -- in absence of proper recovery action on UE side, benefits of having signed SI messages could be questionable. 

X.3.2
Threats that are mitigated by signed SI messages

Editor's Note: Explanation is TBD.
X.3.3
Threats that are not mitigated by signed Si messages

Editor's Note: Explanation is TBD.
X.3.4
Provisioning of keys
Editor's Note: TBD to explain -- distribution and storage of public/private keys.
X.3.5
RAN aspects 
Editor's Note: Explanation is TBD.
X.3.5
VPLMN aspects 
Editor's Note: TBD to explain -- functionalities/responsibilities at VPLMN. 
X.3.6
HPLMN aspects 
Editor's Note: TBD to explain -- functionalities/responsibilities at HPLMN. 

X.3.7
Network sharing aspects
Editor's Note: TBD to explain -- aspects related to network sharing.
X.3.8
Roaming aspects
Editor's Note: TBD to explain -- aspects related to network sharing.
X.3.9
Regulatory aspects 
Editor's Note: TBD to explain -- any regulatory requirements. 
X.3.10
Signature schemes

There could one or more signature schemes like:

-
Scheme A (null-scheme)
-
It means that there is no signature.

Editor's Note: Further explanations are TBD.
X.3.11
Signature length
Editor's Note: Explanation is TBD.
X.3.12
Resistance against Quantum Computing

Editor's Note: Explanation is TBD
*** END OF CHANGES ***

