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*************** Start of the 1st Change ****************

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Specification set".

[3]
IETF RFC 3871: "Operational Security Requirements for Large Internet Service Provider (ISP) IP Network Infrastructure".
[4]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".

[5]
3GPP TS 33.501: “Security architecture and procedures for 5G system”.
[6]
3GPP TS 29.501: “Principles and Guidelines for Services Definition”.

[7]
IETF RFC 6749: "OAuth2.0 Authorization Framework".

*************** Start of the 2nd Change ****************

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

API

Application Programming Interface

CIS
Center for Internet Security
JSON
Java Script Object Notation

NF
Network Function

SBI



Service Based Interfaces
URI



Uniform Resource Identifier

WAS



Web Application Security

*************** Start of the 3rd Change ****************

4.2.2
Security functional requirements deriving from 3GPP specifications and related test cases

4.2.2.1
Security functional requirements derived from 3GPP specifications – general SBA/SBI aspects
4.2.2.1.1
Introduction
The purpose of the sub-clauses in 4.2.2.1 is to identify and describe the general baseline requirements from SBA security architecture and the corresponding test cases. The general baseline requirements are applicable to all Network Function (NF) within the 5G Core (5GC) utilizing Service-Based Interfaces (SBI), independent of a specific network product class. 
4.2.2.1.2
Protection at the transport layer
Requirement Name: Protection at the transport layer
Requirement Description:

"NF Service Request and Response procedure shall support mutual authentication between NF consumer and NF producer" as specified in TS 33.501 [5], clause 5.9.2.1;

"All network functions shall support TLS. Network functions shall support both server-side and client-side certificates.

The TLS profile shall follow the profile given in Annex E of TS 33.310 with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540. " 

as specified in TS 33.501 [5], clause 13.1.

"Authentication between network functions within one PLMN shall use one of the following methods:

-
If the PLMN uses protection at the transport layer as described in clause 13.1, authentication provided by the transport layer protection solution shall be used for authentication between NFs." 
as specified in TS 33.501 [5], clause 13.3.2.

Security Objective references: tba

Editor’s Note: Security objective and threat need to be added with reference to TR 33.926

Test case: 
Test Name: TC_PROTECT_TRANSPORT_LAYER
Purpose:

Verify that TLS protocol for NF mutual authentication and NF transport layer protection is implemented in the network products based on the profile required.

Procedure and execution steps:

Pre-Conditions:

Network product documentation containing information about supported TLS protocol and certificates is provided by the vendor.
A peer implementing the TLS protocol configured by the vendor shall be available.

The tester shall base the tests on the profile defined by 3GPP in Annex E of TS 33.310 with the restriction that it shall be compliant with the profile given by HTTP/2 as defined in RFC 7540.

Execution Steps 
1.
The tester shall check that compliance with the TLS profile can be inferred from detailed provisions in the network product documentation.

2.
The tester shall establish a secure connection between the network product under test and the peer and verify that all TLS protocol versions and combinations of cryptographic algorithms that are mandated by the TLS profile are supported by the network product under test.

3.
The tester shall try to establish a secure connection between the network product under test and the peer and verify that this is not possible when the peer only offers a feature, including protocol version and combination of cryptographic algorithms, that is forbidden by the TLS profile. 

Expected Results:

·   The network product under test and the peer establish TLS if the TLS profiles used by the peer are compliant with the profile requirements in TS 33.310 Annex E and RFC 7540. 
· - 
The network product under test and the peer fail to establish TLS if the TLS profiles used by the peer are forbidden in TS 33.310 Annex E or RFC 7540.
Expected format of evidence:

Provide evidence of the check of the product documentation in plain text. Save the logs and the communication flow in a .pcap file.
4.2.2.1.3
Authorization of NF service access

4.2.2.1.3.1 
Authorization token verification failure handling wthin one PLMN
Requirement Name: Authorization token verification failure handling wthin one PLMN
Requirement Reference: TBA 

Requirement Description: 

"13.4.1.1
Service access authorization within the PLMN

2. The NF Service producer shall verify the access token as follows:

 -
The NF Service producer ensures the integrity of the access token by verifying the signature using NRF’s public key or checking the MAC value using the shared secret. If integrity check is successful, the NF Service producer shall verify the claims in the access token as follows:

NOTE: Void.

-
It checks that the audience claim in the access token matches its own identity or the type of NF service producer.

-
If scope is present, it checks that the scope matches the requested service operation.

-
It checks that the access token has not expired by verifying the expiration time in the access token against the current data/time.

3.
If the verification is successful, the NF Service producer shall execute the requested service and responds back to the NF Service consumer. Otherwise it shall reply based on Oauth 2.0 error response defined in RFC 6749 [43]." 
as specified in TS 33.501 [5], clause 13.4.1.1.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_ONE_PLMN
Purpose:

Verify that the NF service producer does not grant service access if the verification of authorization token from a NF service consumer in the same PLMN fails.
Procedure and execution steps:

Pre-Conditions:
-
Test environment with a NF service consumer.
-
The NF service consumer may be simulated.
-
The network product under test has already mutually authenticated with the NF service consumer.

-
The tester shall have access to the interface between the NF service consumer and the network product under test.
-
The tester has the NRF’s private key or the shared key.

-
The network product under test is preconfigured with the NRF’s public key or the shared key.
Execution Steps

The network product under test receives the access token sent from the NF service consumer, verifies the access token based on Oauth 2.0.

Test Case 1: Verification failure of the access token integrity
1) The tester computes an access token correctly, except that the signature or the MAC is incorrect, e.g., the signature or the MAC is randomly selected, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.

2) The integrity verification of the access token by the network product under test fails.
Test Case 2: Incorrect audience claim in the access token

1) The tester computes an access token correctly, except that the audience claim is incorrect, i.e., the audience claim in the access token does not match the identity or the type of the network product under test, and then includes the access token in the NF Service Request sent from NF service consumer to the network product under test.

2) The network product under test verifies that the audience claim in the access token does not match its identity or type. 

Test Case 3: PLMN ID in the audience claim of the access token

1) The test computes an access token correctly, except that an arbitary PLMN ID is appended to the type of the network product under test in the audience claim, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.

2) The network product under test verifies that the access token is not a token to be used within the same PLMN by the NF service consumer, based on the appended PLMN ID in the audience claim of the access token.

Test Case 4: Incorrect scope claim in the access token

1) The tester computes an access token correctly, except that the scope is incorrect, i.e., the scope does not match the requested service operation, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.

2) The network product under test verifies that the integrity verification of the access token and audience claim verification are correct. However, the scope does not match the requested service operation. 

Test Case 5: Expired access token

1) The tester computes an access token correctly, except that the expiration time has expired against the current data/time, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test.

2) The network product under test verifies that the expiration time in the access token has expired against the current data/time.
Expected Results:

For test cases 1~5, the network product under test rejects the NF service consumer’s service request based on Oauth 2.0 error response defined in RFC 6749 [7].

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
4.2.2.1.3.2 
Authorization token verification failure handling in different PLMNs
Requirement Name: Authorization token verification failure handling in different PLMNs
Requirement Reference: TBA 

Requirement Description: 

"The NF service producer shall check that the home PLMN ID of audience claim in the access token matches its own PLMN identity." 
as specified in TS 33.501 [5], clause 13.4.1.2.
Threat References: TBA

Security Objective References: TBA

Test Case: 
Test Name: TC_AUTHORIZATION_TOKEN_VERIFICATION_FAILURE_DIFF_PLMN
Purpose:

Verify that the NF service producer does not grant service access if the verification of authorization token from a NF service consumer in a different PLMN fails.
Procedure and execution steps:

Pre-Conditions:
· Test environment with a NF service consumer and two SEPPs (one cSEPP, one pSEPP).
· The NF service consumer and SEPPs may be simulated.

· The network product under test has already mutually authenticated with the NF service consumer in a different PLMN via the SEPPs.

· The tester has the NRF’s private key or the shared key.

· The network product under test is preconfigured with the NRF’s public key or the shared key.
· The tester shall have access to the interfaces of the NF service consumer and the network product under test.
Execution Steps 
The network product under test receives the access token sent from the NF service consumer, verifies the access token in accordance with the execuation steps in 4.2.2.1.3.1, with the following additional test cases:
Test Case 1: incorrect PLMN ID in the access token

1) The test computes an access token correctly, except that the PLMN ID  in the audience claim of the access token is different from the home PLMN ID of the network product under test, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test through the SEPPs.

2) The network product under test receives the access token sent from the NF service consumer through the SEPPs, verifies that the PLMN ID in the audience claim of the access token is different from its own home PLMN identity.

Test Case 2: absent PLMN ID in the access token

1) The test computes an access token correctly, except that no PLMN ID is appended in the audience claim of the access token, and then includes the access token in the NF Service Request sent from the NF service consumer to the network product under test through the SEPPs.
2) The network product under test receives the access token sent from the NF service consumer through the SEPPs, verifies that the access token is not a token to be used by the NF service consumer in a different PLMN, based on the absence of PLMN ID in the access token.
Expected Results:

For both test cases 1 and 2, the network product under test rejects the NF service consumer’s service request based on Oauth 2.0 error response defined in RFC 6749 [7].

Expected format of evidence:

Evidence suitable for the interface, e.g., Screenshot containing the operational results.
*************** Start of the 4th Change ****************

4.3
Security requirements and related test cases related to hardening

4.3.1
Introduction
The requirements proposed hereafter (with the relative test cases) aim to securing network products (including the network functions in service-based architecture) by reducing its surface of vulnerability. In particular the identified requirements aim to ensure that all the default network product configurations (including operating system software, firmware and applications) are appropriately set.
*************** Start of the 5th Change ****************

4.3.6
Network Functions in service-based architecture

4.3.6.1
No code execution or inclusion of external ressources by JSON parsers
Requirement Name: No code execution or inclusion of external ressources by JSON parsers.
Requirement Description: 

Parsers used by Network Functions (NF) shall not execute JavaScript or any other code contained in JSON objects received on Service Based Interfaces (SBI). Further, these parsers shall not include any ressources external to the received JSON object itself, such as files from the NF’s filesystem or other ressources loaded externally.
Test Case: 

Test Name: TC_JSON_PARSER_CODE_EXEC_INCL
Purpose:

NFs implementing SBI transfer application data serialized as JSON objects. When receiving such data, an NF parses this JSON representation and creates equivalent internal data structures. Since the contents of the JSON objects must be considered untrusted, blindly executing code fragments or loading ressources from a local path or Uniform Resource Identifier (URI) must not be possible.
Procedure and execution steps:

Pre-Conditions:

-
The tester has the privileges to log in the network product and to access to the all system resources (e.g. log files)

-
A list of all available network services containing at least the following information shall be included in the documentation accompanying the Network Product:

-
all interfaces providing IP-based protocols;

-
the available transport layer protocols on these interfaces;

-
their open ports and associated services in the form of an OpenAPI3.0 interface specification;
-
The tester should have access to an effective Web Application Security (WAS) test tool that allows to generate HTTP messages exploiting JSON parsers that do not prevent the above-mentioned scenarios of code execution and loading external ressources. The accredited test lab is expected to have sufficient expertise to recognize the level of effectiveness of the available tools.
-
A network traffic analyser on the network product (e.g. TCPDUMP) or an external traffic analyser directly connected to the network product and on a tester machine is available.
Execution Steps

1.
Execution of available WAS test tools against the network product’s API endpoints via its Service Based Interfaces.
2.
Using a network traffic analyser on the network product, e.g. TCPDUMP or an external traffic analyser directly connected to the network product, the tester verifies that no external ressources get loaded during JSON parsing.

3. 
Depending on the actual JavaScript code in the HTTP message, the tester verifies that the network product does not execute any of the contained actions.

Expected Results:

-
The NF does not load any ressources external to the JSON object itself.
-
The NF does not execute any JavaScript code contained in JSON objects.
Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:

-
The used tool(s) name and version information
-
Settings and configurations used

-    The output log file of the chosen tool that displays the results (passed/failed).

-
Screenshot
-
Test result (Passed or not)

4.3.7
General requirements for APIs

4.3.7.1
Unique key values in IEs
Requirement Name: Validation of the unique key values in IEs.
Requirement Reference: 3GPP TS 29.501 Principles and Guidelines for Services Definition [6], clause 6.2
Requirement Description: "For data structures where values are accessible using names (sometimes referred to as keys), e.g. a JSON object, the name shall be unique. The occurrence of the same name (or key) twice within such a structure shall be an error and the message shall be rejected”.
Threat References: TBA (CVEs)
Security Objective References: TBA

Test Case: 
NOTE: This requirement can also be verified as part of Robustness and Protocol fuzzing tests as defined in clause 4.4.4 Robustness and fuzz testing according to referenced requirements. 
Purpose:

Verify that the API implementation fullfills requirements as specified in 29.501 [6], clause 6.2. 

Pre-Conditions:

Test environment with network product under test. Rest of the network and network products may be simulated.
Execution Steps

1) The test equipment sends requests with duplicate keys in message IE payload to the network product under test.
2) The test equipment sends valid requests to network product under test
Expected Results:

1) Network product under tests responses with an error message

2) Network product under test still responses normally to valid requests  

Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:
· The used tool(s) name and version information,

· Settings and configurations used

· The output log file of the chosen tool that displays the results (passed/failed).
· Test result (Passed or not)

· Log/evidence tracing possible crashes

· Information of any input causing unspecified, undocumented, or unexpected behaviour

4.3.7.2
The valid format and range of values for IEs

Requirement Name: Validation of the IEs limits.
Requirement Reference: 3GPP TS 29.501 Principles and Guidelines for Services Definition [6], clause 6.2
Requirement Description: "The valid format and range of values for each IE, when applicable, shall be defined unambiguously: 

· For each message the number of leaf IEs shall not exceed 16000.

· The maximum size of the JSON body of any HTTP request shall not exceed 124000 bytes.

· The maximum nesting depth of leaves shall not exceed 32.”
Threat References: TBA (CVEs)
Security Objective References: TBA

Test Case: 
NOTE: This requirement can also be verified as part of Robustness and Protocol fuzzing tests as defined in clause 4.4.4 Robustness and fuzz testing according to referenced requirements.
Purpose:

Verify that the API implementation fullfills requirements as specified in 29.501[6], clause 6.2. 

Pre-Conditions:

Test environment with network product under test. Rest of the network may be simulated.
Execution Steps

1) The test equipment sends requests with out of bounds IEs towards the network product under test.
2) The test equipment sends valid requests to network product under test 
Expected Results:

· Network product under tests responses with an error message

· Network product under test still responses normally to valid requests  
Expected format of evidence:

A testing report provided by the testing agency which will consist of the following information:
· The used tool(s) name and version information,

· Settings and configurations used

· The output log file of the chosen tool that displays the results (passed/failed).
· Test result (Passed or not)

· Log/evidence tracing possible crashes

· Information of any input causing unspecified, undocumented, or unexpected behaviour

*************** End of the Changes ****************


