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1
Decision/action requested

This document proposes to resolve the Editor’s Note in Solution#6
2
References

[1]
3GPP TR 33.807 “Study on the security of the Wireless and Wireline Convergence for the 5G system architecture”, Release 16
3
Rationale

The TWIF does not have the key for setting up NAS security thus it cannot act on behalf of the UE for a proper response to a NAS SMC. The UE itself does not support NAS so it can only derive the SEAF key and the WLAN keys. Since the TWIF is a trusted entity in the network with a direct AMF connection, it can rely on N2 NDS in order to protect all messages from the UE to the AMF. 
Therefore the TWIF and the AMF cannot have a NAS security context.
4
Detailed proposal

It is proposed to remove the Editor’s Note:
Begin of Changes

6.6.2.2
Initial Registration & PDU Session Establishment

The Figure 6.Y.2.2-1 illustrates how the “non-5G capable UE over WLAN” UE can simultaneously connect to a trusted WLAN access network and to a 5G core network and is similar to the call flow in 23.716, Figure 7.3.3.2-1. A single EAP-AKA’ authentication procedure is executed for connecting the UE both to the trusted WLAN access network and to the 5G core network. . 

Differences to the call flow in SA2:

· The connection between TWIF and AMF relies on the N2 security specified in TS 33.501 [3], clause 9.2, therefore no specific NAS security is used between the TWIF to the AMF.

· NAS SMC between TWIF and AMF has been removed as it may not be required in this scenario..
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Figure 6.6.2.2-1: Initial registration and PDU session establishment

Steps 1-10:
Initial registration to 5GC.

1.
The UE associates with the trusted WLAN network and the EAP-AKA’ authentication procedure is initiated.

2.
The UE provides its Network Access Identity (NAI) The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm or based on pre-configured information possibly associated with the SSID used by the UE and sends an AAA request to the selected TWIF.

In case of a UE with 5GC capabilities, the NAI has the format of <SUCI>, where the realm indicates the home PLMN. The UE discovers the PLMNs with which the WLAN supports "5G connectivity without NAS" and selects a PLMN, by using procedure defined in clause 7.6.

If the UE has registered to 5GC over 3GPP access when the above procedure is initiated, then the NAI includes the 5G-GUTI assigned to UE over 3GPP access. This enables the TWIF in step 4a below to select the same AMF as the one serving the UE over 3GPP access.


The NAI provided by the UE in step 2b indicates that the UE wants "5G connectivity without NAS" towards a specific PLMN. For example, with NAI=<SUCI>@nai.5gc-nn.mnc123.mcc45.3gppnetwork.org, the UE indicates that it wants "5G connectivity without NAS" (5gc-nn) to the PLMN with MCC=45 and MNC=123,

3.
The TWIF creates a 5GC Registration Request message on behalf of the UE. The TWIF uses default values to populate the parameters in the Registration Request message, which are the same for all UEs that do not support 5G NAS. The Registration type indicates "Initial Registration".

4.
The TWIF selects an AMF (e.g. by using the 5G-GUTI in the NAI, if provided by the UE) and sends an N2 message to the AMF including the Registration Request, the User Location and an AN Type.

5.
The AMF triggers an authentication procedure by sending a request to AUSF indicating the AN type.

6.
 EAP-AKA' takes place between the UE and AUSF. Over the N2 interface, the EAP messages are encapsulated within NAS Authentication messages, as usually.

7.
After a successful authentication, the AUSF sends to AMF the EAP-Success message and the created SEAF key. 
8.
The N2 reference point shall be secured as described in TS 33.501 [x], clause 9.2, therefore NAS security context may not be required in this scenario. The AMF derives an AN key from the received SEAF key.

9.
The AMF sends an N2 Initial Context Setup Request and provides the AN key to TWIF. In turn, the TWIF derives a Pairwise Master Key (PMK) from the AN key and sends the PMK key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the UE. The PMK is the key used to secure the WLAN air-interface communication according to IEEE 802.11i [36] (now incorporated into IEEE 802.11 [26]). A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the UE to TWIF. This connection is later bound to an N3 connection that is created for this UE.

10.
Finally, the AMF sends a Registration Accept message to TWIF At this point, the UE is connected to the WLAN access network..

Steps 20-21:
PDU Session Establishment. This procedure is compliant with TS 23.502 [3] Figure 4.3.2.2.1-1 with the TWIF acting both as the AN and as the UE.
Step 25:
User plane communication.

End of Changes
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