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1
Decision/action requested

 It is requested to approve the proposal into TR 33.819.
2
Rationale

This pCR proposes a new key issue related to alignment of the term “Private networks” and “Non-Public networks”. It is requested to SA3 to approve the key issue proposal for the TR 33.819.

It is also proposed to remove the inappropriate use of “private networks” from the TR 33.819.

3
Detailed proposal

************START OF CHANGE*********
5.X
Key Issue #X: Alignment of the term “Private network” and “NPN”

5.X.1
Key issue details

As per TS 22.261 [1], NPN is a network that is intended for non-public use and can be deployed with (Non-standalone) or without (Standalone) support of public PLMN. Whereas, private network is defined as an isolated network deployment that does not interact with a public network. Hence, by definition, private network and NPN are different.

Currently, TS 33.501[5] specifies (Informative Annex B) for private network, how additional authentication methods can be used with the EAP framework. However, the scope of this study is related to security enhancements to 5GS that are required to fulfil stage-1 service requirements in vertical domains defined in TS 22.261 [1], which includes the non-public networks. In SA3, by mentioning of the term “private network” in TS 33.501[5], it is clear that it addresses the authentication requirement in TS 22.261 [1] for private networks only. But, by the mention of the term “Private network” in TS 33.501 [5], it does not addresses the authentication requirement in TS 22.261 [1] for the NPNs.

5.X.2
Security threats




This SID is to address security aspects of non-public networks. Not mentioning of the term non-public networks in TS 33.501 [5], will lead to confusion and the security aspects may or may not be applicable to the non-public networks.
5.X.3
Potential security requirements

SA3 TS 33.501, needs to explicitly indicate the security aspects that are applicable to the NPN, during the normative work. 

*********NEXT CHANGE*********
5.2.3.1
Key issue details

As per TR 23.734 [3], the possible deployment options for Non-Public Networks are: standalone, hosted by a PLMN or a slice from a PLMN. For standalone deployment option, study concludes solution #20 ("Supporting service continuity between Public PLMN a non-public network via an N3IWF-like gateway") for key issue #6 related to service continuity ("Accessing PLMN service via non-public networks and vice versa"). 

This key issue is related to support of credentials, for authentication and authorization when a UE needs to access and obtain services offered from a PLMN via a NPN and vice versa. 

As per the concluded solution in SA2 TR 23.734 [3], to access PLMN services via non-public network, UE obtains IP connectivity via the non-public network, discovers a N3IWF provided by PLMN, and establishes connectivity to the PLMN via the N3IWF.  Similar procedure to be followed by UE vice versa, to access non-public network services via PLMN. PLMN and non-public networks are different networks that UE will be connected to simultaneously.

For PLMN networks, 5G AKA and EAP-AKA' are supported authentication methods. For Non-public networks using 5G system, supported authentication methods are 5G AKA, EAP-AKA' and additional methods within EAP framework TS 33.501. UE and Non-public network need to be in possession of the security credentials corresponding to the authentication method (over EAP framework) used for primary authentication, based on the NPN operator policy.
*********END OF CHANGE*********
