3GPP TSG-SA WG3 Meeting #94Ad-Hoc
S3-190850
Stockholm (Sweden), 11-15 March 2019
revision of S3-19xabc
Source:
Nokia, Nokia Shanghai Bell


Title:
Discussion of security solutions for SNPN service access via PLMN and vice versa
Document for:
Discussion

Agenda Item:
5.15
1
Decision/action requested

The security solution for authentiaiton of untrusten non-3PP access (33.501, clause 7.2.1) is proposed to be used for SNPN service access via PLMN and PLMN service access via SNPN.
2
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Rationale

SA2 has met the week before SA3 contribution deadline and contribution S2-1902812 was agreed. The CR provides the details for standalone NPNs and describes access to PLMN services via SNPN in clause 5.X.2.7 as follows:

To access PLMN services, a UE in SNPN access mode that has successfully registered with an SNPN may perform another registration via the SNPN with a PLMN (using the credentials of that PLMN) following the same architectural principles as specified in clause 4.2.8 and the SNPN taking the role of “Untrusted non-3GPP access”. 

Access to SNPN services via PLMN are described in clause 5.X.2.8:

To access SNPN services, a UE that has successfully registered with a PLMN may perform another registration via the PLMN with an SNPN (using the credentials of that SNPN) following the same architectural principles as specified in clause 4.2.8 and the PLMN taking the role of “Untrusted non-3GPP access”.

Thus, if either SNPN or PLMN takes the role of “Untrusted non-3GPP access”, the same security solution as described in 33.501 can be applied. Thus, it is proposed to add as a solution to 33.819 this as the solution.

For completeness the related CR text from S2-1902812 is added below.
5.X
Support for non-public networks

5.X.1
General

A Non-Public Network (NPN) is a 5GS deployed for non-public use, see TS 22.261 [2]. An NPN may be deployed as

-
a Stand-alone Non-Public Network (SNPN), i.e. operated by an NPN operator and not relying on network functions provided by a PLMN, or

-
a Public network integrated NPN, i.e. a non-public network deployed with the support of a PLMN.

SNPN 5GS deployments are based on the architecture depicted in clause 4.2.3 and the additional functionality covered in clause 5.X.2.

Public network integrated NPNs can be enabled using network slicing (see Annex X). To prevent unauthorized UEs from trying to access a Public network integrated NPN, the Closed Access Group (CAG) functionality described in clause 5.X.3 can be used in addition.

5.X.2
Stand-alone non-public networks

5.X.2.1
Identifiers
The combination of a PLMN ID and Network identifier (NID) identifies an SNPN.

NOTE 1:
The PLMN ID used for SNPNs is not required to be unique. PLMN IDs reserved for use by private networks can be used for non-public networks, e.g. based on mobile country code (MCC) 999 as assigned by ITU [X]).

The NID shall support two assignment models:

-
Locally managed NIDs are assumed to be chosen individually by SNPNs at deployment time (and may therefore not be unique)

-
Universally managed NIDs are assumed to be globally unique.

NOTE 2:
Which legal entities manage the number space is beyond the scope of this specification.

An optional human-readable network name helps to identify an SNPN during manual SNPN selection. 
5.X.2.2
Broadcast system information

NG-RAN nodes which provide access to SNPNs broadcast the following information:

-
One or multiple PLMN IDs

NOTE 1:
The PLMN ID used for SNPNs is not required to be globally unique. Non-unique PLMN IDs reserved for private networks can be used, e.g. based on mobile country code 999 as assigned by ITU [X]).

-
List of NIDs per PLMN ID identifying the non-public networks NG-RAN provides access to
NOTE 2:
It is assumed that an NG-RAN node supports broadcasting a total of twelve NIDs. Further details are defined in TS 38.331 [28].
NOTE°3:
The presence of a list of NIDs for a PLMN ID indicates that the related PLMN ID and NIDs identify SNPNs.

-
Optionally a human-readable network name per NID.

NOTE 4:
The human-readable network name per NID is only used for manual SNPN selection. The mechanism how human-readable network name is provided (i.e. whether it is broadcasted or unicasted) to the UE is specified in 3GPP TS 38.331 [28].
-
Optionally information, as described in TS 38.331 [28] and in TS 38.304 [50], to prevent UEs not supporting SNPNs from accessing the cell, e.g. in case the cell only provides access to non-public networks.
5.X.2.3
UE configuration and subscription aspects
An SNPN-enabled UE is configured with subscriber identifiers and credentials for one or multiple SNPNs identified by the combination of PLMN ID and NID.
A subscriber of an SNPN is identified by a SUPI containing a network-specific identifier that takes the form of a Network Access Identifier (NAI) using the NAI RFC 7542 [20] based user identification as defined in TS 23.003 [19] clause 28.2.2. The realm part of the NAI may include the NID of the SNPN.

An SNPN-enabled UE supports the SNPN access mode. When the UE is set to operate in SNPN access mode the UE only selects and registers with SNPNs over Uu as described in clause 5.X.2.4.

Emergency services are not supported in SNPN access mode.
NOTE 1: 
Voice support with emergency services in SNPN access mode is not specified in this release.

If a UE is not set to operate in SNPN access mode, even if it is SNPN-enabled, the UE does not select and register with SNPNs. A UE not set to operate in SNPN access mode performs PLMN selection procedures as defined in in clause 4.4 of TS 23.122 [17].

NOTE 2:
Details of activation and deactivation of SNPN access mode are up to UE implementation.

5.X.2.4
Network selection in SNPN access mode

When the UE is set to operate in SNPN access mode the UE does not perform normal PLMN selection procedures as defined in clause 4.4 of TS 23.122 [17].

UEs operating in SNPN access mode read the available PLMN IDs and list of available NIDs from the broadcast system information and take them into account during network selection.
For automatic network selection, the UE selects and attempts to register with the available SNPN identified by a PLMN ID and NID for which the UE has SUPI and credentials. If multiple SNPNs are available that the UE has SUPI and credentials for, then the priority order for selecting and attempting to register with SNPNs is based on UE implementation.
For manual network selection UEs operating in SNPN access mode provide to the user the list of NIDs and related human-readable names (if available) of the available SNPNs the UE has SUPI and credentials for.
NOTE:
The details of SNPN selection will be defined in TS 23.122 [17].

When a UE performs Initial Registration to an SNPN, the UE shall indicate the selected NID and the corresponding PLMN ID to NG-RAN. NG-RAN shall inform the AMF of the selected PLMN ID and NID.

5.X.2.5
Network access control

If a UE performs the registration or service request procedure in an SNPN identified by a PLMN ID and a locally managed NID and there is no subscription for the UE, then the AMF shall reject the UE with an appropriate cause code to temporarily prevent the UE from automatically selecting and registering with the same SNPN.

If a UE performs the registration or service request procedure in an SNPN identified by a PLMN ID and a universally managed NID and there is no subscription for the UE, then the AMF shall reject the UE with an appropriate cause code to permanently prevent the UE from automatically selecting and registering with the same SNPN.

NOTE 1:
The details of rejection and cause codes will be defined in TS 24.501 [47].

In order to prevent access to SNPNs for authorized UE(s) in case of network congestion/overload, unified access control information is configured per non-public network (i.e. as part of the subscription information that the UE has for a given non-public network).

5.X.2.6
Cell (re-)selection in SNPN access mode

UEs operating in SNPN access mode only select cells and networks broadcasting both PLMN ID and NID of the selected SNPN.

NOTE:
Further details on the NR idle mode procedures for SNPN cell selection will be defined in TS 38.331 [28] and in TS 38.304 [50].

5.X.2.7
Access to PLMN services via stand-alone non-public networks

To access PLMN services, a UE in SNPN access mode that has successfully registered with an SNPN may perform another registration via the SNPN with a PLMN (using the credentials of that PLMN) following the same architectural principles as specified in clause 4.2.8 and the SNPN taking the role of “Untrusted non-3GPP access”. 

Editor's note: The need to support QoS differentiation for access to PLMN services via non-public networks is FFS.

5.X.2.8
Access to stand-alone non-public network services via PLMN

To access SNPN services, a UE that has successfully registered with a PLMN may perform another registration via the PLMN with an SNPN (using the credentials of that SNPN) following the same architectural principles as specified in clause 4.2.8 and the PLMN taking the role of “Untrusted non-3GPP access”.

Editor's note: The need to support QoS differentiation for access to SNPN services via PLMN is FFS.

End of inclusion from S2-1902812 related text.
4
Detailed proposal

It is proposed to endorse the usage of the existing security solutions for non-trusted access in NPN deployments by adding 2 solutions to the TR 33.819, i.e.
· Solution for SNPN service access via PLMN: If a UE in SNPN access mode that has successfully registered with an SNPN performs another registration via the SNPN with a PLMN (using the credentials of that PLMN), the authentication mechanism defined for “Untrusted non-3GPP access” in 33.501 clause 7.2.1 shall apply. SNPN is taking the role of “Untrusted non-3GPP access”, i.e. accessing PLMN services via the PLMN’s N3IWF.

· Solution for PLMN service access via SNPN: If a UE in PLMN access mode that has successfully registered with an PLMN performs another registration via the PLMN with a SNPN (using the credentials of that SNPN), the authentication mechanism defined for “Untrusted non-3GPP access” in 33.501 clause 7.2.1 shall apply. PLMN is taking the role of “Untrusted non-3GPP access”, i.e. accessing SNPN services via the SNPN’s N3IWF.

We further propose to further study 

· how the learns the support for SNPN service via PLMN  and vice versa, and 
· how UE initiates untrusted non-3gpp access registration for SNPN access or PLMN access.
The related pCRs implementing above proposals are S3-190851 and S3-190852.
