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1
Decision/action requested

It is proposed to capture an evaluation on EAP-TTLS for SNPNs in the Annex of TR 33.819
2
References

 [1]
3GPP TS 33.819
3
Rationale

See related discussion paper in S3-190845..
4
Detailed proposal

Annex Y: Evaluation of EAP-TTLS for non-certificate based UE credential authentication to a Standalone NPN

This annex provides information on using EAP-TTLS for non-certificate based UE credential authentication.

The following criterias should be fulfilled when introducing any new authentication method for SNPNs that is using non-3GPP credentials for non-certificate based UE authentication:
1) minimize the impact on the current key hierarchy in 33.501. 
2) minimize texts that might be needed to describe the method, and 
3) minimize the number of methods that may be introduced. 
EAP-TTLS fulfils these criterias.

First, the derivation of the root key EMSK in EAP-TTLS is exactly same as in EAP-TLS. More specifically, EMSK is derived by UE and AUSF after the phase one TLS negotiation. The second phase of authentication between UE and AUSF has no impact on EMSK. Therefore, EAP-TTLS has no impact on the key hierarchy as defined in 33.501. 

Second, the specifications and message flows of EAP-TLS in 33.501 can be reused by EAP-TTLS, or simply referred with minimal changes. More specifically, EAP-TLS message flow can be slightly modified to allow one-way authentication of TTLS server during the first phase. Further, some guidance can be provided on the phase two authentication, e.g., with a few message flows. Overall, EAP-TTLS is expected to result in minor changes to 33.501. 

Third, EAP-TTLS provides a secure tunnel to allow almost any other authentication method to be used in phase 2 authentication of subscribers. A specific authentication method (e.g., another EAP method such as EAP-GTC) is performed within the TLS tunnel using Attribute-Value-Pair (AVPs) protected with TLS record layer. Due to the wide range of authentication methods that may be used by NPNs, it is impractical, if not impossible, to specify all or even most of them. EAP-TTLS allows to leave phase 2 authentication methods as vendor implementation issues. Note that phase 2 authentication methods can be implemented in AUSF, UDM or an external AAA server (see Option B.2). 

One question which may arise is why we need to use EAP-TTLS as a tunnel since the phase 2 authentication methods have to be implemented anyway? 
There are several reasons of choosing a secure tunnel versus supporting individual phase 2 authentication methods directly without a secure tunnel. 
The following table summarizes their differences. 
	
	Use a secure tunnel (e.g., EAP-TTLS)
	Use individual method without a secure tunnel

	Authentication methods supported
	Almost any authentication method, including those without supporting MSK/EMSK generation
	Only those methods allowing the generation of MSK/EMSK

	Selection by UDM
	Only one additional method (e.g., EAP-TTLS) to be added to UDM
	Each and every supported method must be added to UDM

	Impact on key hierarchy
	Equivalent to EAP-TLS, thus has no impact on the key hierarchy in 33.501
	Some methods derive MSK/EMSK differently than the methods in 33.501, thus may require changes to the key hierarchy.

	Impact on the text in 33.501
	Require minor changes (to EAP-TLS)
	Require major changes to 33.501 to describe each method

	Security Consideration
	EAP-TTLS provides a secure tunnel to mitigate some attacks against the phase 2 methods
	Some authentication methods are subject to known attacks.


