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1
Decision/action requested

It is proposed to add the proposed solution to the TR 33.846.
2
References

[1]
3GPP TR 33.846 Study on authentication enhancements in 5G System
3
Rationale

This solution introduces a random number as an addition parameter in the key derivation function to protect the session anchor keys.
4
Detailed proposal

***
BEGIN CHANGES
***

6.1.Y
Solution #1.Y: Deriving session anchor keys with random number
6.1.Y.1
Introduction

This solution addresses the key issue #X ‘Security of session anchor keys in case the long-term key is leaked’.
In the current session anchor keys derivation functions, all the materials, including the serving network name and SQN  AK, can be obtained by an  attacker who holds the long term key. This solution introduces a random number as an addition parameter in the key derivation function to protect the session anchor keys.
6.1.Y.2
Solution details
A random number is introduced in the derivation of session anchor keys as following:
- UE generates a random number, and encrypts it with the public key of the home network.
- The encrypted random number is included in the UE’s Registration Request message to the network.

- Upon receiving the encrypted random number in the request message, the home network decrypts it using its own private key.

Now both the UE and the home network hold a shared random number, which will be used in the derivation of session anchor key.
The random number is generated randomly by the UE and is encrypted in the message to the network. The attacker cannot recover it even with the long term key.
6.1.Y.3
Evaluation

TBD
***
END OF CHANGES
***
