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Decision/action requested

It is suggested that the following updates are approved to KI#14 in TR 33.835
2
References

[1]
3GPP TS 33.835 Study on authentication and key management for applications based on 3GPP credential in 5G v 0.3.0
[2]
3GPP TS 33.220 Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)
3
Rationale

The first editor's note in Key issue #14 can be removed by adding more details to Solution #14. The updated solution is provided in a separate contribution. 

The second editor's note is resolved by the additional requirement that also the UE shall be able to revoke application keys (solution for this is already provided in Solution #14).

4
Detailed proposal

*** 1st CHANGE*****
5.14
Key Issue #14
: Key revocation

5.14.1 Issue details

In key issue #12, lifetimes for the anchor key and derived sub-keys are discussed. A potential requirement is made that the lifetime of derived sub-keys (application keys) shall not exceed the lifetime of the anchor key. 

To avoid re-negotiation of all sub-keys when the anchor key expires, one possibility is to continue to use these keys until their individual lifetime expires. 

However, failure of the negotiation of a new anchor key implies that the UE is no longer authenticated. But according to the above, the derived sub-keys might still be in use. 

Hence, a revocation procedure for application keys is needed in case there is no longer a valid anchor key. 

5.14.2 Security Threats

If application keys cannot be revoked, there is a risk that a UE continues to use applications although the re-authentication of the UE fails or if the anchor key is compromised.

If an attacker can revoke application keys, there is a risk of DoS.

5.14.3 Potential security requirements

It shall be possible for the home network and the UE to revoke application keys securely.





*** END OF CHANGES*****
�Editorial only


�More details provided in solution #14 (separate contribution)


�Can be removed by the additional requirement that UE shall also be able to revoke the AF keys. 





