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1
Decision/action requested

SA3 is kindly asked to approve the proposed test case of serving PLMN ID mistach for a SEPP-specific functional requirement derivied from 33.501.
2
References

[1]
3GPP TS 33.517

5G Security Assurance Specification (SCAS) for the Security Edge Protection Proxy (SEPP) network product class
[2]
3GPP TS 33.501
Security architecture and procedures for 5G system

3
Rationale

Based on the current version of [1], this pCR proposes the test case for correct handling by SEPP when identifying the mismatch between the PLMN-ID contained in the incoming N32-f message and the PLMN-ID in the related N32-f context, e.g. in the case that the serving PLMN ID in the access token within the NF Service Request does not match the remote PLMN ID in the N32-f peer information of N32-f context. 
For access token verification at NF service producer, the checking of subject claim in access token has been removed from [2] at SA3#94. This means, a NF service producer in the home PLMN will not check the subject claim of the access token sent by a NF service consumer in the serving PLMN in roaming scenarios, and consequently the serving PLMN ID appended in the subject claim will not be checked by the producer. If the pSEPP detected mismatch of serving PLMN ID in the access token but still forwards the NF Service Request to the NF service producer in the HPLMN, the serving PLMN ID mismatch cannot be detected by the producer and the request may be wrongly accepted if all the other checks on the access token get passed.
Therefore, a new test case is proposed to verify that SEPP does not forward incoming N32-f message if the serving PLMN-ID contained in the incoming N32-f message mismatches the remote PLMN-ID in the related N32-f context 
4
Detailed proposal

*************** Start of the Change ****************

4.2.2.X
Correct handling of serving PLMN ID mismatch
Requirement Name:
Correct handling of serving PLMN ID mismatch
Requirement Description:

“The receiving SEPP shall verify that the PLMN-ID contained in the incoming N32-f message matches the PLMN-ID in the related N32-f context” as specified in TS 33.501 [3], clause 13.2.4.7.

“The pSEPP shall check that the serving PLMN ID of subject claim in the access token matches the remote PLMN ID corresponding to the N32-f context Id in the N32 message” as specified in TS 33.501 [3], clause 13.4.1.2.

Security Objective references: tba

Test case: 
Test Name: TC_PLMN_ID_MISMATCH
Purpose:

Verify that SEPP under test does not forward incoming N32-f message if the PLMN-ID contained in the incoming N32-f message mismatches the PLMN-ID in the related N32-f context.
Procedure and execution steps:

Pre-Conditions:

· Test environment with network function instances as NF service consumer and NF service producer, as well as a peer SEPP instance (as cSEPP), all of which may be simulated.
· The NF service consumer and the peer SEPP (cSEPP) are configured in one PLMN (with ID X) and have mutually authenticated. The NF service producer and the SEPP under test are configured in another PLMN and have mutually authenticated.
· The SEPP under test and the peer SEPP has mutually authenticated and already established N32-c connection. 
· The SEPP under test has established N32-f context with the peer SEPP. The SEPP under test is in possession of the N32-f peer information which contains remote PLMN ID (X) of the peer SEPP.
· The tester has the hNRF’s private key or the shared key.

· The tester shall have access to the interfaces of the SEPP under test, the NF service consumer and the NF service prodecuer.
Execution Steps 
1. The test computes an access token correctly, except that the PLMN ID appended in the subject claim of the access token is different from PLMN ID X, and then includes the access token in the NF Service Request sent from the NF service consumer to the NF service producer through the SEPPs.
2. The peer SEPP sends to the SEPP under test a N32 message containing the NF Service Request with the access token.
3. The SEPP under test receives the incoming N32 message from the peer SEPP and verifies that the PLMN ID in the subject claim of the access token does not match the remote PLMN ID in the N32-f peer information in the N32-f context.
Expected Results:

· The NF service producer does not receive the NF Service Request from the SEPP under test. 
· The SEPP under test sends an error signalling message containing the N32-f Message Id to the peer SEPP on the N32-c connection. 
Expected format of evidence: 
Logs and the communication flow saved in a .pcap file.

*************** End of the Change ****************

