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1	Decision/action requested
The pCR proposes a scheme to enhance the security of KSEAF for the EAP-AKA’ protocol, and is kindly asked to be approved by SA3.
2	Reference
[1]		3GPP TR 22.861, FS_SMARTER - massive Internet of Things
[2]		J. Arkko, K. Norrman, and V. Torvinen, Perfect-Forward Secrecy for the Extensible Authentication Protocol Method for Authentication and Key Agreement (EAP-AKA' PFS), draft-arkko-eap-aka-pfs-02, October 22, 2018
3	Rationale
The session anchor key KSEAF may be compromised if the long-term key K has been leaked. For this, the scheme based on the DH key agreement has been proposed [2], where the session anchor key is computed by using the CK’, IK’, as well as the agreed key KDH between UE and AUSF.  Although this scheme can generate the session anchor key unknown to the attacker, it requires the heavy DH key agreement computation to be performed each time. 
5G networks will support Massive Internet of Things (mIoT) for massive machine type communications [1].  mIoT requires high efficient cryptographic algorithms or protocols to be used, in order to meet the strict service requirement as well as to run on the device with limited computational capability and energy capability. The scheme proposed in [2] is not well suitable for the mIoT due to performing DH key agreement every time for generating session anchor key KEASF.
We revise the scheme proposed in [2] to generate session anchor key more efficiently. This is achieved by re-using the agreed key KDH between UE and AUSF when computing the key KSEAF. According to UE profile stored on the UDM and operator’s local policy, AUSF decides whether the key KDH is reused or not. This is indicated by using AT_KDF_DH to UE. The value of AT_KDF_DH could be:
AT_KDF_DH=1, compute the session anchor key KSEAF by newly generating the DH parameters on the curve 25519, which has been defined in [2]. 
AT_KDF_DH=x, compute the session anchor key KSEAF by reusing key KDH. 
AT_KDF_DH=y, compute the session anchor key KSEAF without using key KDH.
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X.Y	Solution 1.Y:  KSEAF enhancement for the EAP-AKA’ protocol 
X.Y.1	Introduction
The proposed solution can enhance the security of the session key KSEAF without raising the high computational cost. It has addressed the key issue XX and key issue YY..
X.Y.2	Solution details
The basic idea of this proposal is to decrease the usage rate of asymmetric algorithms in the DH key exchange protocol by reusing the shared DH key KDH when generating session key KSEAF, as depicted in the following figure



.                                        Figure X.Y.1 the proposed scheme 

The detailed steps of the proposed scheme are as follows:
1. UDM/ARPF generates the authentication vector AV (RAND, AUTN, XRES, CK', IK'), and decrypts the SUCI to obtain the UE's long-term user identifier SUPI.

2. UDM/ARPF sends the authentication vector AV, SUPI, and user information UE Profile to AUSF.

3. The AUSF determines the value of AT_KDF_DH based on the UE profile and operator’s local policy. If the value of AT_KDF_DH is set to 1, a parameter related to DH key exchange is generated. It first generates a DH private key AT_PRI_DH and derives a DH public key AT_PUB_DH. If the value of AT_KDF_DH is set to x or y, no parameters related to DH key exchange are generated.

3.a  The AUSF sends an EAP-Request/AKA'-Challenge message to the SEAF. If the value of AT_KDF_DH is 1, this message includes RAND, AUTN, AT_PUB_DH, AT_KDF_DH, and AT_MAC. If the value of AT_KDF_DH is x or y, then this message includes RAND, AUTN, AT_KDF_DH, and AT_MAC.

4. The SEAF forwards the EAP-Request/AKA'-Challenge message to the UE.

5. Based on RAND and AUTN, the UE authenticates the network and generates an authentication response AT_RES. If the value of AT_KDF_DH is 1, the DH private key AT_PRI_DH is generated, and the DH public key AT_PUB_DH is derived. The UE generates the DH shared key KDH using its own private key and the received public key of the AUSF, and stores it on the USIM card or a storage area where the information cannot be tampered with. If the value of AT_KDF_DH is set to x or y, no parameters related to DH key exchange are generated.

6. The UE sends an EAP-Response/AKA'-Challenge message to the SEAF. If the value of AT_KDF_DH is 1, then this message includes AT_RES, AT_PUB_DH, and AT_MAC. If the value of AT_KDF_DH is x or y, then this message includes AT_RES, AT_MAC. 

7. SEAF forwards the EAP-Response/AKA'-Challenge message to AUSF. 

8. The AUSF verifies the AT_RES and completes the authentication of the UE. If the authentication is successful, the session key is derived using different methods depending on the value of AT_KDF_DH.

(1) The value of AT_KDF_DH is 1
The shared DH key KDH is generated using the AUSF’s private key and received public key AT_PUB_DH of the UE. The session key is derived using IK' and CK' derived from the long-term key and the DH key KDH additionally, as follows:
MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)
MK_DH = PRF'(IK'|CK'|KDH,"EAP-AKA' PFS"|Identity)
K_encr = MK[0..127]
K_aut = MK[128..383]
K_re = MK_DH[0..255]
MSK = MK_DH[256..767]
EMSK = MK_DH[768..1279]
Here [n…m] represents a substring from bit n to m. PRF' is a pseudo-random function. K_encr is a 128-bit encryption key, K_aut is a 256-bit authentication key, K_re is a 256-bit re-authentication key, MSK is a 512-bit primary session key, and EMSK is a 512-bit extended primary session key. The DH key K_DH is stored in the system so that the DH key KDH can be used directly in the future without computing the DH key KDH if the value of AT_KDF_DH  is x. 

(2) The value of AT_KDF_DH is x
The session key is derived by using IK' and CK' derived from the long-term key, and the DH key KDH stored in the system. The process is as follows:
MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)
MK_DH = PRF'(IK'|CK'|KDH,"EAP-AKA' PFS"|Identity)
K_encr = MK[0..127]
K_aut = MK[128..383]
K_re = MK_DH[0..255]
MSK = MK_DH[256..767]
EMSK = MK_DH[768..1279]

(3) The value of AT_KDF_DH is y
The session key is derived using IK' and CK' deduced by using IK' and CK' derived from the long-term key, as follows:
MK = PRF'(IK'|CK',"EAP-AKA'"|Identity)
K_encr = MK[0..127]
K_aut = MK[128..383]
K_re = MK[0..255]
MSK = MK[256..767]
EMSK = MK[768..1279]

9. The AUSF sends an EAP success message to the SEAF, which includes an anchor key and SUPI. The anchor key is the session root key shared between the SEAF and the UE, also known as KSEAF, which is obtained by cutting EMSK into 256 bits. From the key KSEAF, the corresponding session keys are derived for signaling plane data and user plane data protection. 

10. The SEAF sends an EAP success message to the UE, which only contains the security context identification ngKSI and the parameter ABBA for anti-replay.  Upon receiving EAP success message,  the UE computes the key KSEAF in the same way as the AUSF.


X.Y.3 Evaluation
The proposed solution is evaluated as follows:

(1) Passive attacks
The security of session anchor key KSEAF is ensured when the value of AT_KDF_DH equals to 1 or x, even if the long –term K has been leaked. This is because there is no way for the passive attackers to obtain the shared DH key KDH between UE and AUSF. 
If the AT_KDF_DH equals to y, the proposed scheme works as same as the EAP-AKA’ specified TS 33.501 phase 1. A passive attacker could deduce the session anchor key KSEAF if the long –term K has been leaked. 

(2) Active attacks
The proposed the scheme cannot defend against the active attacks if the long –term key K has been leaked. A man-in-the-middle attack could replace the exchanged DH parameters with its own ones so that the attacker could deduce the session anchor key KSEAF.

(3) Efficiency 
The proposed scheme is efficient due to the ability to reuse the shared DH key KDH between UE and AUSF. 

(4) Impact on the EAP-AKA’ protocol
The proposed scheme has impacts on the EAP-AKA’ protocols as some exchanged messages have to be adapted to contain the exchanged DH parameters. 

*************** End of Change ****************
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