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1	Decision/action requested
The pCR regarding the key issue to mitigate the DDoS attacks on the UDM is kindly asked to be approved by SA3.
2	Reference
[1]		  A. Menezes, P. Van Oorschot, and S. Vanstone: Handbook of Applied Cryptography. CRC Press, 1996.
3	Rationale
Asymmetric algorithms have been introduced in the 5G system to protect the Subscription Permanent Identifier (SUPI). This provides the possibility for adversaries to launch DDoS attacks on the UDM.  The DDoS attacks on UDM shall be mitigated to ensure the availability of the UDM
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X.Y	Key Issue #A:mitigate the DDoS attacks on the UDM
X.Y.1	Key issue details
In 5G, asymmetric algorithm ECIES has been introduced to protect the Subscription Permanent Identifier (SUPI).  Asymmetric algorithms are usually several orders of magnitude slower than symmetric ones [1]. This provides the possibility for adversaries to launch DDoS attacks on UDM. Only after decrypting SUCI, UDM can ascertain the validation of the Nausf_UEAuthentication_Authenticate Request message. Thus it is possible for adversaries to fake a large amount of messages containing SUCI from the whole world to target an intended UDM. This could make the attacked UDM crash due to the overloading CPU. 
X.Y.2	Security threats
The UDM may be out of service due to the overloading CPU if attackers launch DDoS attacks on the UDM.
X.Y.3	Potential Security requirements
The 5G system shall mitigate the DDoS attacks on the UDM. 
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