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1	Decision/action requested
The pCR regarding the key issue to ensure the security of session anchor keys is kindly asked to be approved by SA3.
2	Reference
[1]		3GPP TR 33.834, Study on Long Term Key Update Procedures (LTKUP)
[2]	“	The Great SIM Heist – How Spies Stole the Keys to the Encryption Castle”, https://theintercept.com/2015/02/19/great-sim-heist/.

3	Rationale
The rel-15 of TS 33.501 has been released recently. Two authentication protocols (5G AKA and EAP-AKA’) have been standardised for the mutual authentication between UE and network as well as establishment of session key between UE and network. The long-term key leakage attack has been identified as a security issue in TR 33.899. TR 33.834 has given several solutions for this issue by refreshing the long-term key. Unfortunately, no normative work will be provided on the basis of TR 33.834. Thus long-term key leakage attack is still an open issue to SA3.
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X.Y	Key Issue #A:ensure the security of session anchor keys 
X.Y.1	Key issue details
Both 5G authentication protocols perform the mutual authentication between a UE and the network and derive the session key relying on the security assumption that the long-term key stored in the USIM is never disclosed to anyone except the network operator.  However, the report [2] shows that such assumption is not always true since the root key might be compromised at manufacture stage of a USIM card. As specified in TR 33.899, the long-term key leakage can raise the following threats:
A passive attacker can:
-	decrypt user plane traffic (uplink or downlink);
-	decrypt user plane traffic from any sessions that he recorded before learning the target user's Ki (assuming that the recording includes the authentication challenge);
-	decrypt control plane messages, which may also include sensitive information (such as the assignment of new temporary identifiers).
Extending to a more active attack, the attacker can also:
-	pose as a serving network, and trick the target user into attaching to that false network, with all the further attack opportunities that this implies (e.g. phishing, or delivering malware to the target);
-	pose as the target user, to carry out fraud.
-	launch an active man-in-the-middle attack to tamper with data being transferred between UE and the network.
X.Y.2	Security threats
Generally speaking, the long-term key leakage attacks can lead to the compromise of the session anchor keys that UE has, such as session anchor key KSEAF or KAMF. Once these session anchor keys are disclosed, the communications between UE and the network cannot be secure.
X.Y.3	Potential Security requirements
The session anchor keys shall be kept unknown to adversaries in the case of either passive attacks or active attacks.
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