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1
Decision/action requested

It is suggested that the new solution is added to the study in TR 33.807
2
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3
Rationale

This document provides a new solution for key separation for N3GPP access node keys. The corresponding Key issue is provided in a separate contribution (S3-190745). Solution #Y mentioned below is provided in yet another separate contribution (S3-190746).
4
Detailed proposal

********** 1st CHANGE **********
6.Z Solution #Z: Key separation for untrusted and trusted access
6.Z.1
Introduction

This solution addresses the key issue #X (N3GPP Key Hierarchy). 

6.Z.2
Solution details

6.Z.2.0
General
When introducing more variants of Non-3GPP accesses, and thus more types of access node keys are needed, there are different optional solutions. One such solution is discussed here; the other option is discussed in Solution #Y. 

One option is to keep the values in Table A.9-1 in TS.33.501 [3] and add separation in the next layer in the hierarchy. In this case, there is one common key for N3GPP access, KN3GPP. This key would be derived as described in TS.33.501 [3], Appendix A.9. Instead key separation would be added in the next layer of the key hierarchy. 

6.Z.2.1
Keys for untrusted access  

To not impact untrusted non-3GPP access, KN3IWF is derived as described in TS.33.501, Appendix A.9 [3]. IPsec security is setup using KN3IWF as specified in Rel-15. 
6.Z.2.2
Keys for trusted access  

In the trusted access case, there are two different usages for the access key KTNGF; to setup IPSec SAs between the UE and the TNGF and to create WLAN keys (TNAP keys) between the UE and the TNAP. 

To separate the keys for these purposes, a key hierarchy can be setup for trusted access as illustrated in Figure 6.Z.2.2-1. One key is intended to be used to setup IPSec SAs (KTIPSec) and another key is derived as root key for TNAP keys (KAP_Root). Note the meaning of the different arrow types as described in the legend in Figure 6.Z.2.2-1.
When deriving the KTIPSec and KAP_Root from KTNGF in the UE and the TNGF, the usual procedures for separation (separate FC values or other input separation) can be used.
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Figure 6.Z.2.2-1 Key hierarchy with additional layer for trusted access

6.Z.2.3
Keys for 5G-RG

Any keys used for protection of the interface between 5G-RG and W-5GAN (FAGF), shall be derived from the KN3GPP (=KFAGF) and not use the key directly. If multiple keys are needed, a root key might be inserted immediately below the KN3GPP as illustrate in Figure 6.Z.2.2-1.
6.Z.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.
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