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1
Decision/action requested

It is suggested that the new Key issue is added to the study in TR 33.807
2
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Rationale

In Rel-15, security for untrusted N3GPP access was specified. For Rel-16, two more variants of N3GPP access are proposed in TR 23.716 [2] and TR 33.807 [1]:

1. Trusted non-3GPP access. 
2. 5G-RG connecting to a W-5GAN, where the 5G-RG acts as a UE and regards the W-5GAN as a non-3GPP access node. 

Untrusted N3GPP access as specified in Rel-15 uses an access node key, KN3IWF. The new types of N3GPP accesses will most likely need similar keys. 

It needs to be ensured that the same key is not used for different purposes. This document introduces a key issue for a N3GPP Key Hierarchy. A key hierarchy will provide a wider perspective and put the different solutions for non-3GPP access in perspective to one another.  
4
Detailed proposal

********** 1st CHANGE **********
5.X 
Key Issue #X: N3GPP Key Hierarchy

5.X.1
Key issue details

In 5G Rel-15, security for untrusted N3GPP access was specified. For Rel-16, two more variants of N3GPP access are endorsed for normative work in TR 23.716 [2]:

1. Trusted non-3GPP access, similar to the untrusted case, but not identical. The solution concluded for normative work is described in clause 7.1.3.3 of TR 23.716 [2].  

2. 5G-RG connecting to a W-5GAN, where the 5G-RG acts as a UE and the W-5GAN acts as non-3GPP access. 

Untrusted N3GPP access as specified in 5G Rel-15 uses an access node key, KN3IWF. The new types of N3GPP accesses may need similar keys.  

In the Rel-15 solution for untrusted N3GPP access, the key KN3IWF is used to setup IPSec SAs. The key relations (not a key hierarchy) for untrusted access is illustrated in Figure 5.X.1-1. The KN3IWF is used to setup the IP Sec SA used for Control plane data (encryption and integrity). From this SA, further Child SAs are derived for user plane protection (encryption and integrity). 

Note that the key KN3IWF is used to authenticate the UE and N3IWF during the IP Sec SA setup. The actual keys used for CP-signalling and UP-data are negotiated using Diffie-Hellman and not derived from KN3IWF. 
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Figure 5.X.1-1: Rel-15 Key relations for untrusted N3GPP access. Note that this is not a key hierarchy. Instead the key negotiation for the IPSec SA is authenticated using the key KN3IWF.  

According to the solution endorsed in TR 23.716 [2] for trusted N3GPP access, the access node key KTNGF is derived by the AMF and sent to the TNGF (similar to the solutions for KN3IWF). This key is used to setup IPSec SAs in a similar way as for untrusted access, with the exception that no encryption is used, only integrity protection. According to the solution, another type of keys for WLAN encryption (TNAP keys) are also derived from the KTNGF. 

The endorsed procedure for 5G-RG registration in 23.716 [2], assumes that the 5G-RG acts as a UE. There are no conclusions on access nodes keys, this is left for BBF to decide. However, for the sake of completeness, a potential key for this scenario is included in this key issue. This potential key is called KTBD in this document. 

Figure 5.X.1-2 provides an illustration of the key types needed for N3GPP access. Note that this is not a key hierarchy. The access node keys are used to authenticate the SA setup, not to derive the keys for the SAs. Note also that the key KTBD is added although no solutions for such key is endorsed. This is merely to illustrate that potentially more keys may be needed. 
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Figure 5.X.1-2: Illustration of N3GPP access keys. Note that this is not a key hierarchy, only an illustration of key relations.  

Looking at the proposed keys the following observation can be made: 

· Some separation mechanism is needed when deriving keys for trusted access since keys for two different usages are needed (TNAP keys and keys for IP Sec setup).

5.X.2
Security threats

If one access node key is used for different purposes there is a risk that one node type can pose as another.  
5.X.3
Potential security requirements

The 5G system shall support key separation for keys used for different purposes.   

********** END OF CHANGES **********
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