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Decision/action requested

This paper presents a discussion where the PFS is initiated by the UE in addition the existing option initiated by the network. This discussion paper is for endorsement.
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Rationale

3GPP SA3 contribution S3-190295 and https://datatracker.ietf.org/doc/draft-arkko-eap-aka-pfsd describes a PFS scheme. However, in this existing approach, it is completely up to the network (EAP) server) to decide on the usage of PFS.We make following observations on the existing proposal, 
1) If the UE subscription identity (IMSI) and corresponding longterm key(K) have been compromised, initiating the PFS is acknowledgement by the network that it is compromised, networks are less likely to openly admit this.

2) The UE always has to depend on the serving network to initiate this PFS and secure session, even if the long-term key has been compromised. On the contrary, it is preferable if there is a mechanism for the UE to activate PFS (and disable authentication based on the compromised long-term key) when it is found to be compromised. In other words, it is in UE’s interest to protect its session by generating secure keys in every session, hence UE should have the control.

3) In roaming scenarios, a serving network may not have any interest to support this PFS, hence the Authenticator in the serving network may not initiate the PFS even if the Home network policy is to support the PFS to the UE.

4) In the above proposal, the EAP Server generates “Both (AT_PUB_ECDHE and AT_KDF_PFS) of these are skippable attributes that can be ignored if the peer does not support this extension “ But the server doesn’t know whether the peer (UE) will support this extension until it responds to the EAP-AKA Challenge with the PFS extension. Hence a trigger to initiate the PFS exchange either as message parameter or by way of policy configuration at AUSF would be required.
Considering above points, a UE initiated PFS option is presented below.
4
Detailed proposal

Compared to the present proposal in IETF (https://datatracker.ietf.org/doc/draft-arkko-eap-aka-pfs ) and in 3GPP SA3 (S3-190295 ), a UE initiated option is proposed.

1. The PFS based EAP-AKA’ authentication is initiated by the UE.

2. The home network responds to the request for PFS by triggering EAP-AKA’ PFS instead of the regular static key based EAP-AKA’. This way UEs interest to protect its session keys is better taken care and UE is in control. 

      The UE may initiate the PFS in two ways.
a) UE simply includes the list of curves it supports.  The network selects an Elliptic Curve Diffie-Hellman Key Exchange (ECDHE) curve and executes EAP-AKA’ PFS. 

b) UE decides on the curve, generates the ephemeral key pair, and shares its ephemeral public key when it initiates PFS.
Part 1. The UE initiates EAP-AKA’ PFS

The trigger for EAP-AKA’ PFS comes from the UE. 

In the figure shown below, the UE is triggering PFS by sending the selected Elliptic Curve, the generated Ephemeral public key and other PFS parameters required for ECDHE to be executed between the UE and the Network.

Part 2: The Network responds with the EAP-AKA’ PFS instead of EAP-AKA’

The Network (called as Server) responds with a EAP-AKA’ PFS authentication instead of the regular EAP-AKA’ based authentication.

As shown below, the network may decide to still obtain EAP-AKA’ parameters from the HSS. But here the proposal is that if the network is capable of supporting EAP-AKA’ PFS, it should give precedence to PFS over the regular EAP-AKA’ mechanism and only send PFS parameters in message 3.

     USIM             Peer                     Server          HSS

       |               |                          |             |

       |               |   1. EAP-Req/Identity    |             |

       |               |<-------------------------|             |

       |               |                          |             |

       |         +------------------------------------------------+ 

       |         | Peer decides and indicates that it wants PFS.  |

       |         | It generates an ephemeral key pair, sends the  |

       |         | public key of that key pair in the EAP identity|

       |         | Response message to the Server. In the message |

       |         | the AT_PUB_ECDHE attribute carries the public  |

       |         | key and the AT_KDF_PFS attribute carries other |

       |         | PFS related parameters. Both of these are      |

       |         | skippable attributes that can be ignored if the|

       |         | server does not support this extension.        |
       |         +------------------------------------------------+

       |               |                          |             |

       |               | 2. EAP-Resp/Identity     |             |

       |               |------------------------->|             |

       |               |(AT_PUB_ECDHE,            |             |

       |               |    AT_KDF_PFS)           |             |

       |         +-------------------------------------------------+

       |         | Server now has an identity for the peer, along  | 

       |         | with request for PFS. If the server decides to  |  

       |         | respond with EAP-AKA’ PFS, it skips going to    |

       |         | HSS for EAP-AKA’ parameters. Otherwise it       |                                  

       |         | asks the help of HSS to run AKA’ algorithms     |                                

       |         | generating RAND, AUTN, XRES, CK, IK.            |

       |         | Typically, the HSS performs the first part of   |

       |         | key derivations so that the authentication      |

       |         | server gets the CK' and IK' keys                |

       |         | already tied to a particular network name.      |

       |         +-------------------------------------------------+

       |               |                          |             |

       |               |                          | ID,         |

       |               |                          | key deriv.  |

       |               |                          | function,   |

       |               |                          | network name|

       |               |                          |------------>|

       |               |                          |             |

       |               |                          | RAND, AUTN, |

       |               |                          | XRES, CK',  |

       |               |                          | IK',PFS Policy|

       |               |                          |<------------|

       |               |                          |             |

       |         +-------------------------------------------------+

       |         | Server now has the needed authentication vector.|

       |         | If the server supports PFS, it generates an     |

       |         | ephemeral key pair, sends the public key of     |      

       |         | that key pair and the first EAP method message  |

       |         | to the peer. In the message the                 |

       |         | AT_PUB_ECDHE attribute carries the public key.  |

       |         +-------------------------------------------------+

       |               |                          |             |

       |               | 3. EAP-Req/AKA'-Challenge|             |

       |               |   (AT_PUB_ECDHE)         |             |

       |               |<-------------------------|             |

       |               |                          |             |

       |        +------------------------------+  |             |

       |        | The peer calculates a shared |  |             |

       |        | key based on its own key     |  |             |

       |        | pair and server’s public key |  |             |

       |        | Finally, it proceeds to      |  |             |

       |        | derive all EAP-AKA’ keys     |  |             |

       |        | and constructs               |  |             |

       |        | response. The session keys   |  |             | 

       |        | are used to generate AT_MAC. |  |             |

       |        +------------------------------+  |             |

       |                |                         |             |

       |                |4.EAP-Resp/AKA'-Challenge|             |

       |                | (AT_MAC)                |             |

       |                |------------------------>|             |

       |         +-------------------------------------------------+

       |         | The server now has all the necessary values.    |

       |         | It generates the ECDHE shared secret            |

       |         | and derives all EAP-AKA’ keys. It checks MAC    |

       |         | values received in AT_MAC.                      |

       |         +-------------------------------------------------+

       |               |                          |             |

       |               | 5. EAP-Success           |             |

       |               |<-------------------------|             |

              Figure 1: UE initiated EAP-AKA' PFS Authentication Process

Another variant also is possible, the UE may just send a trigger in message 2 for EAP-AKA’ PFS with a list of elliptic curves it supports. The following figure captures the flow for this option:
     USIM             Peer                     Server          HSS

       |               |                          |             |

       |               |   1. EAP-Req/Identity    |             |

       |               |<-------------------------|             |

       |               |                          |             |

       |         +------------------------------------------------+ 

       |         | Peer indicates that it can support PFS by      |

       |         | including the list of curves in the AT_KDF_PFS |

       |         | attribute.                                     |
       |         +------------------------------------------------+

       |               |                          |             |

       |               | 2. EAP-Resp/Identity     |             |

       |               |------------------------->|             |

       |               |    (AT_KDF_PFS)          |             |

       |         +-------------------------------------------------+

       |         | Server now has an identity for the peer, along  | 

       |         | with request for PFS. If the server decides to  |  

       |         | respond with EAP-AKA’ PFS, it skips going to    |

       |         | HSS for EAP-AKA’ parameters. Otherwise it       |                                  

       |         | asks the help of HSS to run AKA’ algorithms     |                                

       |         | generating RAND, AUTN, XRES, CK, IK.            |

       |         | Typically, the HSS performs the first part of   |

       |         | key derivations so that the authentication      |

       |         | server gets the CK' and IK' keys                |

       |         | already tied to a particular network name.      |

       |         +-------------------------------------------------+

       |               |                          |             |

       |               |                          | ID,         |

       |               |                          | key deriv.  |

       |               |                          | function,   |

       |               |                          | network name|

       |               |                          |------------>|

       |               |                          |             |

       |               |                          | RAND, AUTN, |

       |               |                          | XRES, CK',  |

       |               |                          | IK',PFS Policy|

       |               |                          |<------------|

       |               |                          |             |

       |         +-------------------------------------------------+

       |         | Server now has the needed authentication vector.|

       |         | If the server supports PFS, it generates an     |

       |         | ephemeral key pair, sends the public key of     |      

       |         | that key pair and the first EAP method message  |

       |         | to the peer. In the message the                 |

       |         | AT_PUB_ECDHE attribute carries the public key.  |   

       |         | and the AT_KDF_PFS attribute carries other PFS- | 

       |         | related parameters including the selected curve.| 

       |         +-------------------------------------------------+                                                
       |               |                          |             |

       |               | 3. EAP-Req/AKA'-Challenge|             |

       |               |   (AT_PUB_ECDHE,         |             |

       |               |     AT_KDF_PFS )         |             |

       |               |<-------------------------|             |

       |               |                          |             |

       |        +------------------------------+  |             |

       |        | The peer generates its key   |  |             |

       |        | pair, calculate a shared     |  |             |

       |        | key based on its own key     |  |             |

       |        | pair and server’s public key |  |             |

       |        | Finally, it proceeds to      |  |             |

       |        | derive all EAP-AKA’ key      |  |             |

       |        | and constructs a full        |  |             |

       |        | response. The session keys   |  |             | 

       |        | are used to generate AT_MAC. |  |             |

       |        | It includes its public key   |  |             |

       |        | in the AT_PUB_ECDHE          |  |             |

       |        | attribute.                   |  |             |

       |        +------------------------------+  |             |

       |                |                         |             |

       |                |4.EAP-Resp/AKA'-Challenge|             |

       |                | (AT_MAC, AT_PUB_ECDHE)  |             |

       |                |------------------------>|             |

       |         +-------------------------------------------------+

       |         | The server now has all the necessary values.    |

       |         | It generates the ECDHE shared secret            |

       |         | and derives all EAP-AKA’ keys. It checks MAC    |

       |         | values received in AT_MAC.                      |

       |         +-------------------------------------------------+

       |               |                          |             |

       |               | 5. EAP-Success           |             |

       |               |<-------------------------|             |

              Figure 2: EAP-AKA' PFS Authentication Process

