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1
Decision/action requested

This contribution introduces a new key issue on integrity protection in TR 33.853 Ver0.1.0.
2
References

3
Rationale

This contribution introduces a new key issue on user plane integrity protection to the MR-DC scenarios.
4
Detailed proposal

.
**** START OF CHANGES ****

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 38.801:"Study on new radio access technology: Radio access architecture and interfaces"
[x]
3GPP TS 33.401: "5G System Architecture Evolution (SAE); Security architecture". 

[y]
3GPP TS 33.501: "Security architecture and procedures for 5G system".
**** NEXT CHANGE ****

5.x
Key Issue x: Integrity protection capability imbalance in MR-DC scenarios
5.x.1
Issue description

In Rel.15, three MR-DC scenarios (EN-DC, NGEN-DC, NE-DC) are defined in TS 33.401 [x] and TS 33.501 [y]. In all of these cases, eNB and gNB are used in dual connectivity.

Under this circumstance, UP IP is not supported in LTE-Uu interface as it is not defined in LTE (TS 33.401 [x]), while it is possible in 5G-Uu interface according to the 5G specification (TS 33.501 [y]). This situation creates a capability imbalance where one leg can be integrity protected while the other leg cannot.
Rel.15 solution in MR-DC scenarios in [x] and [y] specify that, depending on the MR-DC scenario being used and the security policy at the time of PDU session establishment, the PDU session may either be: 1) rejected, or 2) integrity protection in LTE Uu interface implicitly disabled.  The following cases summarize this behaviour according to [y]:

1.
EN-DC scenario (CN=EPC, eNB=MN, gNB=SN)
a.
The UP IP is not used in gNB because the eNB does not support UP IP. 
2.
NGEN-DC scenario (CN=5GC, eNB=MN, gNB=SN)
a.
If the UP security policy indicates UP integrity protection is "required", then the MN (MeNB) rejects the PDU session because the MN being an eNB does not support UP IP.
b.
If the UP security policy indicates UP integrity protection is "preferred", then the MN (MeNB) always deactivates UP IP. The SN (SgNB) always deactivates the UP IP of any PDU session terminated at the SN. This is because MN being an eNB does not support UP IP and thus is not able to indicate to the SN (SgNB) regarding the use of UP IP.

c.
If the UP security policy indicates UP integrity protection is "not needed", then the MN and SN always activates DRBs disabling the UP IP.
3.
NE-DC scenario (CN=5GC, eNB=SN, gNB=MN)
a.
If the UP security policy indicates UP integrity protection is "required", then if the MN (MgNB) activates the UP IP for the PDU session, then the MN (MgNB) does not offload any DRB of the PDU session to the SN (SeNB). This is because the MN (MgNB) supports UP IP, but the SN being an eNB does not support the UP IP.

b.
If the UP security policy indicates UP integrity protection is "preferred", and if the MN (MgNB) activates any of the PDU session DRBs with UP IP, then the MN (MgNB) does not offload any DRB on this PDU session to the SN (SeNB). This is because the SN being an eNB does not support UP IP.

c.
If the UP security policy indicates UP integrity protection is "preferred", and if the MN (MgNB) activates any of the PDU session DRBs without UP IP, the MN may offload DRBs of this PDU session to the SN (SeNB). In this case, the SN accepts the DRBs always disabling the UP IP. This is because the SN being an eNB does not support UP IP.
d.
If the UP security policy indicates UP integrity protection is "not needed", then the MN and SN always activates DRBs disabling the UP IP 
Therefore, Rel.15 MR-DC solution results in the situation where gNB and UE does not use UP integrity protection in some scenarios even if they're perfectly capable of supporting it on its own. This is due to the nature of combining the functionality with 2 different generation system where the older system (i.e. eNB) does not support UP integrity protection.  In other words, gNB is being being forced to "bid down" to a lower capability due to the presence of eNB.
5.x.2
Network options affected
This key issue is applicable to the following network options:

- Option 3 - EPC based Dual Connectivity of eUTRA and NR RAT

- Option 4 - 5G core based Dual Connectivity (NR master - eUTRA secondary)

- Option 7 - 5G core based Dual Connectivity (eUTRA master - NR secondary)
5.x.3
Threat description

In Rel.15 MR-DC solution, gNB is forced to not to use UP integrity protection in some scenarios due to the combined use of eNB which does not support UP integrity protection. This situation brings the gNB down to the same level of vulnerability as in LTE although 5G system by itself is capable of UP integrity protection.
5.x.4
Security requirements 

Rel.15 MR-DC solution should be enhanced in such a way that UP integrity protection can be applied to all MR-DC scenarios.

**** END OF CHANGES ****

