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1
Decision/action requested

This pCR proposes a key issue for study item on security for authentication enhancements in 5GS (TR 33.846).
2
References

[1]
3GPP TS 33.501 Security architecture and procedures for 5G system

3
Rationale

TS 33.501, Clause 6.1.2 Initiation of authentication and selection of authentication method confirms the presence of re-authentication in 5G system as follows.

“The SEAF shall include the SUPI in the Nausf_UEAuthentication_Authenticate Request message in case the SEAF has a valid 5G-GUTI and re-authenticates the UE.” 

Moreover the possible usecase of the KAUSF is also discussed in the TS 33.501, subclause 6.1.1.1 General of clause 6.1.1 Authentication framework which also states that,

“The authentication run also results in an intermediate key called the KAUSF. The KAUSF may be left at the AUSF based on the home operator's policy on using such key.”
According to TS 33.501 Clause F.1 the following note confirms that, 5G Rel-15 does not support fast re-authentication.

“NOTE:
The fast re-authentication is not supported in 5GS.”
In this case, a time consuming authentication procedure needs to be invoked for every re-registration request from a UE irrespective of their previous authentication with the same network. Therefore, this pCR proposes the following key issue to the study item on Study on authentication enhancements in 5GS.
4
Detailed proposal

****Start of Change****
5.X
Key Issue #X: Fast re-authentication procedure for 5GS 

5.X.1
Key issue details

Where the TS 33.501 Clause F.1 states that, the fast re-authentication is not supported in 5GS. In this case, a time consuming authentication procedure needs to be invoked for every registration request from a UE irrespective of their previous authentication with the same network.
Fast re-authentication for EAP-AKA' is specified in RFC 5448. In clause 6.3 of TS 33.402, Fast Re-authentication process for EAP-AKA’ are specified for non-3GPP access. Therefore, in the TS 33.501, fast re-authentication procedure shall also be specified for 3GPP access as EAP-AKA’ is supported by both 5G 3GPP access and untrusted non-3GPP access.  
Every authentication procedure requires fresh authentication vectors from the UDM/ARPF: the full authentication procedure may result a significant signaling overhead to the operator’s network and even signaling storm may happen. Efficient authentication for UEs to reduce the signaling overhead is required in 5GS to lighten the impact on the network, and more importantly, to decrease the chance of signaling storm. 5GS systems are expected to host diverse services and to provide connectivity/services to a massive amount of devices simultaneously. Therefore, there should be a procedure that does not need new authentication vectors from the UDM/ARPF.
5.X.2
Security threats

Performing a full authentication procedure (e.g., EAP-AKA’) each time UEs connect or re-connect using same or different access network (e.g., non-3GPP) will create a volume of authentication requests /responses that may traverse back-and-forth between the UE and the network may cause the resources of the 5GS UDM/ARPF to be exhausted thus causing a DoS scenario.

5.X.3
Potential security requirements

The 5G System shall support fast re-authentication. 
The 5GS system should support an authentication method, which is resilient to DoS attack caused by an abnormal UE that repeatedly initiates authentication procedure in a short period.

****End of Change****
