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1
Decision/action requested

It proposes a new solution for UE protecting the response when AUTN verification fails in TR 33.846.
2
References

[1]
3GPP TS 33.846
3
Rationale

This solution proposes to add a pseudo AUTS in the MAC failure, as well as remove the cause value from failure responses. The solution includes a vMAC-tag in the failure responses, so that the AMF can determine the cause of the failure response using the vMAC-tag verification result, i.e. MAC failure includes a pseudo vMAC-tag while SYNC failure includes a real vMAC-tag. In order to hide SQN in AUTS, the AUTS is encrypted.
Considering that during initial registration (e.g. remove USIM and insert again), UE does not have NAS security context, and during idle mobility, AMF may be changed and horizontal derivation may be performed, using keys in NAS security context may not always be applicable. This solution enhances the authentication procedure to make the AUSF sending encrypted KSEAF in advance, so that the UE and the AMF can use the encrypted KSEAF for protecting the authentication failure response. This solution does not impact UE on successful authentication case.

A good side effect of this solution is that the AMF can get the KSEAF if authentication success, then perform NAS SMC without waiting for the AUSF sending plaintext KSEAF. 

The following figure shows the principle of the solution:
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4
Detailed proposal

***
BEGIN CHANGES
***

6.2.Y
Solution #2.Y: Protecting the authentication failure response based on encrypted session anchor key
6.2.Y.1
Introduction

This key issue addresses the key issue #2.X: Exposure of cause value, and key issue #2.Y: Different length of authentication failure responses, and key issue #2.Z: SQN exposure using AUTS in the SYNC failure response.

In order to avoid cause value exposure, this solution removes the cause value from the response. In order to make the length identical for MAC failure and SYNC failure, this solution includes a pseudo AUTS in the MAC failure response. In order to make sure the serving network knows the failure reason, this solution includes a vMAC-tag computed based on a key known by the serving network in SYNC failure response, as well as includes a pseudo vMAC-tag in MAC failure response. The serving network can know the failure reason by verifying the vMAC-tag. The AUTS can be encrypted by the key known by the serving network to further prevent SQN exposure in case the UE can be identified by other means.

Considering that during initial registration (e.g. remove USIM and insert again), UE does not have NAS security context, and during idle mobility, AMF may be changed and horizontal derivation may be performed, using keys in NAS security context may not always be applicable. 

This solution enhances the authentication procedure to make the AUSF sending encrypted KSEAF in advance, so that the UE and the AMF can use the encrypted KSEAF for protecting the authentication failure response. This solution does not impact UE on successful authentication case.
A good side effect of this solution is that the AMF can get the KSEAF if authentication success, then perform NAS SMC without waiting for the AUSF sending plaintext KSEAF. 

6.2.Y.2
Solution details

The following figure shows the procedure for protecting the authentication failure response:
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Figure 6.2.Y.2-1: Enhanced authentication procedure
The solution is highlighted as following:

-
When receiving request for 5G AV from an AMF, the AUSF computes a Kn as following, and then send the Kn together with the RAND and the AUTN to the AMF.

Kn = KSEAF ( SHA-256 (XRES*)
-
In case of MAC failure, the ME shall generate three random strings, i.e. a 32-bit NONCE, a pseudo AUTS, and a 32-bit pseudo vMAC-tag. The UE then sends them to the AMF.

-
In case of SYNC failure, in addition to the SYNC failure cause, the USIM shall computes and sends out CK, IK, and RES, the ME shall computes RES* and KSEAF. The ME computes the Kn' as following.

Kn' = KSEAF ( SHA-256 (RES*)
-
Then the ME encrypts the AUTS based on the Kn' and the NONCE as following, as well as computes the 32-bit vMAC-tag based on the Kn' as following (AUTS includes a MAC-tag computed based on the key only known by home network, it can be called as hMAC-tag). The UE sends the encrypted AUTS and the vMAC-tag to the AMF.

Temp-key = HMAC-SHA-256 ( Kn', NONCE )
Encrypted AUTS = Truncate ( Temp-key ) ( AUTS
vMAC-tag = Truncate ( HMAC-SHA-256 ( Temp-key, Encrypted AUTS ) )
NOTE: 
If the attacker broadcasts the same RAND and AUTN several times frequently and the UE responses SYNC failure several times, the SQN in the UE may not be changed, hence AUTS may not be changed. The NONCE is used to introduce randomization in this case to prevent UE tracking from broadcasting same RAND and AUTN several times frequently.

-
When receiving authentication failure from the UE, the AMF shall verify the vMAC-tag, if success, then it is SYNC failure, the AMF shall decrypt the AUTS. Otherwise, it is MAC failure.

-
When receiving authentication successes, the AMF shall decrypt the KSEAF and perform NAS SMC (i.e. the AMF can perform NAS SMC without waiting for the KSEAF from AUSF). Meanwhile, the AMF shall send the RES* to the AUSF.

6.2.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***
END OF CHANGES
***
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