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1
Decision/action requested

It proposes a new key issue for authentication enhancement (33.846).
2
References

[1]
3GPP TS 33.846
3
Detailed proposal

***
BEGIN CHANGES
***

5.2.X
Key Issue #2.X: SQN exposure using AUTS in the SYNC failure response
5.2.X.1
Key issue details

During authentication procedure, the UDM will increase the SQNnw when generating an AV. If the AUTN verification fails or the SQNnw is not synchronized with the SQNue stored in the UE, the UE will response a failure message including an AUTS to the network. The AUTS includes an encrypted SQNue, the encryption is done by exclusive or with an AKue, i.e. CSQN = (SQNue XOR AKue). The AKue is computed based on the long term key of the user and the RAND received from the network. 

It is obvious that the difference between SQNue[ k ] and SQNue[ k ] +2^m starts from the m bit. The SQNue[ k ] means the k-th SQNue sent in the AUTS. If an attacker can identify an UE by repeatedly sending the same captured RAND and AUTN to the UE, then the attacker can track all the responded AUTS. In this case, the AKue used for computing the responded AUTS will not change, and it leads to the result that (CSQN[ k ] XOR CSQN[ k+n ]) equals to (SQNue[ k ] XOR SQNue[ k+n ]).

Using the following table, an attacker can figure out the m bit of the SQNue[ k ] using the result of (CSQN[ k ] XOR CSQN[ k ] +2^m):



0  0  +  1  =  0  1 ;      0  0  XOR  0  1  =  0  1



0  1  +  1  =  1  0 ;      0  1  XOR  1  0  =  1  1



1  0  +  1  =  1  1 ;      1  0  XOR  1  1  =  0  1



1  1  +  1  =  0  0 ;      1  1  XOR  0  0  =  1  1
If the m+1 bit and m bit of the result is 01, then the m bit of the SQNue[ k ] is 0. If the m+1 bit and m bit of the result is 11, then the m bit of the SQNue[ k ] is 1. If the SQNue[ k ] is figured out, then the SQNue[ k+m ] can be figured out as SQNnw has an increment step of one, and then the currently used SQNnw can be figured out.

5.2.X.2
Security threats

If the UE can be identified by the authentication failure response, the SQN will be exposed by using the AUTS in the SYNC failure.
5.2.X.3
Potential security requirements

The 5G system shall provide mechanism to prevent tracking UE by authentication failure.

The 5G system may provide mechanism to prevent SQN exposure by using the AUTS in the SYNC failure response.
***
END OF CHANGES
***
