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Decision/action requested

It proposes a new solution for handover low latency services.
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3
Rationale
The major latency during Xn handover is introduced by security method. Following figure shows the major latency point:
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From the figure, it is clear that following process increase the latency significantly (in red-line box):

A. Decryption of the buffered PDCP data in PDCP layer.

B. Encryption of outgoing forwarding GTP-U data with IPsec.

C. Decryption of incoming forwarding GTP-U data with IPsec.

Following figure shows the way to remove above latency point during handover:
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The idea of the way is that source gNB only forwards the protected PDCP data without IPsec involved (currently, source gNB forwards the plaintext PDCP SDU and the received GTP-U T-PDU), which does not impact GTP-U protocol, and UE retains old AS keys for a while for receiving the downlink data in a temporary additional DRB. As the forwarding data has been protected by PDCP layer, and performance of PDCP is very much better than IPsec, the forwarding latency can be ignored.
4
Detailed proposal

***
BEGIN CHANGES
***

6.Y
Solution #Y: Enhancement of handover with Xn forwarding tunnel
6.Y.1
Introduction

This key issue addresses the key issue #X: UP security performance for low latency.

During Xn handover, AS keys shall be changed and the forwarding data may be encapsulated in IPsec tunnel encrypted and integrity protected. In order to forward the cached PDCP SDU (not the GTP-U data from UPF) in the source gNB to the target gNB during handover, the source gNB shall first decrypt the PDCP SDU with the old AS keys, and then forward them to the target gNB in an IPsec tunnel. The target gNB then gets the forwarded data from the IPsec tunnel and encrypts the forwarded data with new AS keys. 

The unnecessary decryption and encryption as well as the data forwarding in IPsec tunnel introduce significant latency. If the above latency, especially introduced by data forwarding in IPsec tunnel, is removed, the latency of forwarding data can be ignored.

In order to improve the data forwarding performance, IPsec tunnel shall not be used. Considering that PDCP can also provide encryption and integrity protection, protected PDCP over GTP-U can be used for data forwarding, which does not impact the GTP-U protocol. 

Following figure shows the principle for enhanced handover with Xn forwarding tunnel for low latency, which only uses protected PDCP over GTP-U for data forwarding:
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Figure 6.Y.1-1: Principle for enhanced direct Xn forwarding
Editor’s Note: How to protect GTP-U header if needed is FFS.

6.Y.2
Solution details

6.Y.2.1
Xn handover
The following figure illustrates the procedure for enhanced Xn handover:
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Figure 6.Y.2-1: Procedure for enhanced Xn handover
1. The source gNB decides to trigger an Xn handover.

2. The source gNB sends a Handover Request (low latency flag per DRB) message to the target gNB.

3. The target gNB supports enhancement of secure data transmitting, then reserves additional downlink DRB resources used for data forwarding (i.e. DL_FW_DRB).

4. The target gNB sends Handover Response (DL_FW_DRB) message to the target gNB. The target gNB does not use IPsec tunnel for the forwarding data related to low latency, e.g. the connection address of the forwarding end point belongs to an NAT equipment.

5. The source gNB sends Handover Command (DL_FW_DRB) message to the UE. The source gNB knows that the target gNB supports and activates low latency forwarding, then handles the downlink data from UPF in PDCP layer (protected by old AS keys) and forwards the PDCP data over GTP-U without IPsec involved.

6. The UE synchronizes to new cell and derives new AS security context. The UE retains the source AS security context and ready to use it on the additional downlink DRB.

7. The UE sends Handover Confirm message to the target gNB. The UE uses the source AS security context to handle the downlink data received from the additional downlink DRB. The UE uses the new AS security context to handle the uplink data. 

8. The target gNB forwards the buffered and received PDCP data from the forwarding tunnel to the UE. The target gNB performs Path Switch procedure with the AMF.

9. The AMF informs the SMF to update session path. After the session path has been updated, the UPF sends downlink data to the target gNB and sends an end marker to the source gNB. The source gNB forwards the end marker to the target gNB.

Editor’s Note: How to protect the GTP-U control message is FFS.

10. The target gNB receives the end marker from forwarding tunnel, then sends an End of Forwarding indication to the UE.

11. When the End of Forwarding indication is received by the UE, the UE removes the source AS security context and releases the additional downlink DRB resources. When the end marker is received by the target gNB, the target gNB releases the additional downlink DRB resources and the forwarding tunnel resources.

6.Y.2.2
N2 handover with Xn forwarding tunnel 
The following figure illustrates the procedure for enhanced N2 handover with direct Xn forwarding tunnel:
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Figure 6.Y.2-1: Procedure for enhanced N2 handover with Xn forwarding tunnel
1. The source gNB decides to trigger a relocation on N2 interface.

2. The source gNB sends a Handover Required (Source to Target Transparent Container) message to the AMF. The Source to Target Transparent Container includes a low latency flag per DRB.

3. The AMF sends Handover Request (Source to Target Transparent Container) message to the target gNB.

4. The target gNB supports low latency handover and reserves an additional downlink DRB resource used for data forwarding (i.e. DL_FW_DRB).

5. The target gNB sends Handover Request Ack (Target to Source Transparent Container) message to the AMF. The Target to Source Transparent Container contains the additional downlink DRB information. The target gNB does not use IPsec tunnel for the forwarding data related to low latency service, e.g. the connection address of the forwarding end point belongs to an NAT equipment.

6. The AMF sends Handover Command (Target to Source Transparent Container) message to the source gNB.

7. The source gNB sends Handover Command message to the UE. The source gNB knows that the target gNB supports and activates low latency forwarding, then handles the downlink data from UPF in PDCP layer and forwards the PDCP data in the forwarding tunnel without IPsec involved.

8. The UE synchronizes to new cell and derives new AS security context. The UE retains the source AS security context and ready to use it on the additional downlink DRB.

9. The UE sends Handover Confirm message to the target gNB. The UE uses the source AS security context to handle the downlink data received from the additional downlink DRB. The UE uses the new AS security context to handle the uplink data.

10. The target gNB forwards the buffered and received PDCP data from the forwarding tunnel to the UE. The target gNB sends Handover Notify message to the AMF.

11. The AMF informs the SMF to update session path. After the session path has been updated, the UPF sends downlink data to the target gNB and sends an end marker to the source gNB. The source gNB forwards the end marker to the target gNB.

Editor’s Note: How to protect the GTP-U control message is FFS.

12. The target gNB receives the end marker from forwarding tunnel, then sends an End of Forwarding indication to the UE.

13. When the End of Forwarding indication is received by the UE, the UE removes the source AS security context and releases the additional downlink DRB resources. When the end marker is received by the target gNB, the target gNB releases the additional downlink DRB resources and the forwarding tunnel resources.

6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

***
END OF CHANGES
***
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