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1
Decision/action requested

It proposes a new KI for URLLC security.
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3
Detailed proposal

***
BEGIN CHANGES
***

5.X
Key Issue #X: UP security performance for low latency
5.X.1
Key issue details

The low latency service has extreme requirements on UP data transmitting delay. Without security, data transmitting is very quick using nowadays technology. Introducing of security in UP data transmitting will delay the data transmitting, but it is a trade-off between performance and security.

The UP path between UE and UPF includes radio interface and N3 interface, and may include F1 interface (DU-CU case) and Xn (handover case) interface.

In current specification, IPsec protocol may be used to protect above interfaces. It has been identified that IPsec and TLS/DTLS will slow down the data forwarding performance significantly, which means UP data transmitting over above interfaces will be delayed significantly if IPsec is deployed. 

It has been identified that security performance on radio interface also is able to be improved, e.g. by using AES GCM mode.

In order to satisfy low latency requirement, it needs to be studied that how to improve security performance along the UP path between UE and UPF.

5.X.2
Security threats

Without UP security improvement along the UP path between UE and UPF, security handling will introduces high latency for the UP data transmitting. 

5.X.3
Potential Security requirements

The 5G system shall improve the UP data transmitting in a secure way between UE and UPF.

***
END OF CHANGES
***
