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1. Overall Description:

SA1 thanks SA3 for their LS on authentication of group of IoT devices. SA1 has reviewed the questions and provides the following answers.

1) What kind of scenarios is SA1 considering for authentication of group of IoT devices?

The use cases for group authentication of IoT devices include scenarios in which several to many devices associated to the same user are activated simultaneously.  Such scenarios may be, for example, sensors embedded in a newly constructed building or bridge, reusable public safety sensors dispersed around a geographic area such as a wildfire or crime scene, weather sensors on a ship, or smart meter sensors in a parking garage.

2) What is a definition of a group, i.e. who defines the group, is it a group of devices or subscriptions, are the devices in physical proximity, etc.?

In the above mentioned use cases, significant efficiencies can be expected for database storage, charging data collection, signalling overhead, and more, if all the devices can be managed in bulk rather than individually. The devices may or may not be in proximity, for example, sensors in a bridge may be in proximity while all smart meters in a parking garage may not be due to distance, construction materials, etc. From SA1 perspective, this was originally termed ‘bulk authentication’ rather than ‘group authentication’. It is not related to the ‘group’ type activities associated for example with GCSE where there is a group leader and communication between group members, etc. In order for bulk operations to be possible on multiple IoT devices/UEs, these IoT devices/UEs need to share common criteria, e.g., associated with same user associated with the same user.  
The attached CR clarifies the requirements accordingly.

3) On which layer (i.e. network or application layer) is group authentication taking place?

The requirement is for network layer authentication.

2. Actions:

To SA3 group.

ACTION: 
SA1 asks SA3 to take the replies above into consideration.
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