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ABOUT THE WIRELESS BROADBAND ALLIANCE

Wireless Broadband Alliance (WBA) is the global organization that connects people with the
latest Wi-Fi initiatives. Founded in 2003, the vision of the Wireless Broadband Alliance (WBA)
is to drive seamless, interoperable service experiences via Wi-Fi within the global wireless
ecosystem. WBA'’s mission is to enable collaboration between service providers, technology
companies, cities, regulators and organizations to achieve that vision. WBA’s membership is
comprised of major operators, identity providers and leading technology companies across
the Wi-Fi ecosystem with the shared vision.

WBA undertakes programs and activities to address business and technical issues, as well
as opportunities, for member companies. WBA work areas include standards development,
industry guidelines, trials, certification and advocacy. Its key programs include NextGen Wi-
Fi, OpenRoaming, 5G, 10T, Testing & Interoperability and Policy & Regulatory Affairs, with
member-led Work Groups dedicated to resolving standards and technical issues to promote
end-to-end services and accelerate business opportunities.

The WBA Board includes Airties, AT&T, Boingo Wireless, Broadcom, BT, Cisco Systems,
Comcast, Deutsche Telekom AG, Intel, Reliance Jio, Turk Telekom and Viasat. For the
complete list of current WBA members, click here.

Follow Wireless Broadband Alliance:
www.twitter.com/wballiang@

http://lwww.facebook.com/\WifelessBroadbandAlliance

https://www.linkedimgcom/cC@mpany/2919934/
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COPYRIGHT STATEMENT

This draft document is released by WBA to 3GPP and is intended to be used to support the
accompanying liaison statement concerning issues related to the accelerated deployment of
roaming by 3GPP Non-Public Networks.

The copying or incorporation into any other work of part or all of the material available in this
document in any form without the prior written permission of Wireless Broadband Alliance is

prohibited.
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Undertakings and limitation of liability

This Document and all the information contained in this Document is provided on an ‘as is’
basis without warranty of any kind, either expressed or implied, including, but not limited to,
the implied warranties of merchantability, fithess for particular purpose, or non-infringement.

In addition, the WBA (and all other organisations who may have contributed to this
document) makes no representations or warranties about the accuracy, completeness, or
suitability for any purpose of the information. The information may contain technical
inaccuracies or typographical errors. All liabilities of the WBA (and all other organisations
who may have contributed to this document) howsoever arising for any such inaccuracies,
errors, incompleteness, suitability, merchantability, fitness and non-infringement are
expressly excluded to the fullest extent permitted by law. None of the contributors make any
representation or offer to license any of their intellectual property rightsto the other, or to any
third party. Nothing in this information or communication shall be relied on by any recipient.

The WBA also disclaims any responsibility for identifying the existence of or for evaluating
the applicability of any claimed copyrights, patents, patent applications, or other intellectual
property rights, and will take no position on the validity.or scope of any such rights. The WBA
takes no position regarding the validity or scope of any intellectual property or other rights
that might be claimed to pertain to the implementation or use of the technology described in
this document or the extent to which any license under such rights might or might not be
available; nor does it represent that it has made any effort to identify any such rights.

Neither the WBA nor any of the other organisations who may have contributed to this
document will be liable for loss'or damage arising out of or in connection with the use of this
information. This is a comprehensive limitation of liability that applies to all damages of any
kind, including (without limitation) compensatory, direct, indirect or consequential damages,
loss of data, income.or profit, loss of or damage to property and claims of third-parties.
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Executive Summary

OpenRoaming was conceived of to facilitate the adoption of roaming by the significant
number of private enterprises that have deployed Wi-Fi systems to support guest access,
where end-users authenticate to the network with credentials managed by third party identity
providers. Passpoint based automatic network selection and EAP-based authentication
deliver a seamless, secure and scalable user roaming experience.

In 2021, WBA approved the formation of the “OpenRoaming for 5G” project that was tasked
with examining the opportunity of adapting OpenRoaming capabilities to support 5G non-
public use cases. This whitepaper represents the first deliverable from the project, benefiting
from the experience of OpenRoaming in describing a selection of key issues related to the
operation of OpenRoaming that may be relevant to the deploymentand operation of 3GPP
Non-Public Networks. The list of key issues is intended to trigger discussions with a set of
stakeholders interested in accelerating adoption of roaming by 3GPP NPN deployments.

1 Introduction
1.1 OpenRoaming

The OpenRoaming federation was established by the Wireless Broadband Alliance in 2020
as an industry solution to enable scalable, seamless and secure authentication between user
devices provisioned with OpenRoaming profiles and their Identity Providers (IDPs) who
manage the users’ credentials while those user devices are roaming onto the access
networks of organizations that have joined the federation.

OpenRoaming comprises alegal framework covering roles and responsibilities of Access
Network Providers (ANPS), Identity Providers and ecosystem brokers. It also includes a
technical framework that covers the automatic establishment of secured signaling between
ANPs and IDPs together with the definition of federation wide automatic network selection
and closed access group-based policy enforcement implemented by both ANPs and IDPs.

Comparedto earlier approaches to roaming enablement that required bi-lateral agreements
between wireless access providers and mobile service providers or carriers, the federated
approach defined by OpenRoaming has resulted in a dramatic increase in providers
participating in the roaming and offload ecosystem.

1.2 3GPP Non-Public Networks

In parallel to OpenRoaming’s launch and market deployments, 3GPP has introduced new
capability to enable Non-Public Network (NPN) deployments of 5G based systems. Most
recently, 3GPP Release 17 architecture has been further enhanced to enable the credential
holder responsible for authenticating User Equipment (UE) to be decoupled from the operator
of the NPN.
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From an OpenRoaming standpoint, the newly defined credential holder role in 3GPP can be
likened to an OpenRoaming IDP and the NPN operator can be likened to an OpenRoaming
ANP, enabling seamless and secure authentication between 5G user devices provisioned
with credentials and their identity providers who manage the users’ credentials.

1.3 Scope of this Whitepaper

The scope of this whitepaper is to benefit from the experience of OpenRoaming.in describing
a selection of use cases and associated key issues related to the operation of the
OpenRoaming federation that may be relevant to the deployment and operation of 3GPP
Non-Public Networks. Just as OpenRoaming has facilitated the adoption of secure, seamless
roaming onto 802.11 based wireless networks, the opportunity is to leverage some of those
same capabilities and concepts to accelerate the adoption of roaming onto 3GPP private
NPN networks deployed by a diverse range of access providers.

The list of key issues is intended to trigger discussions with stakeholders interested in
accelerating 3GPP NPN deployments. The key issue description may be used to highlight
potential gaps in current 3GPP architectures or used to affirm:the use of already defined
3GPP functionality to support particular requirements associated with the issue.

2 Use Cases
2.1 OpenRoaming Use Cases

OpenRoaming facilitates a variety of deployment use cases. Importantly, OpenRoaming can
be deployed to support settlement-free use cases, where the ANP monetizes the installation
and operation of its OpenRoaming systems via some alternative value proposition, for
example, a better retail experience or a more productive business environment. This
settlement-free use'case has driven the definition of dynamic discovery of the IDP’s signaling
endpoints by the ANP. The subsequent communications is secured using mutual
authentication based on the certificates issued under the WBA'’s private PKI. This fully
distributed approach avoids the need to fund the operation of signalling intermediaries.

Both ANP and IDP deploy OpenRoaming
enabled signaling endpoints. IDP’s DNS
records enable dynamic discovery of
signaling endpoint by ANP

Figure 1: OpenRoaming enabled ANP and IDP

Other deployment use cases allow the ANP and/or IDP to offload OpenRoaming functionality
to a partner, termed an OpenRoaming broker. From the access network’s perspective, the
ANP broker may be viewed as performing an analogous role to the Visited Public Mobile
Network (VPMN) in 3GPP defined systems, facilitating integration into 3GPP-based
architectures. Equally, the IDP can offload OpenRoaming functionality to their broker, who is
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then responsible for delivering important perimeter security and implementing authorization
logic on behalf of the IDP.

IDP outsources OR signaling termination to
their broker. IDP’s DNS records enable
dynamic discovery of IDP broker’s signaling
endpoint by ANP

ANP outsources OR signaling termination
to their broker. IDP’s DNS records enable
dynamic discovery of signaling endpoint by
ANP Broker.

ANP
BROKER

Figure 2: Offloading OpenRoaming functionality to brokers

Finally, although dimensioned to scale to support settlement-free use cases, OpenRoaming
also supports settled use cases. Financial clearing and data settlement are services typically
provided by the OpenRoaming brokers, with the federation defining templated terms to use
between broker-to-broker agreements.

Both ANP and IDP outsource signaling
termination to their respective brokers.
Static routing used to enable data clearing
and financial settlement.

ANP op  EETTOR

BROKER BROKER IDP

Figure 3: OpenRoaming Settled realized through brokers
2.2 OpenRoaming Signalling

OpenRoaming signalling between ANPs and IDPs is‘transient. There is no direct business
relationship between the ANP and IDP. Instead, both have agreed to common OpenRoaming
terms when they joined the federation. When an ANP want to authenticate an in-bound
roamer from an IDP, it recovers the realm from the EAP exchange and uses DNS to
dynamically discover the IDP’s signaling endpoint.

To enable dynamic discovery for SIM-based identities over the public Internet, WBA has
worked with GSMA 'to update the DNS definitions in GSMA’s IR.67 [1] to permit the resolution
of the IP address of a Home Public Mobile Network’s (HPMN) signalling endpoint over the
public Internet. More specifically, OpenRoaming access networks that observe a realm
“‘wlan.mne<mnc>.mcc<mcc>.3gppnetwork.org” will add in a “pub” sub-domain to the realm
and use “‘wlan.mnc<mnc>.mcc<mcc>.pub.3gppnetwork.org” in their DNS queries. Such an
approach can be likened to how ePDG addresses are resolved over the public Internet and
aligns with established GSMA procedures that enable delegation of the pub.3gppnetwork.org
to the DNS of an MNO.

NOTE: Importantly, server-initiated signaling is not defined to operate across the federation,
meaning that the ANP can use simple outbound firewall rules to protect their
systems from other entities on the public Internet. These are the same type of
firewall rules that ANPs can configure to permit connectivity to MNO operated
ePDGs that enable VoWi-Fi service to be delivered over third-party networks.
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Federation Policy I-CA & Root CA J

Figure 4: Outbound firewall rules to protect ANP systems

This dynamic discovery means that an OpenRoaming ANP is‘able to support in-bound
roamers from any of the IDPs that have joined the federation.

2.3 OpenRoaming Network Selection

OpenRoaming defines the use of 2 network identities to be configured on OpenRoaming
access networks, one for settlement free access and the other for settled access.
OpenRoaming has defined the use of closed access groups with these common network
identifiers to allow differentbusiness proposition to be built using OpenRoaming. Currently,
closed access groups are defined that cover the following aspects:

e Level of identity. proofing: All OpenRoaming IDP’s are prohibited from enabling end-
users to use self-asserted identities when roaming on the federation. Access providers
may indicate they require enhanced identity proofing to be performed by IDPs in their
credential management procedures. This definition makes use of ISO IEC 29115
defined levels of assurance [2].

e Service level tiers. All access network providers are required to deliver a sustained
256 kbit/s service to all authenticated users to enable VoWi-Fi calls to be supported.
Access network providers may indicate they support a higher level SLA tier where they
commit to deliver a high-definition streaming experience to authenticated users.

e Privacy. If an access network requires a permanent identity of the user be exchanged
in return for providing the OpenRoaming service to the end user, this is signalled using
a closed access group. Only those end-users that have consented to share their
permanent identity will be able to access on those networks.
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e Vertical business type. OpenRoaming permits access networks to tailor their
deployments to serve one or more verticals. For example, an OpenRoaming access
network embedding OpenRoaming functionality into a roadside unit can ensure that
authentication is only triggered for those devices that have been provisioned with an
automotive identity.

2.4 3GPP NPN Use Cases

Although the definition of 3GPP Non-Public Networks has not been driven by the
opportunities benefited from a federation-based deployment, there are at least two use cases
where 3GPP defined functionality can be leveraged for adoption by a federation. Because the
focus of OpenRoaming is on scalability, the NPN use cases described are primarily focused
on how to facilitate the outbound roaming from an existing MNO onto the federation defined
NPN networks.

The first example uses stand-alone NPN (SNPN) definitions, together with the latest 3GPP
R17 functionality that enables SNPN connectivity for UEs with credentials owned by
Credential Holders. 3GPP permits the credential holder to use either an AAA server for
primary authentication and authorization, or alternatively using AUSF and UDM for primary
authentication and authorization.

Private 5GS Aware
5GC

3GFF Credential
Holder

GIN Code
Based Policy

R17 |
Ly

Figure 5:'SNPN connectivity for UEs with credentials owned by Credentials Holder

The second example relies on the allocation of a unigue PLMN-ID for the federation.
Importantly, the unique PLMN-ID 902 01 has already been allocated to the MulteFire
Alliance. This approach follows a similar approach, whereby a unique PLMN-ID is allocated
to the federation and then closed access groups are defined to operate along with the PLMN-
ID to implement the federation defined policies.
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CAG-ID Based P;Eg:m
OR-Policy
-

Public 5GC

Figure 6: PNI-NPN based federation

Using either of these alternatives, the opportunity is to complement existing inter-carrier
roaming to facilitate outbound roaming from MNOs onto the NPN networks operated by
access providers who have joined the federation.

Public

SIM-ID

NPN Federation Inter-Carrier Roaming NPN Federation

A, y y
PNI-NPN Public Private NPN
3GPP 3GPP Wi-Fi 3GPP
#2 #2 #4 #4
)
Private Networks Public Networks Private Networks

Figure 7: Use cases for outbeund roaming onto federation defined Private Wi-Fi and Private NPN networks.

Operators and enterprises. that join the federation can provision their devices with their
respective authorized network identifiers/policies. These will then trigger automatic network
selection and establishment of roaming signalling when those devices are in coverage of
access networks which-have joined the federation and broadcast the federation defined
networkridentifiers. The federation defined PKI policy restricts the use of automated roaming
signalling to between those federation members that have agreed to the federation-defined
terms and conditions.

Report Title: OpenRoaming for 3GPP Private Networks
Key Issues for Roaming Deployments with Private Networks Wireless Broadband Alliance

Issue Date: July 2022 Copyright © 2022
Version: Draft 1.0




DRIVING INEXT WIRELESS EXPERIENCE

<‘i WIRELESS

=18 Configuration
Federation Metwork
identifier
][ ——
VSEPP -
:::] - Credential
Federation ANP

SIB Conflguration
Federation Metwork
identifier

Provision Federation

Internet Network Identity/Policy, g
ﬁ eg. EFeg

Federation ANP b Enterprise
wdentifier
froia H
ﬁ -
Federation ANP

Figure 8: Using network identities and policies to enable control of automatic network selection across the federation

Although OpenRoaming’s focus on scalability has driven the analysis of use cases that
permit outbound roaming from an existing MNQO onto the federation defined NPN networks,
the NPN use case also covers the ability of federation defined IDPs to roam their devices on
to MNO networks. Such an approach is complicated by the fact that 3GPP doesn’t permit the
use of Network Access Identifiers (NAIs) used to identify subscriptions on the private NPN
network to be re-used on the public network. However, there may be the opportunity to
leverage the role of a federation defined broker to achieve the necessary interworking.

Private ANP
NAI BROKER
Inter-Carrier Roaming NPN Roaming
v A A, A4 A
PNI-NPN Public Private
3GPP 3GPP Wi-Fi
#2 #2 #4

Private Networks Public Networks Private Networks

Figure 9: Use cases that use a federation defined broker to realize inbound roaming of private identities onto public networks
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3 Key Issues
3.1 Area #1: Neutral Host
3.1.1 Introduction

OpenRoaming has triggered a transition in the roaming environment. Whereas previously
ANPs likely had a bi-lateral arrangement with a Mobile Network Operator (MNO).to integrate
their wireless network into the MNQO’s offering, ANPs can now agree with a broker to join the
federation and use dynamic discovery to signal with any IDP that has joined the federation.
Hence, OpenRoaming can be viewed as “neutral host by design” enabling the access
provider to authenticate all OpenRoaming users onto their network, irrespective of the end-
user’s identity provider.

3.1.2 Key Issues
3.1.2.1 Key Issue #1.1: 3GPP Neutral Host Enablement

It is anticipated that ANPs which independently procure 3GPP NPN networks will be
motivated to enable connectivity from a range of IDPs that can include national MNO
competitors. 3GPP approaches to multi-operator support requires the ANP to enter into Multi-
Operator Core Network (MOCN) agreements with multiple MNOs. Such contracts may be
onerous for the ANP to agree with multiple MNO parties. In contrast, defining a roaming-
based solution to enable effective operation in a neutral-host environment may be less
burdensome on the ANP and IDP alike.

3.2 Area #2: Automatic Network Selection
3.2.1 Introduction

Automatic network selection is a key tenet of the OpenRoaming federation, enabling
seamless authentication of users.

3.2.27Key Issues
3.2.2.1 Key Issue #2.1: Network Identification

Prior to OpenRoaming, individual access providers configured separate identifiers, e.g.,
PLMN-IDs, for each supported identity provider. OpenRoaming replaces these individual
identifiers with a roaming consortium-based set of identifiers. Two “root” identifiers are used
based on IEEE allocated Roaming Consortium Organization Identifiers (RCOIs). The first
RCOI is used to identify access networks that are “settlement free”, where the access
provider does not expect any financial renumeration for serving the in-bound roaming users
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on its network, The second RCOI is used to identify access networks that are “settled”, where
the access provider does expect to receive financial renumeration for serving the in-bound
roaming users.

3GPP specifications enable access networks to broadcast multiple different PLMN identifiers.
There are at least two options by which a federation could be operated using 3GPP defined
NPN networks.

A first approach can use the NPN configured in “public network integrated” (PNI) mode,
whereby the federation applies to the ITU-T SG2 for the allocation of a PLMN-ID for use
across the OpenRoaming federation. This can be likened to the use of PLMN-ID 90201,
which uses the 902 shared country code, and has been allocated to the Multefire Alliance.
The federation can define the use of Closed Access Group identifiers (CAG-1Ds) which would
permit policies like “settled” or “settlement free” to be realized.

This first approach enables an MNO to configure the EF-CAG file on the SIM card. The CAG
information list includes the PLMN-ID and associated CAG-IDs that are pre-configured by the
MNO, enabling the MNO to define which federation policies they support.

A second approach can use the "Group ID for Network Selection” (GIN) capability introduced
in 3GPP Release 17. Following the definition of Netwaork Identifier (NID) used for identifying
stand-alone non-public networks, GIN canbe defined to be based on an IANA Private
Enterprise Number (PEN) (https://pen.iana.org/pen/app), which in OpenRoaming’s case
could be WBA’s PEN number of 14122. The use of associated GIN codes can then be
defined at the federation level to permit policies like “settled” or “settlement free” to be
realized.

Importantly, although 3GPP have recently introduced a new dedicated file for SNPN, DFsnpn,
into USIM application, currently there is no ability for an MNO to pre-configure a list of GIN
identities and associated GIN codes in the USIM application to facilitate adoption of GIN-
based automatic network selection.

3.2.2.2 Key Issue #2.2: Access and Identity Provider Policies

OpenRoaming permits the access providers and identity providers to enforce specific
policies. OpenRoaming embeds policy information into the network identification codes. Only
if there is a policy in common between an access provider and identity provider will an
authentication exchange be triggered.

From a 3GPP NPN perspective, a federation can define the use of Closed Access Group
identifiers (CAG-IDs) or GIN Codes to realize federation specific policies. Only if there is an
identifier or code match between access provider and UE SIM card will an authentication be
triggered.
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3.2.2.3 Key Issue #2.3: Seamless network selection of NPN networks

Using the "Group ID for Network Selection” (GIN) capability at the federation level requires
UEs to enter into “SNPN access mode” in order to benefit from automatic network selection
onto the NPN broadcasting the federation’s GIN code. It is unclear whether the majority of
UEs will support SNPN Access Mode and whether necessitating selection of “SNPN Access
Mode” will deliver a seamless roaming experience.

Using the unique PLMN-ID at the federation level requires the ANP to indicate to the UE that
“IMS voice over PS Session Supported” in order for a “voice centric” UE to.consider the
ANP’s network in its automatic network selection algorithm. Necessitating support of IMS
over federation-based ANP networks along with S8HR or N9HR roaming may further
complicate deployments.

3.2.2.4 Key Issue #2.4: Prioritization of federation roaming networks

If the federation operates based on a unique PLMN-ID, then the existing operator controlled
PLMN selector with access technology field (EFOPLMNwACT).in.the USIM application can
be re-used to prioritize selection of a federation defined access network. There are no
equivalent elementary files defined to enable the provisioning of S-NPN network selection
preferences on the SIM card.

3.2.2.5 Key Issue #2.5: Integration of private LTE networks and NSA-based 5G
networks

3GPP NPN definitions have focused on 5G-based access technology, with the
enhancements for S-NPN and PNI-NPN being uniquely defined for stand-alone based
access networks, that necessitate implementation of a 5G core to manage connectivity,
mobility and user authentication. In contrast, the majority of initial NPN networks actually
employ LTE technology and the initial 5G networks operate using so-called Non-Stand Alone
(NSA) deployments where the core network is based on the earlier LTE evolved packet core.

Equally important to the success of an NPN roaming federation is the support of the required
3GPP defined NPN functionality across the UE ecosystem. Poor adoption may motivate
alternative approaches, e.g., based on unique PLMN-ID, to be adopted.

3.3 Area #3: Signalling between access and identity providers
3.3.1 Introduction

OpenRoaming has transformed the approach to securing signalling for roaming
authentications, triggering the transition from static RADIUS-over-IPSec based on bi-lateral
security associations, to dynamic RADSEC based on DNS discovery with mutual TLS
authentication secured using certificates issued under WBA's root certificate authority.
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3.3.2 Key Issues
3.3.2.1 Key Issue #3.1: Automatic Discovery of Signalling Endpoints

OpenRoaming uses the same NAPTR and SRV DNS records that have been defined for use
in GSMA for discovering the IP address of signaling endpoints. Because OpenRoaming
enables name resolution over the public Internet, OpenRoaming and GSMA have agreed to
adapt the dynamic DNS discovery to use the
wlan.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org sub domain which can then be
delegated to a particular MNO under standard IR.67 procedures.

The agreement with GSMA is for the use of the “wlan” sub-domain in OpenRoaming
systems, and does not cover operation of other sub-domains, e.g.;“5gc”, that may be
specified for use when discovering 5G signalling endpoints in NPN deployments.

3.3.2.2 Key Issue #3.2: Security of Endpoint Discovery

Because DNS discovery occurs over the Internet, OpenRoaming recommends the use of
DNSSec to enable an access provider to determine that the DNS response has been
signalled by a system that is authoritative for the domain. OpenRoaming permits access
networks to reject any authentications where signaling endpoints are discovered using
unsecured DNS exchanges.

Operation of the 3gppnetwork,org by GSMA has not yet enabled use of DNSSec for the
domain used in dynamic signalling endpoint discovery.

3.3.2.3 Key Issue #3.3: Identification of Federation Participants

OpenRoaming defines the identity used to identify all individual federation participants (ANP,
IDPs and brokers) in the.OpenRoaming federation. The identity was conceived of as being
used in the WBA defined namespace defined in RFC 5580, but its use has since been
enhanced to enable signalling of the identity of a range of roaming service providers between
OpenRoaming participants, including:

e The identity of the access network provider

e The identity of the identity provider

e The.identity of the broker who brokers the relationship between an access or identity
provider and the federation

e The identity of the financial clearing provider serving and access or identity provider

e The identity of the data clearing provider serving and access or identity provider

Importantly, the identity can scale through the use of a namespace hierarchy. This enables
WBA to allocate a primary identity to brokers who can then allocate subordinate identities
under their allocated primary identity to third party providers. WBA is not involved in
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allocating new subordinate identities, but does operate a centralized database where
OpenRoaming brokers are able to use standardized APIs to upload information pertaining to
newly allocated identities.

3GPP systems use PLMN-IDs to identify access networks and identity providers. Where a
non-unique mobile country code is used in an NPN deployment, an associated Network 1D
(NID) can be used to identify the operator of the NPN access network. However, when
operating a federation, neither the PLMN-ID nor NID is able to identify the identity of the
access network provider. Other participants in the GSMA roaming ecosystem are identified
using TADIG codes. TADIG codes are 5 characters long and are managed and allocated by
GSMA.

The introduction of authentication based on NAI means that there is'no system to currently
identify a credential holder.

3.3.2.4 Key Issue #3.4: Transient Signalling Between Access and.ldentity Providers

OpenRoaming is designed to enable all access providers to participate in roaming,
irrespective of size. One datapoint comparing the signalling events observed by an
OpenRoaming network and the datapoints published by GSMA indicates that an
OpenRoaming network may experience signalling at one-thousandth the load of conventional
public cellular networks. Equally, other OpenRoaming deployments have experienced
significant scale, with WBA reporting that one healthcare establishment authenticated nearly
a quarter of a million unique devices over a 12 month period that together consumed over a
million Gigabytes of data on the OpenRoaming network.

Dimensioned to scale to the half a billion public Wi-Fi hotspots, OpenRoaming is based on
transient signalling dynamically established between access providers and identity providers
where the signalling-is sustained only while there are users from the identity provider roaming
on the wireless networks of the access provider. Once all such users have left the access
network, the signalling between access and identity provider can be terminated.

In contrast, 3GPP-is based on the assumption that signalling connections between NPNs and
credential holders are long-lived. This may favour those NPN deployments that have
significant levels of roaming signalling to merit such long-lived connections. However, with
other 3GPP NPNs likely to experience a similar level of signalling events compared with
current OpenRoaming access networks, this may limit the ability of all but the largest NPN
operators from engaging with credential holders at a federation level.

3.3.2.5 Key Issue #3.5: Access Provider Firewall Traversal

Traditionally, firewall traversal in 3GPP-based roaming systems is based on a centralized
database of the IP address of every signalling endpoint in every public 3GPP operator.
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GSMA is responsible for operating this IR.21 database. 3GPP operators can access the
database and use information in configuring their firewall rules.

OpenRoaming deployments are based on signalling exchanges which are originated from the
systems in the access network. The Access network provider can define their firewall rules to
permit outbound sockets towards the dynamically discovered signaling endpoints operated
by identity providers.

For 5G, 3GPP has decoupled operation of the security edge protection proxy (SEPP),
between requests initiated by the access provider and those requests initiated by the
credential holder. Due to the lack of centralized database of IP addresses, the procedures for
enabling HTTP/2 requests initiated by the credential holder towards the NPN-access network
to transition the firewall perimeter will need to be defined.

3.3.2.6 Key Issue #3.6: Securing Signhaling between Access and Identity Providers

OpenRoaming signalling is secured using TLS based on mutual-authentications using public
key certificates issued according to WBA's certificate policy. The certificate policy defines the
use of OpenRoaming identifiers in the subject distinguished name UID field to then enable
each relying party to be able to unambiguously determine the identity of the operator of the
remote signalling system. These identities are used in escalation procedures within the
federation to enable issues to be identified, tracked and resolved.

3GPP has defined the use of TLS based on mutual authentications using public key
certificates. There are no restrictions in terms of the certificate policy used for issuing such
certificates.

3.3.2.7 Key Issue #3.7:Terminology

OpenRoaming enables public mobile operators as credential holders to authenticate their
users on the wireless networks of OpenRoaming access providers.

3GPP 23.501 clause 5.30.2.9.3 defines the architecture for supporting NPN connectivity for
UEs with credentials owned by Credentials Holder. Importantly, where the Credentials Holder
uses AUSE and UDM for primary authentication and authorization, as will be the case when
the Credential Holder is a public mobile operator, 3GPP does not characterize this as
‘roaming”. 3GPP may needs to refine the terms used for this type of authentication.

3.4 Area #4: Roaming Agreements
3.4.1 Introduction

OpenRoaming defines the legal foundation by which the federation operates. Instead of bi-
lateral roaming agreements used in public 3GPP networks, access network providers and
identity providers agree terms with OpenRoaming brokers to join the federation that then

Report Title: OpenRoaming for 3GPP Private Networks
Key Issues for Roaming Deployments with Private Networks Wireless Broadband Alliance

Issue Date: July 2022 Copyright © 2022
Version: Draft 1.0




c‘i Y WIRELESS

£SS EXPEI

EXT Wi

permit users of identity providers to seamlessly roam onto OpenRoaming access networks,
even when there is no direct relationship between access and identity provider.

3.4.1.1 Key Issue #4.1: Roaming Experience

GSMA roaming is based on the assumption that all visited networks also operate as home
operators for their own customers. GSMA AA.12 then uses the experience of the visited
network’s home customers in defining requirements when serving in-bound users from third
party identity providers.

OpenRoaming does not baseline the experience of in-bound roamers based on the
experience of the access network’s own users. The access network will frequently want to
differentiate the service offered to its own users compared with that of in-bound users and/or
may not have any of its own subscribers and instead merely function as a pure access
network without managing credentials. Instead OpenRoaming defines the immutable terms to
be included in all OpenRoaming agreements between access providers and OpenRoaming
brokers, that describe the absolute requirements placed on the access provider.

3.4.1.2 Key Issue #4.2: Service Level Agreements

GSMA NG.113 defines the recommended guidelines for guality of service parameters for
certain roaming scenarios. These recommendations include support of a 156 kbit/s service to
enable support for three concurrent IMS streams. In contrast, immutable OpenRoaming
access network provider terms include a minimum requirement to support a sustained 256
kbit/s service to all authenticated OpenRoaming subscribers with service availability
exceeding 90% when measured during scheduled operations.

In addition to the minimum requirement, OpenRoaming defines the use of tiers of service
based on standardized service levels. For example, a network claiming to be compliant to
OpenRoaming silver needs to be able to provide a 5 Mbit/s streaming service to 10% of the
OpenRoaming silver authenticated users with a service availability exceeding 95%. A unique
network identification code is used to identify those access networks that have agreed to the
additional terms required to support the OpenRoaming silver service.

3.4.1.3 Key Issue #4.3: Handling of Personal Identifiable Information

GSMA based roaming agreements describe the restrictions in terms of use of personal
identifiable information associated with in-bound roamers in the use of “roaming customer
targeted communications” unless authorized by the home network.

OpenRoaming defined privacy policies at the federation level. The OpenRoaming privacy
policy prohibits the use of Pll by the OpenRoaming access provider, except when used for
delivering the OpenRoaming service, used in troubleshooting or to comply with law
enforcement requests.
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3.4.1.4 Key Issue #4.4: End user terms and Conditions

OpenRoaming replaces the previous disparate hotspot model where each access provider
would define their own end-user terms and conditions and get users acceptance to those
terms during a captive portal exchange. OpenRoaming defines the baseline end-user terms
and conditions that need to be agreed to by all OpenRoaming subscribers. Immutable terms
in the OpenRoaming Identity provider agreement ensure that all IDPs comply with such a

policy.
As a consequence, all OpenRoaming access networks can be confident of the terms and
conditions agreed by every in-bound OpenRoaming subscriber on their network.

In contrast, in public 3GPP roaming, each operator is responsible for.defining their own end-
user terms and conditions. An NPN operator is unable to determine the end-user terms and
conditions used by a credential holder, unless they have a direct relationship with the
credential holder.

3.4.1.5 Key Issue #4.5: Network Slicing

Network slicing is a key feature of 5G networks and<enables to build logical networks that
meet the specific needs of each slice customer. Network slices are defined within a PLMN or
S-NPN, enabling such constructs to be leveraged by an NPN roaming federation. Each NPN
operator deploying 5GS can deploy network slices:to meet its business goals. From a
roaming perspective, the use of standardized Slice/Service Types (SSTs) provides a way to
establishing global interoperability for slicing. An NPN roaming federation can additionally
use the Generic network Slice Template (GST) defined in GSMA PRD NG.116 [3] to define
federation-wide network slice types.

Importantly, the parameters in the GST include performance related KPI parameters,
availability parameters and throughput parameters that overlap with the current network-
identifier definitions used in the OpenRoaming federation, as described in section 3.4.1.2.
Specification of an NPN-federation should therefore analyse the split in parameter definition
between network identifiers (e.g., CAG-IDs and/or GIN Codes) and the federation-wide
network slice types.

3.4.1.6 Key/lssue #4.6: Settlement Protocol

WBA and OpenRoaming have defined the framework for enabling usage on non-3gpp
networks to be settled. Invoice and dispute process have been defined. Importantly, this work
has been directed by engagement with GSMA's Billing Charging and Evolution (BCE) work
group, with the aim to define a set of common settlement rules to apply to any technology
and any participant; between OpenRoaming participants (ANPs, IDPs but most likely

Report Title: OpenRoaming for 3GPP Private Networks
Key Issues for Roaming Deployments with Private Networks Wireless Broadband Alliance

Issue Date: July 2022 Copyright © 2022
Version: Draft 1.0




EXT Wi £SS EXPEI

c‘i Y WIRELESS
BROADBAND ALLIANCE

brokers) and GSMA operators and in-between OpenRoaming participants (ANPs, IDPs and
brokers).

With this framework in place, the opportunity is to analyze how to add 5G to the existing
framework, to facilitate adoption of settlement-based use cases by those deploying 3GPP
NPN networks.

3.4.1.7 Key Issue #4.7: Dynamic Rating

OpenRoaming settled delivers a set of tools to enable novel tariffing by an access provider,
including supporting dynamic updates to inter provider tariffs. To accommodate such, the
tariff offered by an access provider is included in signaling exchanged with the identity
provider and the identity provider is able to use such information in‘determining whether to
accept or reject the authorized access of their user on the access network.

In contrast, in public cellular roaming, tariffs are based on quasi-static values which are not
intended to change between successive authorization exchanges and agreed as part of the
bi-lateral roaming agreements.

35 Area #5: Authentication
3.5.1 Introduction

OpenRoaming defines an EAP based framework to enable each IDP to select which EAP
method to use when authenticating their users. In 3GPP, non-SIM based identities and EAP
methods can only be used in standalone NPN and not in public network integrated NPNs.

3.5.1.1 Key Issue #5.1: Devices with Multiple Credentials

OpenRoaming has resulted in a dramatic increase in identity providers participating in the
roaming ecosystem. Devices can be configured with multiple OpenRoaming profiles
corresponding to different credentials, which in turn are managed by different credential
holders. For credential holders, 3GPP does not explicitly define scenarios where an NPN
operator has signalling established with multiple credential holders and where a device may
be provisioned with multiple credentials from different credential holders.

3.5.1:2 Key Issue #5.2: Subscription prioritization and selection

With multiple credentials provisioned on a UE and the ability of NPNs to have signalling
connections with multiple credential holders, the topic of prioritization between subscriptions
has been analysed by the WBA, whereby ordered preference lists in the device can be used
in selecting a particular credential.

Furthermore, OpenRoaming allows the access provider to prioritize the use of a particular
credential, e.g., because of a business relationship between the access network provider and
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a particular credential holder. 3GPP systems enable devices to operate with multiple SIM
cards where the user is responsible for prioritizing which credential to use for particular
purposes. 3GPP defines the ability for MNOs to prioritize the use of a particular credential,
e.g., based on HPMN-id. Imagining the operation of a federation where all credential holders
use a common group ID for network selection defined at the federation level, there does not
appear to be the ability for an NPN operator to prioritize the use of a particular credential by a
UE, e.g., based on the business relationship the NPN operator has with a particular
credential holder.

Importantly, as OpenRoaming and NPN networks may be either free to use or charged for,
WBA has defined enhancements to enable additional information to be.configured with a
credential to indicate whether it is associated with a “chargedToUser” service. When set to
true, this indicates that the user will incur direct charges when using the credential while
roaming, and when set to false, indicates that no charges will be incurred when using the
credential while roaming.

3.5.1.3 Key Issue #5.3: Common Credentials on 3GPP NPN and OpenRoaming WLAN
networks

OpenRoaming enables a range of different identity providers to participate in the roaming
ecosystem, where SIM and non-SIM based credentials are used for primary authentication
on the OpenRoaming access networks. 3GPP limits'the use of non-SIM based credentials to
NPN networks, prohibiting their use on public networks, which only support the use of SIM-
based credentials. When on public 5G networks, devices can use their non-SIM based
credentials in a secondary authentication exchange with an EAP-server.

Private operators supporting both 3GPP NPN access networks and OpenRoaming-based
WLAN networks, whereby the same credential is used on both access networks, may want to
benefit from the improved user experience generated by using a common keying hierarchy
for both networks.

3.5.1.4 Key Issue #5.4: Credential Selection in a Multi-RAT environment

With the possibility of a common federation spanning access networks supporting multiple
different radio access technologies (RATS), the issues associated with credential selection
needs to be covered. In such a scenario, a device provisioned with a non-SIM credential will
need to be able to select an EAP based authentication when roaming over WLAN, an EAP
based secondary authentication when roaming on a PNI-NPN and an EAP based primary
authentication when roaming on an S-NPN.

Report Title: OpenRoaming for 3GPP Private Networks
Key Issues for Roaming Deployments with Private Networks Wireless Broadband Alliance

Issue Date: July 2022 Copyright © 2022
Version: Draft 1.0




<‘i WIRELESS

DRI\HNG INEXT WIRELESS EXPERIENCE

4 Conclusions

This document defines a list of issues identified by WBA as being relevant to the support of
roaming across 3GPP Non-Public Networks. Benefiting from key insights regarding operation
of the OpenRoaming federation, these issues are intended to trigger discussions with
stakeholders interested in accelerating roaming across 3GPP NPN deployments, to identify
gaps in current architectures and procedures for supporting roaming over NPNs, and to come
together as an industry to define how such gaps can be closed.
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ACRONYMS AND ABBREVIATIONS

ACRONYM/

ABBREVIATION DEFINITION
ANP Access Network Provider
AUSF Authentication Server Function
BCE Billing Charging and Evolution
CAG Closed Access Group
DNS Domain Name System
GIN Group ID for Network Selection
GST Generic network Slice. Template
IANA Internet Assigned Numbers Authority
IDP Identity Provider
MCC Mobile Country Code
MNC Mobile Network Code
MNO Mobile Network Operator
MOCN Multi-Operator Core Network
NAI Network Access Identifier
NAPTR Name Authority Pointer
NID Network Identifier
NPN Non-Public Network
PEN Private Enterprise Number
Pl Personally Identifiable Information
PLMN Public Land Mobile Network
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RCOI Roaming Consortium Organization Identifier
SEPP Security Edge Protection Proxy
SRV Service Record
SST Slice/Service Types
TADIG Transferred Account Data Interchange Group
TLS Transport Layer Security
UDM Unified Data Manager
UE User Equipment
uiD Unique ldentifier
WBA Wireless Broadband Alliance
WGC Wireless Global Congress
WWD World Wi-Fi Day™
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